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Abstract: Wireless sensor network (WSN) is one of the fast-growing technology which can be implemented in large-
scale applications due to their low-cost installation setup. But, the poor structural organization of the nodes present in
WSN leads to various types of security threats and affects the overall performance. The ultimate goal of this paper is
to provide a secured transmission of data with minimal consumption of energy. Here, a trust-aware clustering and
routing protocol based on atom search optimization (TCRP) is proposed to select secured cluster heads (CHs) for large-
scale WSNs and ensure the data's freshness. In addition, the secured path for routing is created with node authentication,
where the fitness parameter for a node is defined in terms of distance, trust, and energy. The proposed secured
clustering and routing protocol based on Atom Search Optimization (ASO) provides resistance against malicious nodes
on the selected routing path, with minimum energy consumption, the proposed TCRP identify an optimal path and it
ensures the data integrity and confidentiality of the network. The proposed TCRP protocol is analyzed in terms of
energy consumption, throughput, and packet delivery ratio. The proposed TCRP achieved better network throughput
of 99% for 80 nodes which are comparatively higher than the existing services aware energy-efficient routing protocol
(SQEER) with 98% and probabilistic fuzzy chain set, An authentication-based routing protocol, And a hybrid
clustering algorithm PFCD-ARP-CH with (98.5%), trust-aware and energy-efficient data gathering (TEDG) with
(97%) and multiobjective-trust centric reptile search algorithm with (96.25%).

Keywords: Distance, Energy, Trust aware clustering, Trust based atom search optimization, Wireless sensor network.

1. Introduction

Wireless networks (WSNs) play an important
role in communicating between objects and enabling

the connection of multiple networks to the internet [1].

WSNs refer to the collection of wireless sensors to
deliver the sensed information to the system and
report them to a centralized base station [2]. Once
sensor nodes are initiated from the system, they
communicate with the base station in the multi-hop
network through the forwarding node called cluster
head [3]. Therefore, a suitable energy-aware routing
protocol was required to balance the traffic load to
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conserve the hotspot nodes for enhancing the
maximum lifetime coverage of WSNs [4, 5]. In the
network, to reduce energy utilization, the river sensor
network and WSNs are applied with limited
bandwidth and physical security of the system.
Additionally, it is subjected to various types of limits
compared to wired networks, such as restricted
communication  distance, limited  network
communication bandwidth, and limited power
resources [6, 7].

As mentioned, the secure-aware routing protocol
design is a significant and critical problem in WSNs
due to the attackers of the network. Therefore,
developing a secure routing protocol is necessary to
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effectively communicate the nodes to the network [8,
9]. Load balancing and reliable data transfer factors
are used to improve the energy efficiency in the
WSNs based on three classes: event reliability, packet
reliability, and packet-event reliability [10, 11]. The
two important techniques were used to improve the
security data transmission first, using firewall and
intrusion detection methods to determine the
attackers in the path, and the second, trust-based
routing protocol by performing the authentication
using keys [12, 13]. This technique obtains key
generation, encryption, decryption, and key
distribution to improve security [14, 15]. Hence the
novel trust model-based routing protocol achieves
key-based authentication and calculates the node
trust, network trust, and path trust to increase the
security of the communication in the system.

The significant contribution of this research is as
follows:

1. The secure routing path (TCRP) is developed
using the ASO based on trust, distance, and
energy, ensuring data integrity and
confidentiality.

2. The life expectancy of the WSN is improved
by designing the energy and trust-based
routing protocol (TCRP) using ASO.

3. Secure and energy-aware routing s
accomplished for consistent communication
and reduces the node's energy consumption
while broadcasting the data.

The remaining sections of this research paper are
organized as follows: section 2 describes the related
works and the creation of the ASO-based routing path
was fully discussed in section 3. In section 4, the
TCRP results are listed. The conclusion of this
research is given in section 5.

2. Literature survey

This section includes a review of the literature on
the various protocols utilized in the authentication-
based secure routing protocol. Thangaramya
Kalidoss [16] provided an optimum routing strategy
for boosting security and energy consumption by
using the quality of services aware energy-efficient
routing protocol (SQEER). With the key-based
security mechanism, the authentication technique
was used to produce an effective trust score. In
particular, cluster-based secure routing strategies
were presented to select the appropriate cluster head
depending on the final path chosen to execute the
secure routing procedure. However, the system
achieved latency and energy consumption, and it
requires restricted bandwidth to the network. Khalid
Haseeb [17] introduced a constraint-based system
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that uses a lightweight secure, and energy-efficient
fog-based routing protocol to minimize data latency
and improve energy consumption. It successfully
implemented QoS features and time-based
applications with network edge. Furthermore, it is
built on two-level cryptographic primitives for
securing real-time data, namely the lightweight data
confidentiality technique and the high-performance
asymmetric encryption method used between the fog
and cloud levels. As a result, the approach improves
cluster exploitation and local solution. However, it
results in excessive network latency and power use.

Lulwah M. Alkwai [18] introduced a probabilistic
fuzzy chain set, authentication based routing protocol
and hybrid clustering (PFCS-ARP-HC) algorithm.
Using probability calculations, this system used a
fuzzy-based chain rule set to successfully minimize
vampire assaults. As a result, the protocol
substantially improves network security while
optimizing system energy consumption. As a result,
the approaches performed effectively, with
exceptional stability and minimal computational cost,
despite having a high processing time and packet loss
ratio.

Irin Loretta [19] suggested an optimum privacy
multi-hop dynamic clustering routing algorithm
based on cryptography to improve data security and
energy efficiency in heterogeneous systems.
Furthermore, elliptic curve integrated encryption key
provisioning methods were used for the verification
phase, successfully preventing assaults in sensor
networks. The energy-aware routing protocol was
created to guarantee dependable data transport while
using as little energy as possible. Thus, the protocol
provides the most data privacy with the lowest
computational cost, however it has a longer
processing time and a high packet loss percentage.

In the current diffusion difficulties, Xinying Yu
[20] proposed an energy trust-based routing protocol
to ensure data privacy and alleviate the unreliability
of relay nodes. Furthermore, to offer the optimum
communication way and send secret data packets, the
trust-based secure directional diffusion routing
protocol was designed. The routing protocol utilized
in the proposed method helped in attaining end-to-
end connections with high trust values. However, the
connections with low trust values create an impact on
nodes and made them death nodes which affect the
overall performance.

Venkatesh [21] A two-hop geographic
opportunistic routing (THGOR) protocol that selects
a subset of 2-hop neighbors with the highest packet
reception ratio and residual energy as the next
forwarder node, as well as 1-hop neighbors with
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Figure. 1 Flow diagram of the proposed TCRP

outstanding 2-hop neighbor coverage as relay nodes
[21]. Deepika [22] Grey wolf optimizer-based
clustering scheme for WSN (GWO-C) necessitated
some modifications to the original GWO. The
proposed formulation’s optimal solution takes into
account mean intra-cluster distance, sink proximity,
remaining energy and the CH balancing factor.

Keiwan Soltani [23] have introduced a trust-
aware and energy-efficient data gathering (TEDG)
algorithm to collect data in an effective manner. The
TEDG is comprised with three stages such as
clustering, construction of tree and selection of watch
dog. The three stages were considered as the
optimization problem and solution was obtained
using particle swarm optimization (PSO). The TEDG
enhance the convergence speed at the time
constructing tree and minimize the time complexity.
However, intended issues such as node buffer
overflow and collision occurs during the time of
transmitting high range of packets.

Seresane Venkata Krishna Reddy and Jayanthi
Keshava Murthy [24] have introduced the
multiobjective-trust centric reptile search algorithm
(M-TCRSA) to perform secured cluster based routing
in WSN. The M-TCRSA utilized in selecting the
secured cluster heads and secure path to provide
reliable transmission in WSN. The routing performed
using M-TCRSA consumes minimal energy with
extended network lifespan. However, the usage of
RSA leads to low diversity in the population and
diminish the search ability.
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3. Proposed methodology for TCRP

TCRP is an improved trust-based routing that is
being developed to increase the data delivery and the
life span of WSN. The three key steps in this TCRP
approach are ASO-based clustering, cluster head
selection, and secure data routing. The node is first
arranged randomly in the network area with the same
energy and the flowchart for TCRP is represented in
Fig. 1.

3.1 Deployment of sensors

The sensor nodes are first distributed among the
network in a random manner. The cluster heads
(CHs) are then picked from the regular nodes using
ASO, and clusters are constructed in the system.
Following that, routing was performed to improve
data transfer and network security. Effective routing
helps to maintain the network data by restoring the
hostile nodes.

3.2 Use ASO to find secured CH(SCH)

Secure cluster heads are chosen in this phase to
increase the security and energy consumption of the
network-based trust value. An authentication-based
routing protocol is used to determine if the sink is
ready to accept or deliver the data packet from the
source and to allow secure route finding. The SCH
selection is used to prevent communicating with
malicious nodes.

3.2.1. Representation and initialization

In this stage, the candidate solutions are known as
atoms, which signify group of CHs that must be
selected as CH from the standard sensors. Each atom
denotes a possible solution, which indicates which
candidate sensors may be chosen as CHs. The
number of CHs equals the dimension of atoms. Each
atom location is initialized with the ID of a random
node between 1 and N, where N is the total number
of sensors in the network. The ith atom of the ASO is
shown in Eq. (2).

Xi = (xi,lrxi,zr oy xi,NCH) 1)

where, the location of the widow is x; 4,1 < d <
NCH specifies candidate sensors among the total
Sensors.

3.2.2. Iterative process of CH selection

To avoid the selection of a malicious node as a
CH, it is critical to choose a trustworthy and effective
CH. It is necessary to authenticate the nodes to
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discover the malicious nodes in the path and assure
the secure route path in the communication. The
remaining processes in the ASO atoms are atom
acceleration, depth function, and min-max function.
ASO is a population-based global optimization
technique inspired by the network's molecular
dynamics. The following examples, based on
Newton's second law, mathematically show the link
between the atomic systems. F; represents the
iteration's force, while G; reflects the restrictions
action of atom i.

__ Fi+G;

a;=— (2)

m;

Where a; denotes the acceleration of atom i and
m; represents the mass of the atom. The following
equation shows the interaction force in d
dimensional and t time. Eq. (3) helps atoms to
converge to a specific point.

Fii(t) = —=n(®)[2(h; )*2 = (hi; ()] (3)

Based on the above expression, n(t) is defined
for the depth function which is represented in Eq. (4).

—20t

() =a(1-=)%eT @)

Where a and T denote the depth weight and the
maximum number of iterations. Attracting regions
and adjusting repulsion using the latter function
h;j(t) which represents an Eg. (5)

r3(6)
hmin #t) hmin

rii(t) rii(t)
hij(t) = # hmin < :(t) < hmax (5)
7i;(t)

hmax G'(t)

hmax

Where the distance between two atoms is
signified by r while, h,,;, and h,,,, represents the
lower and upper bounds of the system. The terms of
go and u express the drift factors of the min-max
function are represented in Eqg. (6).

hmin = go T g(t)and hmax =u (6)

Based the Eq. (6) the length scale is signified by
o(t) and given as Eq. (7).

2 est,Xij(t)
a(t) = ||xij(t),%||z (7)
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Where the best among the population of K atom
is denoted as Kbest. The total force acting on an
atom i with dimensional dt"* are represented in Eq.

(8).
FA(t) = ZjeKbest,randeg(t) (8)

Where the rand; is the demonstration for a
random number ranging among [0,1]. Atomic motion,
which is simplified in ASO by assuming a covalent
link between the best and the other, is significantly
affected by the geometric constraint atoms. This can
be written as Eq. (9) for atom i.

ei(t) = [lxi(t) - xbest(t)lz - (bi,best)z] (9)

Where the best atom position is represented by
Xpest (t) and the fixed length among the it* and the
best atoms are defined by b; p.s. The Eq. (10) the
constraints force of the atoms i represents as;

GIH () = A(1) (s (1) — x{(£) (10)

Where A(t) denotes the lagrangian multiplier and
defined as follows Eq. (11)

—20t

) =Be T (11)

Where in the above Eq. (11), B represents the
multiplier weight and the acceleration time t of the
atom i of ad(t) is given as Eq. (12)

FA(b)
mé(t)

G2(t)

af (t) = o

+ (12)

The latter expression briefly explains how an
atom with achieves more mass can obtain a higher
fitness value by reducing its acceleration. The
following Eqg. (13) and Eqg. (14) are used to compile
the it" atom mass.

d M
af(t) = EANTHOY (13)
Fitj()-Fitpgge(t)
Ml'(t) = ¢ Fitworst()=Fitpest(t) (14)

Where the atoms with the best and worst fitness
function at a time t is denoted as Fit,,(t) and
Fit,,ors:(t). The Fit;(t) is the representation of the
fitness value of the function for an atom i at iteration
t which is defined in Eqg. (15) and Eq. (16) as
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Fitpese (£) = minge(q 2, . Fit;(t) (15)
Fityorse(£) = maxie(y 2, . Fiti(£) (16)

The probability of interactions with the
K neighbors of each atom has higher fitness values
which are needed for exploration improvement,
however, this should be less for exploitation. Here k
is a time-dependent function which is calculated as
following Eq. (17)

k(t)=N—(N—2)x\E a7
3.3 Derivation of fitness to choose the CH

It is essential to elect a trustworthy and effective
CH to prevent the choice of a malicious node as CHs.
Therefore, authentication is used to select the secure
path for data distribution and address the malicious
nodes in the path. The selection of the best CHs was
depending on the weight of the nodes. This weight is
calculated using various metrics, including time, trust,
and energy.

3.3.1. Distance

It is the best one to choose the node that is located
in the middle of the cluster. The distance between
nodes x and the center o along with the location
(x4, xp) and (o4, 0) is compiled using Eqg. (18)

d(x: 0) = \/(xa - Oa)z + (xp — Ob)z (18)

The sensor with the best chance of becoming CH
is the one closest positioned to the cluster center of
the system.

3.3.2. Trust

The trust value of a node i is determined as
the total weighted value of direct and indirect
trust of the node i as specified in the Eq. (19).

Ti = WlDTi + WZITl' (19)

The weights for these values are W, and W,, and
DT;and IT; in the equation represent the direct and
indirect trust values, respectively. In addition, the
impact of these trusts can also provide effective
figures on decision-making by applying different
values to W; and W,. A node that relies on advice
provided by a neighbor node to other nodes is known
as indirect trust and is calculated as Eq. (20).
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n i
_ 2= 0T

n

IT; (20)

Here, Tji describe the advice trust of the node j on
the node i and T; is the trust rate of the trust of node
j. Direct trust is defined as Eq. (21)

Ncorrect;

L+ m, *xTe; (21)

n .
total;

Where, ncorrect; 1S the amount of data packet sent
and n,¢q; IS the amount of data packets sent by the

node i. The endure energy of the node i is re; along
with trust weight m,. This trust value is used to
effectively identify malicious attackers in the WSNS.
The node authentication is need to be performed for
a secured routing and verify whether the node is
attacked by the malicious node. The attacker’s node
claimed that it has a lot of energy for absorbing the
data packets and reporting to the neighbor node so the
node was chosen as the best node for sending their
packet to the destination.

3.3.3. Energy

Each sensor node along with the maximum
residual energy level is selected as CHs on the
network. According to Eg. (22), each sensor
evaluates its energy weights. After the process of
integrating the 1D with their weights, the sensors
transmit messages regarding voting to the
neighboring nodes. Then a message signal is
transmitted by the sensor nodes with the highest
weight. Before the expression of CHs, each sensor
node waits for a time t which denotes the
competition periods. To prevent more energy
utilization, the competition period should not be too
short or long.

ENyq = ENin¢ — ENcop (22)

At the initial stage, the Hello packets are
transmitted to the nearby neighboring nodes when the
value for the data is generated. Whenever the weight
value of the node gets lower, it waits to receive the
invite packets which consider CH. If the node does
not receive any invite message within the period, then
it states itself as CHs.

3.4 Cluster formation

The normal sensors are assigned to the selected
CHs in the cluster creation phase. Here, the cluster is
created according to the residual energy and distance
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Table 1. Simulation parameter

Parameters Value
Area 200m x 200m
Nodes 100
Eelecfvalue 50J per bit
grs_value 10 J per bit per m2
Emp vatue 0.0013 J per bit per m4
Size of the packets 4000 bits
Initial energy 051

whereas the potential function is used in creating the
cluster which is expressed in the Eq. (23).

Ecy
dis(N;,CH) (23)

Potential of sensor (N;) =

The formulated potential function is utilized in

assigning the normal sensor node to CH with the

minimal transmission of data with high residual
energy.

3.5 TCRP algorithm:

The cluster head selection is performed using
TCRP which is represented as follows:
Initialize the set of atoms X, velocity V and
FitFitibest = Inf
While the stop criterion is not satisfied do
For each atom X; do
Calculate the fitness value Fit;;
If Fit; < Fityes: then
Fiti = Fitbest 5
Xpest = Xi
End If.
Calculate mass using Eq. (13) and
Eq. (14)
Determine its K neighbors using Eq.
(17)
Calculate the interaction force
F; and constraint force G; using Eq.
(8) and Eq. (10) respectively.
Calculate the acceleration using Eq.
(12)
Update the velocity and position
End for
End while.
Output: CH from the network (an optimal solution)

3.5 Secured optimal routing path using ASO

TCRP has the additional responsibility of
generating the routing path. Furthermore, to
efficiently detect the malicious node in the routing
path and transmit the data, a secure way is necessary
to verify the route, which improves network routing
security. For optimizing the creation of the
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transmission route, three optimum fitness functions
were used: trust, distance, and energy.

The following steps are performed at this routing
stage:

1. First, the atoms are initialized with the feasible
route from the source CHs to BS, and the
dimensionality of each atom equals the
number of intermediate nodes in the path.

2. The acceleration of atoms, depth function, and
min-max function are then simulated based on
the fitness of each route. The depth and min-
max functions were previously discussed in
the preceding section.

3. The fitness factors examined during
transmission route generation include residual
energy, distance and trust between CH and BS,
and node degree. The fitness employed in the
ASO-based route creation is shown in Egs.
(18-22).

This aids in identifying the route with the most
residual energy, shortest transmission distance, and
highest security. Furthermore, it would improve data
integrity and confidentiality in this work by ensuring
that the destination node does not change the data
during network connection between nodes. As a
result, node energy consumption is minimized, and
trust-based thresholding values are used to eliminate
hostile nodes in selected route paths by employing
this TCRP based routing, which was utilized in
enhancing the lifespan of the network.

4. Results and discussion

This section explains the TCRP’s findings and
debate. MATLAB R2020a is used to design and
execute reliable transmission. The analytical system
is powered by an i5 CPU with 8GB of RAM. The
primary goal of the proposed approach is to enhance
security and minimize the consumption of energy in
WSNSs. The simulation parameters of the TCRP are
listed in Table 1.

4.1 Performance analysis

The TCRP’s performance is measured using
energy consumption, throughput, and packet delivery
ratio. The performance of the proposed TCRP is
evaluated with existing approaches such as SQEER
[16], PFCS-ARP-HC [18], TEDG [23] and M-
TCRSA [24]. The existing methodologies such as
TEDG and M-TCRSA are implemented with the
same simulation parameter in table 1 to evaluate the
efficiency of TCRP.
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4.1.1. Consumption of energy

A network's energy consumption is represented
as the quantity of energy required to receive and send
the data. Fig. 2 shows a comparison of energy
consumption between the TCRP and existing
approaches such as SQEER, PFCS-ARO-HC, TEDG
and M-TCRSA. According to Fig. 2, the TCRP
consumes less energy than the existing approaches.
For example, when the number of rounds is 80, the
proposed approach consumes energy of 0.2] whereas
the existing SQEER, PFCS-ARO-HC, TEDG and M-
TCRSA had consumed 0.27J, 0.25J, 0.31J and 0.28)
respectively. The better result of TCRP is due to its
improved energy efficiency via the use of a trust to
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minimize rogue nodes and the establishment of the
shortest route.

4.1.2. Throughput

The number of packets received successfully at
the sink is referred to as throughput, which is
measured in bits per second. Fig. 3 shows a
comparison between TCRP and the existing
approaches. The throughput of the proposed
approach is 93.5% for 80 rounds whereas the existing
SQEER, PFCS-ARO-HC, TEDG and M-TCRSA had
obtained throughput of 98%, 98.5%, 97% and
96.25% respectively. The better throughput is due to
the secure data transfer of the proposed TCRP with
minimal node/link failure when broadcasting data
packets.

4.1.3. Packet delivery ratio

Packet delivery ratio is defined as the ratio of the
number of data packets lost to the total number of
data packets sent. The packet delivery ratio reflects
the efficiency of proposed system. It utilized to
improve the performance of algorithm. Fig. 4
compares the performance of the TCRP with existing
approaches in terms of packet delivery. This
scenario's simulation experiment employs 80 nodes.
The PDR of the proposed TCRP is 94.21% whereas
the PDR of existing SQEER, PFCS-ARO-HC, TEDG
and M-TCRSA is 88.95%, 94.21 %,90.45% and 93%
respectively. The better result is due to the selection
of optimal CHs which perform an effective search to
find the path to deliver the packets.

4.2 Comparative analysis

This section provides a comparative examination
of the TCRP with prior studies. The previous study
SQEER [16], PFCS-ARP-HC [18], TEDG [23] and
M-TCRSA [24] are utilized to assess the TCRP’s
efficiency. Table 2 shows a comparison of the
SQEER [16], PFCS-ARP-HC [18], TEDG [23] and
M-TCRSA [24]. According to Table 2, the TCRP
outperforms the existing approaches due to its
effective balance between the exploration and
exploitation phases. The derived phase is utilized to
ensure safe and energy-conscious data transmission
across large-scale WSNs and has promise for
optimization challenges.

5 Conclusion

In this research, trust-aware clustering and
routing protocol (TCRP) based on Atom Search
Optimization was proposed to select secured cluster
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Table 2. Comparative analysis of TCRP method
Performance measure Method Number of rounds
20 40 60 80
Energy Consumption SQEER [16] 0.1 0.15 0.21 0.27
(Joules) PFCS-ARP-HC [18] 0.09 0.13 0.22 0.25
TEDG [23] 0.07 0.17 0.20 0.31
M-TCRSA [24] 0.08 0.14 0.24 0.28
Proposed TCRP 0.05 0.11 0.18 0.2
Packet delivery SQEER [16] 89.95 92.76 88.10 88.95
ratio % PFCS-ARP-HC [18] 91.43 93.82 93.95 94.21
TEDG [23] 90.87 95.43 90.82 90.45
M-TCRSA [24] 93.54 94.96 95.12 96.74
Proposed TCRP 96.21 98.11 98.89 99.25
Throughput % SQEER [16] 90 94 96 98
PFCS-ARP-HC [18] 92 945 97 98.5
TEDG [23] 89.5 94 95 97
M-TCRSA [24] 91.25 92 96.30 96.25
Proposed TCRP 93.5 95 97.5 99
heads (CHSs) for large-scale WSNs. It ensured secured hy;(t) Repulsion adjusting function
transmission among the nodes. The secure routing T Distance between two atoms
path was developed using the ASO based on trust, Ropin Lower bound
distance, and energy, ensuring data integrity and Rnax Upper bound
confidentiality. u Drift factor of the min-max
The energy depletion of the node and network function
was reduced by selecting optimum number of CHs, a(t) Length of the scale
and the proposed ensures the system's data freshness. Kbest Best among the population of K
In addition, the secured path for routing was created atom
with node authentication, where the fitness parameter rand, Random number ranges between
for a node was defined in terms of distance, trust, and - .[O’l]
Xpest () Best position of the atom

energy. The fitness factors examined during
transmission route generation include residual energy,
distance and trust between CH and BS, and node
degree.

The proposed TCRP protocol was analysed in
terms of energy consumption, throughput, and packet
delivery ratio. It was determined that the TCRP
outperformed the SQEER, PFCS-ARP-HC and
TEDG and M-TCRSA methods. The future work will
be based on utilizing hybrid optimization techniques
to obtain better performance.

Nomenclature

Parameters Description
N Total number of sensors in the
network
X; The atom present in ASO
NCH Candidate sensors among the
total sensors.
F; Force of iteration of atom i
G; Restriction of atom i
a; Acceleration of atom i
m; Mass of the atom i
n(t Depth function
a Depth weight
T Maximum number of iterations
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b; pest Fixed length among the i*" and
the best atoms
A(t) Langrangian multiplier
B Weight of the multiplier
al(t) Acceleration time of the atom
Fitpes (t) Best fitness function at time ¢t
Fityors: (t) Worst fitness function at time ¢
k Time-dependent function
DT; Direct trust
IT; Indirect trust
T; Trust rate of node j
T/ Adbvice trust of the node j on the
node i
re; Endure energy of the node i
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