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Abstract: During the COVID-19 pandemic, online electronic educational systems have been used in most schools 

and universities as they were forced to move their operations from classrooms to online settings. However, these 

systems face a serious security issue. Access control considers the core of data security for any implemented system. 

This paper presents the well-known role-based access control (RBAC) approach to enhance system security and 

improve user role and system privilege. This study also addresses the issues faced by extant schemes, such as 

security risk tolerance, by proposing a privacy-preserving educational system that utilizes RBAC and smart multi-

factor authentication. This approach uses an asymmetric cryptosystem based on the Elgamal digital signature 

operation to provide multi-factor authentication while relying on low-complexity cryptographic hash functions. 

RBAC manages system security via the “user classification, role authorization, and unified management” approach. 

By limiting the amount of data that users can access, RBAC is particularly suited for multi-level applications. This 

approach also uses informal analysis and the Scyther tool to conduct extensive formal security proofs. RBAC offers 

many benefits, including mutual authentication, identity anonymity, forward secrecy, key management, and high 

resistance to well-known attacks, such as phishing, replay, Man-In-The-Middle (MITM), and insider attacks. 

Compared with other schemes, RBAC offers more security features and boasts higher cost effectiveness in 

processing and communication. Furthermore, our work achieves a good balance between performance and security 

complexity when compared to the state-of-the-art. So, we get good results at a cost of 0.253 ms for computing and 

1326 bits for communication. 
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1. Introduction 

Following its rapid growth in recent years, the 

Internet has completely invaded contemporary life. 

Enabled by such technology, people can now 

provide services regardless of time and location 

constraints. The educational system is one of the 

most important benefactors of such technology. 

Educational administration systems need to be 

secure to support teaching and learning for both 

teachers and students [1, 2].  

Each user needs to be authenticated before s/he 

can access services or resources in educational 

systems, cloud applications, multi-server setups, and 

mobile devices, thereby underscoring the 

importance of restricting the access of these users to 

these systems; such restriction is an essential 

component of any security architecture [3]. 

An educational system contains modifiable tasks 

that alter the rights of each user and place 

restrictions on the security of the system [4].  

As its defining feature, the role-based access 

control (RBAC) approach assigns each user with an 

appropriate role, and each role has an associated set 

of permissions. RBAC allows systems to be 

controlled such that users are granted access to the 

permissions associated with certain roles by 

identifying themselves as members with the 

appropriate roles. As a result, roles are established 

for a range of job functions inside a system and are 

being utilized to manage permissions [5].  

RBAC provides a framework for managing the 

access of users to resources based on their assigned 

roles. Each user has a certain role allocated to them, 
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and each position has a set of privileges to which 

they alone have access. As a result, the resource 

management strategy needed for an educational 

system may be provided by RBAC [6].  

The entire educational system is facing 

challenges in the form of the COVID-19 pandemic 

and the technological breakthroughs that have 

affected schools, colleges, and other educational 

institutions, thereby triggering a shift from 

traditional classroom learning to e-learning. 

Although more efficient and productive than 

traditional classroom learning, e-learning lacks 

secrecy, hence exposing the information passed 

between parties to the risk of interception. As a 

result, the access of unauthorized users to the system 

needs to be restricted [7].  

In this paper, we propose RBAC, whose 

fundamental tenet is that roles are made up of 

operations that correspond to the actions performed 

by users who have been correctly assigned to these 

roles as well as to the relationships among users, 

roles, and operations [8]. We propose a verification 

scheme to protect the system from some of the most 

well-known cyberattacks, including phishing, 

MITM, insider, and reply attacks. Compared with 

other relevant systems, such as strong verification, 

key management, message enforceability, and 

anomaly of user identification, the proposed scheme 

offers many security benefits to the system. 

This scheme is divided into four primary phases, 

namely, the registration phase, role privileges 

management phase, permission to configure phase, 

and login and authentication phase. Each of these 

phases ensures a safe and secure information 

transfer among the three main components of the 

system (i.e., user, cloud server provider, and 

authentication server) using the Elgamal digital 

signature, SHA-512 hash function, and smart-factor 

authentication. The proposed scheme is safe against 

common attacks by using security analysis and the 

Scyther tool [9]. The proposed scheme also 

outperforms the extant ones in terms of 

computational and communication costs. 

This work contributes to the literature by 

outlining a strong security plan that emphasizes how 

easily access control and authentication factors may 

be integrated into an educational system. The 

proposed scheme aims to distribute the policies and 

privileges among the constituents of the system, 

including the administrator and users. Specifically, 

the user has the right to enjoy all or some of the 

primary system operations, including adding, 

deleting, and modifying, depending on the 

permission granted to him/her by the administrator. 

We rely on formal (Scyther tool) and informal 

security analyses to demonstrate how immune our 

proposed scheme is to well-known attacks, 

including insider, reply, and MITM attacks.  

The proposed scheme also has strong features, 

such as secure mutual authentication, anomaly, and 

perfect forward secrecy, and is based on smart-

factor authentication. The privacy of users is also 

dependent on the cloud service provider, which 

creates secret keys for the administrator and users.  

The rest of this paper is structured as follows. 

Section 2 reviews the related work. Section 3 

presents the primitive tools. Section 4 describes the 

proposed scheme. Section 5 presents the security 

analyses and discusses the possible attacks. Section 

6 concludes the paper. 

2. Related works 

Users may want to protect their privacy and hide 

their true identities when using sensitive data. 

Accordingly, this topic has attracted much attention 

from researchers in recent years. In this section, we 

analyse numerous studies that concern the same 

topic. 

In 2017, Lin et al. [10] introduced a secure 

scheme for cloud-based smart learning applications. 

Their system registers the user with the 

authentication server based on his/her identity. The 

user symmetrically encrypts his/her data before 

sending to the authentication server. This server then 

decrypts the password and obtains its hash value. 

This method is resistant to MITM attacks but is 

susceptible to fishing due to the sharing of 

passwords among communication entities.  

In 2018, Binu et al. [11] proposed the broker 

authentication scheme, which employs a two-factor 

authentication system in which the user password 

serves as the first factor and a crypto-token kept in 

the database serves as the second factor. The user 

must present both the password and crypto-token to 

the authentication server to prove his/her identity. 

However, without intervention from the servers, the 

user can manage his/her password and verification 

data. The Scyther tool was used to test whether this 

system can guard itself from well-known attacks. 

Results show that the sharing of passwords between 

users and the authentication server renders this 

scheme vulnerable to phishing attacks.  

In 2019, Foulidi et al. [12] proposed a study to 

determine whether there are any issues with the 

Directorate's coordination and communication with 

the schools, as well as what steps the educational 

managers take to develop an effective 

communication system. However, there are issues 

faced in this study, such as the operation of the 
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instructional network, and the absence of current 

information technology (IT) equipment and 

technological apparatus 

In 2019, T. Snoussi [13] proposed an LMS usage 

in higher education in the UAE, due to the numerous 

benefits when using this method in emirate 

educational institutions provides such as the 

simplicity of setting up and delivering online 

courses, carrying out evaluations online, having 

access to and availability of learning resources, the 

potential for students and faculty to save time and 

money, and communication and interaction. But 

technical issues and users' computer competence are 

the main barriers to integrating technology into 

education. In his most recent study, Al Samarraie 

[14] believed freshmen students may not have the 

necessary prior technical skills to use the LMS 

efficiently. It may still be difficult for students to 

coordinate and handle various concepts in a way that 

enables them to connect and share their unique tacit 

knowledge. 

In 2021, Pulgar et al. [15] used social network 

analysis (SNA) to visualize student relationships, 

academic standing, and teamwork in classes. One of 

the study's limitations is the absence of data on 

topics like internet availability, accessibility, and 

teacher and student ICT training, given how 

important these tools are for remote learning. 

Additionally, we acknowledge that the conducted 

study does not take into account the individual 

experiences of students as they switch from in-

person to online instruction. 

In 2022, Dr. Kasumu et al. [16] offered 

descriptive survey research to look into the use of 

learning management systems in education. The 

study's findings suggest that students can maintain 

their autonomy, excitement, and motivation by using 

a learning management system. But teachers should 

make sure to regularly use learning management 

systems in order to construct lessons that are suited 

to their students' needs. However, this study did not 

look into the security issue surrounding data 

transmission between users in the e-learning system. 

In this paper, we propose a robust verification 

scheme based on the SHA-512 function and 

Elgamal digital signatures. This scheme offers many 

benefits, including protection against user-identity-

related anomalies, smart-factor authentication, and 

resistance to well-known attacks, including 

impersonation, phishing, replay, MITM, and insider 

attacks. The proposed scheme is independently and 

officially tested using cryptography proofs and 

Scyther. The proposed scheme outperforms the 

extant ones in terms of computation/communication 

cost and security analysis. Table 1 presents the  
 

Table1. The security comparison with other schemes 

Factors [10] [11] [12] [13] [15] [16] our 

F1 N N N N Y N Y 

F2 Y Y Y Y N N Y 

F3 Y Y Y N Y N Y 

F4 N Y N Y N N Y 

F5 Y Y N N N N Y 

F6 Y Y N N N N Y 

F7 N N Y Y Y N Y 

F8 N Y N N N N Y 

F9 Y Y N N N N Y 

F10 N Y N N N N Y 

 

comparison results. The proposed scheme achieves 

ten factors F1, F2, F3, F4, F5, F26, F7, F8, F9, and 

F10, when compared with other previous works, 

reflecting excellent precision and security as 

follows:  
F1: Secure mutual authentication, F2: Perfect 

forward secrecy, F3: Supports users’ identity 

anonymity, F4: Resists insider attacks, F5: Resists 

MITM attacks, F6: Resists replay attacks, F7: 

Resists phishing attacks, F8: Strong verification, F9: 

Login and authentication phase efficiency, F10:  

Formal verification with Scyther. 

3. Primitive tools 

3.1 The Elgamal algorithm 

In 1984 a public key technique based on discrete 

logarithms was proposed by Taher Elgamal [17]. 

The ElGamal encryption/signature algorithm, which 

is based on the Diffie-Hellman key exchange, is an 

asymmetric key encryption algorithm for public-key 

cryptography [18]. This probabilistic signature 

algorithm assigns different legal digital signatures to 

the same message. The Elgamal algorithm mainly 

includes three phases, namely, the secret key 

generation, digital signature generation, and digital 

signature verification phases [19]. 

3.1.1. Key generation 

Let 𝑃  be a large prime number. The discrete 

logarithm cannot be easily solved in 𝑃 ∈  𝑍∗ 

Therefore, select a generator 𝑔 ∈  𝑍 and a random 

number that is a primitive root of  𝑃. The sender 

then generates Private (𝑆𝐾) and Public (𝑃𝐾) keys as 

follows:  

• Generate a random integer 𝑃 ∈  𝑍𝑃
∗  .   

• Compute 𝑌 =  𝑔𝑋 𝑚𝑜𝑑 𝑃 . 
• The public key is (𝑌, 𝑔, 𝑃), and the private key is 𝑋  
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3.1.2. Digital signature generation 

Suppose that the message to be signed is𝑀. first 
compute the hash 𝑚=ℎ(𝑀) and digital signature are 

initially computed as follows:  

• Choose a random integer 𝐾 ∈𝑍𝑃−1
∗ and gcd(𝐾 , 𝑃 −

1) = 1, 𝐾 a primitive root of 𝑃 − 1.  

• Compute 𝑆1  =  𝑔𝐾 𝑚𝑜𝑑 𝑃 and 𝑆2 = (𝐾 −

1(𝑚 − 𝑋 𝑆1 ))𝑚𝑜𝑑 (𝑃 − 1).  

• The signature consists of (𝑆1, 𝑆2) 

3.1.3. Digital signature verification 

The receiver of the signature has the public key 

(𝑃𝐾) (𝑌,g,𝑃 ) and parameter signature (𝑆1, 𝑆2) of the 

message M. The hash is initially computed as 𝑚= 

(𝑀), and then the verification proceeds as follows:  

• Compute 𝑉1 = (𝑀)𝑚𝑜𝑑 𝑃  

• Compute 𝑉2 =  (𝑌)𝑆1  (𝑆1)𝑆2 

• If 𝑉1 = 𝑉2, then the signature is valid. 

3.2 SHA-512 

SHA-512 is a hashing algorithm that divides the 

information into three parts, namely, the original 

message, the padding bits, and the size of the 

original message. The combined size of these three 

parts should be a multiple of 1024 because the 

formatted message will be processed as 1024-bit 

blocks [20].  

3.3 Scyther 

Scyther is a tool for analysing and verifying 

security protocols. Apart from demonstrating 

cutting-edge performance, Scyther also offers a 

number of unique capabilities that are not offered by 

other tools. Some of its novel features include the 

potential for unbounded verification with guaranteed 

termination, support for multi-protocol analysis, and 

analysis of infinite sets of traces in terms of patterns 

[9]. 

As a tool for the formal analysis of security 

protocols, Scyther can quickly investigate the 

characteristics of a protocol. Scyther protocols are 

written using the SPDL programming language. 

Many important cryptographic operations, such as 

message sending and receiving between components 

and the functions played by each component, are 

supported by SPDL. This tool can be used to (1) 

confirm that the security claims in the protocol 

description are true, (2) automatically generate and 

confirm suitable security claims for a protocol, and 

(3) fully characterize the protocol for an analysis. 

4. The proposed educational system 

This section presents the suggested design of the 

Role-Based Access Educational System (RBAES). 

An electronic educational system depends on a 

model of role-based access control. The proposed 

system consists of two parts:  Users and Resources. 

The first one is represented by Administrators 

divided into two parts: the main Administrator 

( 𝐴𝐷𝑀 )and the Head of Departments 

( 𝐻𝐷1, 𝐻𝐷2, 𝐻𝐷3, … , 𝐻𝐷𝑛 ),Teachers 

( 𝑇1, 𝑇2, 𝑇3, … , 𝑇𝑛 ), Students ( 𝑆1, 𝑆2, 𝑆3, … , 𝑆𝑚 ), 

Examination committee (𝐸𝐶 ), and Cloud Service 

Provider ( 𝐶𝑆𝑃 ) while the second one refers to 

Subjects ( 𝑆𝑏1, 𝑆𝑏2, 𝑆𝑏3, … , 𝑆𝑏𝑘 ), Scores 

(𝑆𝑐1, 𝑆𝑐2 , 𝑆𝑐3, … , 𝑆𝑐𝑘).  The proposed design system 

is divided into four main phases:  Registration Phase, 

Role Privileges Management Phase, and Permission 

to configure Phase, login, and Authentication Phase. 

The major aim of our work is to build a strong 

system that can resist malicious attacks such as 

MITM, Reply, and Insider. Table 2 explains the 

essential notations applied and is defined to assist 

our work's presentation and analysis to meet the 

requirements of secure data transmission over 

RBAES. 

 
Table2. Notation used in the proposed scheme 

Symbol Description 

ADM Main Administrator 

HDi Head of Department 

Ti Teacher 

Si Student 

ECi Examination committee 

𝐶𝑆𝑃 Cloud Service Provider 

AS Authentication Server 

Sb Subject 

UN  Username 

PW   Password 

h(. ) hash function 

PN  Phone number 

MD  Mobile Device 

SK Private Key 

PK Public key 

S1, S2 
Parameters of singing Digital signature 

(ElGamal) 

V1, V2 
Parameters of Verification Digital 

signature (ElGamal) 

Z  Set of Integer Number 

RS Resources Server 

ECTi Examination Committee Teacher 

PTi Position Teacher 

NTi Normal Teacher 

Vi  , Vi
′, Vi

′′ Verification code 
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4.1 Registration phase 

In this phase, we pay more attention to users' 

registration based on the Administrator, Head of 

Departments, Teachers, and Students. 

4.1.1. Administrator registration side 

The 𝐴𝐷𝑀 wishes to register in the educational 

system that requires sending the personal 

information to the CSP. The 𝐴𝐷𝑀 has a unique 

attribute to register as the first one in the system for 

distributing the privileges/roles to remaining users 

such as Students and Teachers. The personal 

information is Username ( 𝑈𝑁𝐴𝐷𝑀 = ℎ(𝑈𝑁𝐴𝐷𝑀) ), 

Password ( 𝑃𝑊𝐴𝐷𝑀 = ℎ(𝑃𝑊𝐴𝐷𝑀) ), Phone number 

(𝑃𝑁𝐴𝐷𝑀), Mobile Device (𝑀𝐷𝐴𝐷𝑀). The ℎ(. ) refers 

to the cryptographic hash function (SHA-512).  

The CSP checks the identity of 𝐴𝐷𝑀   in the 

database exists or not, CSP then sends requests for 

𝐴𝐷𝑀 to the Authentication Server (𝐴𝑆) for gaining 

the main keys. After that, 𝐴𝑆 generates Public Key 

( 𝑃𝐾𝐴𝐷𝑀  ) and Private Key ( 𝑆𝐾𝐴𝐷𝑀  ) to use in 

ElGamal digital signature as follows:- 

1- Generate a random integer number  𝑋𝐴𝐷𝑀   ∈
𝑍𝑃−1

∗  and compute𝑌 =  𝑔𝑋𝐴𝐷𝑀   𝑚𝑜𝑑 𝑃; where 𝑃 

is a large prime number and 𝑔 ∈ 𝑍𝑃.  

2-  Generate Private Key ( 𝑆𝐾𝐴𝐷𝑀 = 𝑋𝐴𝐷𝑀 ) and 

Public Key ( 𝑃𝐾𝐴𝐷𝑀 =  𝑌  , 𝑔  , 𝑃  ) . Then sends 

these Keys (𝑆𝐾𝐴𝐷𝑀 . 𝑃𝐾𝐴𝐷𝑀  ) to 𝐶𝑆𝑃. 

3- 𝐶𝑆𝑃   after the Keys(𝑆𝐾𝐴𝐷𝑀. 𝑃𝐾𝐴𝐷𝑀  )  receiver, 

declares  𝑃𝐾𝐴𝐷𝑀  and sends 𝑆𝐾𝐴𝐷𝑀 to𝐴𝐷𝑀. 

 

4.1.2. Teachers registration side 

The teacher ( 𝑇𝑖 ) should be registered in the 

educational system via permission gained from  

 

 
Figure. 1 Illustrates the administrator's registration in the 

educational system 

 

𝐴𝐷𝑀. In our work, the role of the teacher can be 

divided into three levels: Normal Teacher (𝑁𝑇𝑖 ), 

Examination Committee Teacher ( 𝐸𝐶𝑇𝑖 ), and 

Position Teacher (𝑃𝑇𝑖). Fig. 2 explains the roles of 

teachers gained from𝐴𝐷𝑀. 

𝑇𝑖  sends his personal information 

(Username( 𝑈𝑁𝑇𝑖
= ℎ(𝑈𝑁𝑇𝑖

) ), Password ( 𝑃𝑊𝑇𝑖
=

ℎ(𝑃𝑊𝑇𝑖
)), Phone number (𝑀𝐷𝑇𝑖

), Mobile Device 

(𝑃𝑁𝑇𝑖
)) to the 𝐶𝑆𝑃 that checks teacher’s information 

in the database if exists or no. We divide this stage 

into three levels as follows: 

Level1. The normal teacher can log in to the system 

using Username ( 𝑈𝑁𝑁𝑇𝑖
= ℎ(𝑈𝑁𝑁𝑇𝑖

) ), Password 

(𝑃𝑊𝑁𝑇𝑖
= ℎ(𝑃𝑊𝑁𝑇𝑖

)). 

Level2 and Level3. Each Examination Committee 

Teacher (𝐸𝐶𝑇𝑖) and Position Teacher (𝑃𝑇𝑖) have the 

same privileges as the administrator ( 𝐴𝐷𝑀 ). 

Therefore, the gait of public and private keys is the 

same way as administrators based on 𝐶𝑆𝑃 and 𝐴𝑆. 

 

 
Figure. 2 Describes the roles/privileges of teachers obtained from 𝐴𝐷𝑀 
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Figure. 3 Shows teacher's registration in the educational 

system 

 

 
Figure. 4 Explains student registration in the educational 

system 

 

The following steps describe the mechanism of 

obtaining keys for 𝐸𝐶𝑇𝑖  and 𝑃𝑇𝑖. 

1. 𝐸𝐶𝑇𝑖 →    𝐶𝑆𝑃: 𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑖𝑜𝑛 𝑓𝑜𝑟 𝑘𝑒𝑦𝑠   
2. 𝐶𝑆𝑃 →    𝐴𝑆: 𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑖𝑜𝑛 𝑜𝑓 𝐸𝐶𝑇𝑖  
3. 𝐴𝑆 →    𝐶𝑆𝑃: 𝑆𝐾𝐸𝐶𝑇𝑖

 , 𝑃𝐾𝐸𝐶𝑇𝑖
 

4. 𝐶𝑆𝑃 →    𝐸𝐶𝑇𝑖: < 𝑆𝐾𝐸𝐶𝑇𝑖
,  

𝑈𝑁𝐸𝐶𝑇𝑖
, 𝑃𝑊𝐸𝐶𝑇𝑖

, 𝑃𝑁𝐸𝐶𝑇𝑖
, 𝑀𝐷𝐸𝐶𝑇𝑖

> 

   In the 𝑃𝑇𝑖, we perform the following steps: 

1. 𝑃𝑇𝑖 →    𝐶𝑆𝑃: 𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑖𝑜𝑛 𝑓𝑜𝑟 𝑘𝑒𝑦𝑠   
2. 𝐶𝑆𝑃 →    𝐴𝑆: 𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑖𝑜𝑛 𝑜𝑓 𝑃𝑇𝑖  
3. 𝐴𝑆 →    𝐶𝑆𝑃: 𝑆𝐾𝑃𝑇𝑖

 , 𝑃𝐾𝑃𝑇𝑖
 

4. 𝐶𝑆𝑃 →    𝐸𝐶𝑇𝑖: <
𝑆𝐾𝑃𝑇𝑖

, 𝑈𝑁𝑃𝑇𝑖
, 𝑃𝑊𝑃𝑇𝑖

, 𝑃𝑁𝑃𝑇𝑖
, 𝑀𝐷𝑃𝑇𝑖

>   

4.1.3. Students registration side 

The student ( 𝑆𝑖 ) should be registered in the 

educational system via permission gained from 

𝐴𝐷𝑀. In our work, the role of the student is read-

only, 𝑆𝑖  Send his personal information Username 

( 𝑈𝑁𝑆𝑖
= ℎ(𝑈𝑁𝑆𝑖

) ), Password ( 𝑃𝑊𝑆𝑖
= ℎ(𝑃𝑊𝑆𝑖

) ), 

Phone number (Mobile Device (𝑀𝐷𝑆𝑖
)  to CSP, that 

checks student's information provided from his 

school's manager in the database; it exists or no. 

After that, the student can log in to the system by 

using his/her Username ( 𝑈𝑁𝑆𝑖
= ℎ(𝑈𝑁𝑆𝑖

) ) and 

Password (𝑃𝑊𝑆𝑖
= ℎ(𝑃𝑊𝑆𝑖

)), and verification code 

(𝑉𝐶𝑆𝑖
) which applies smart factor authentication in 

the changing his devices to ensure from the 

authority of student. 

4.2 Role privileges management phase 

In RBAC, the users are associated with roles 

gained by the system manager, and roles linked with 

the services. The administrator of the educational 

system is responsible for assigning the roles to 

components of the educational environment such as 

schools that perform some functions like 

determining various roles and restricting roles based 

on privileges and services. In this phase, we focus 

on the school's environment; each user has 

privileges based on his position/role in the school 

(see Fig. 6). We can divide the role of each user into 

two levels as follows: 

 1) High – Level includes Administrator, Head of 

Departments, and Examination committee.  

 2) Low–Level includes Teachers 𝑇𝑖 and Students𝑆𝑖. 

Where the student can read his scores while the 

normal teacher can read/write scores of his classes. 

Fig. 5 explains the working mechanism of these 

levels. Additionally, we use a role hierarchy model 

that includes the operations, constraints, and objects. 

Therefore, each component can inherence some 

privileges his parents; for example, the role of the 

high-level authorization is more flexible, in addition 

to its authority can be granted directly, but also 

inherit other roles permissions.  
 

Table 3. Explain type of roles 
Role Assigned permissions 

R1 Read Scores  & Read Subjects 

R2 Read & Write Scores &Modify of Classes 

R3 
Add &Delete &Modify &Read &Write of 

Corse 

R4 
Add &Delete &Modify &Read &Write of all 

Corse 

 

 
Figure. 5 Describes the working mechanism of these 

levels 
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4.3 Permission setting phase 

In this phase, we divide the authority of users 

into three types: 

4.3.1. Departmental authority 

This type of authority commonly be appropriate 

to the departmental role. For instance, the academic 

administrator of the school management owns the 

authority over the classrooms' resources in the 

educational system and fails to control/operate the 

resources of classrooms' in the other school. 

4.3.2. Function permission 

This type of authority refers to which system 

function module that offers to the user to use or not 

use.  

4.3.3. Data permissions 

These kinds of permissions are essentially 

applied to limit the operation of the data in the 

database, and used to detect several data objects 

(data tables, views, etc.) for using the permissions 

(search, insert, entry, update, delete, etc.). Fig. 6 

explains the of authority in the educational 

administration system as follows: 

4.3.3.1. Task set 

the decomposition of the system functions refers 

to task division and function mention to the need to 

perform the task.  

4.3.3.2. Role set 

Based on the executed task set the role and the 

permissions are granted to the role. 

4.3.3.3. Permission setting 

Role of the system permissions are determined 

by the role of the corresponding set of tasks, and the 

role of the corresponding set of permissions on the 

several modules of the call. 

4.4 Login and authentication phase 

After a successful registration phase, system 

users wish to login into the educational system for  

 

 
Figure. 6 Explains the of authority in the educational 

administration 

accessing the resources of the server and benefit 

from the facilities of the system: 

4.4.1. Students side 

In this phase, the student (wishes are login 

into 𝐶𝑆𝑃 , and he inputs his credentials data  

𝑈𝑁𝑆𝑖
 𝑎𝑛𝑑 𝑃𝑊𝑆𝑖  

 and then applies the following 

steps: 

1- Generate integer random number ( 𝑟𝑖   ∈ 𝑍𝑥 ); 

where 𝑥 = 𝑝 × 𝑞 , 𝑞 , and 𝑝  are prime numbers. 

Furthermore, he computes 𝑈𝑁𝑆𝑖

′ =

ℎ(𝑈𝑁𝑆𝑖
)  , 𝑃𝑊𝑆𝑖

′ = ℎ(𝑃𝑊𝑆𝑖
) ⨁ 𝑟𝑖 , and 𝑟𝑖

′ =

ℎ(𝑃𝑊𝑆𝑖
)⨁ ℎ(𝑈𝑁𝑆𝑖

) ⨁ 𝑟𝑖. 

2- Send his credential information (𝑈𝑁𝑆𝑖

′ , 𝑃𝑊𝑆𝑖

′ , 𝑟𝑖
′) 

to 𝐶𝑆𝑃. 

3- Upon receiving credential information from𝑆𝑖 , 

𝐶𝑆𝑃 checks the 𝑈𝑁𝑆𝑖

′  with ℎ(𝑈𝑁𝑆𝑖
) in his database,  

4- if it does not exist, terminate this phase. 

Otherwise, 𝐶𝑆𝑃 computes 𝑟𝑖
′′ = ℎ(𝑃𝑊𝑆𝑖

)⨁ 

ℎ(𝑈𝑁𝑆𝑖
) ⨁ 𝑟𝑖

′.  Finally, he computes 𝑃𝑊𝑆𝑖

′′ =

ℎ(𝑃𝑊𝑆𝑖
) ⨁ 𝑟𝑖

′′  and compares 𝑃𝑊𝑆𝑖

′′  with 𝑃𝑊𝑆𝑖

′ , if 

holds, 𝐶𝑆𝑃 gains permission to 𝑆𝑖 for using services 

and resources inside educational system based on 

student's role, otherwise, 𝐶𝑆𝑃 terminates the current 

phase. 

In the change user's device case, the student should 

be performed the up-mentioned steps (1-3) and then 

he applies the following steps: 

5-  𝐶𝑆𝑃 sends verification cod (𝑉𝑖) as SMS to the 

student's phone number. 

6-  𝑆𝑖 computes 𝑉𝑖
′ = ℎ( 𝑉𝒊) ⊕ 𝑟𝑖   and sends 𝑉𝑖

′  to 

𝐶𝑆𝑃  

7- 𝐶𝑆𝑃  computes 𝑉𝑖
′′ = ℎ(𝑉𝑖) ⨁ 𝑟𝑖

′  and   compares 

𝑉𝑖
′′with 𝑉𝑖

′, if holds, 𝐶𝑆𝑃 gains permission to 𝑆𝑖 for 

using services and resources inside educational 

system based on student's role, otherwise, 𝐶𝑆𝑃 

terminates the current phase. 

In this phase, the mechanism of the login and 

authentication phase works based on smart-factor 

authentication that does not require from student to 

enter his creational information in each login request 

while he does not change his device. The figure 

explains smart-factor authentication. 

4.4.2. Administrator side 

In this phase, the 𝐴𝐷𝑀  inputs his credentials 

data  𝑈𝑁𝐴𝐷𝑀 𝑎𝑛𝑑 𝑃𝑊𝐴𝐷𝑀  and then applies the 

following steps: 

1- Generate integer random number ( 𝑟𝑖   ∈ 𝑍𝑥 ); 

where   𝑥 = 𝑝 × 𝑞 , 𝑞  and 𝑝  are prime numbers. 

Furthermore, he computes 𝑈𝑁𝐴𝐷𝑀
′ = ℎ(𝑈𝑁𝐴𝐷𝑀) ,  
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(a) 

 
(b) 

Figure. 7 Illustrates the student login and authentication 

in the educational system: (a) using the same user's 

device case and (b) using the not same user's device case 
 

𝑃𝑊𝐴𝐷𝑀
′ = ℎ(𝑃𝑊𝐴𝐷𝑀) ⨁ 𝑟𝑖,and𝑟𝑖

′ = ℎ(𝑃𝑊𝐴𝐷𝑀)⨁ 

ℎ(𝑈𝑁𝐴𝐷𝑀) ⨁ 𝑟𝑖. 

2- Send his credential information (𝑈𝑁𝐴𝐷𝑀
′ , 𝑃𝑊𝐴𝐷𝑀

′ ,
𝑟𝑖

′) to 𝐶𝑆𝑃. 

3- Upon receiving credential information from 𝐴𝐷𝑀, 

𝐶𝑆𝑃   checks the 𝑈𝑁𝐴𝐷𝑀
′  with ℎ(𝑈𝑁𝐴𝐷𝑀)  in his 

database. If it does not exist, he terminates this 

phase. Otherwise, 𝐶𝑆𝑃  computes  𝑟𝑖
′′ =

ℎ(𝑃𝑊𝐴𝐷𝑀)⨁ ℎ(𝑈𝑁𝐴𝐷𝑀) ⨁ 𝑟𝑖
′. Finally, he computes 

𝑃𝑊𝐴𝐷𝑀
′′ = ℎ(𝑃𝑊𝐴𝐷𝑀) ⨁ 𝑟𝑖

′′  and compares 

𝑃𝑊𝐴𝐷𝑀
′′ with 𝑃𝑊𝐴𝐷𝑀

′ , if holds, 𝐶𝑆𝑃 gains permission 

to 𝐴𝐷𝑀 for using full services and resources inside 

educational system based on administrator role, 

otherwise, 𝐶𝑆𝑃 terminates the current phase. 

In the change user's device case or login in the 

system for the first time, the 𝐴𝐷𝑀  should be 

performed the up-mentioned steps (1-3) and then he 

applies the following steps: 

 
(a) 

 
(b) 

Figure. 8 Describes the administrator login and 

authentication in the educational system: (a) using the 

same user's device case and (b) using the not  same user's 

device case 

 

4- 𝐶𝑆𝑃  generates and sends verification cod ( 𝑉𝑖 ) 

asana SMS to the𝐴𝐷𝑀's phone number.  

5- Up on receiving the verification code, 𝐴𝐷𝑀 

computes 𝑉𝑖
′ = ℎ( 𝑉𝒊)  ⨁ 𝑟𝑖   and uses in ElGamal 

digital signature to sign 𝑉𝑖
′ based on the following 

steps:- 

- 𝐴𝐷𝑀chooses a random integer    𝐾 ∈ 𝑍𝑝−1
∗  

- Computes 𝑆1  =  𝑔𝑘   𝑚𝑜𝑑 𝑃, 𝑆2   =
( (𝑘−1 ( 𝑉𝑖

′  −  𝑟𝑖 
 𝑆1 ) )𝑚𝑜𝑑 ( 𝑃 − 1). 

- 𝐴𝐷𝑀 sends (𝑆1 , 𝑆2) to 𝐶𝑆𝑃.  

6 - Up on receiving the (𝑆1 , 𝑆2),  𝐶𝑆𝑃   computes  

𝑉1 =   𝑔ℎ( 𝑉𝒊)  𝑚𝑜𝑑 𝑃  and 𝑉2 =
 (𝑌)𝑆1(𝑆1)𝑆2   𝑚𝑜𝑑 𝑃.   checks are 𝑉1  = 𝑉2, If holds, 

𝐶𝑆𝑃  gains permission to 𝐴𝐷𝑀   for using services 

and resources inside the educational system based 

on the Position of the administrator's role. Otherwise, 

𝐶𝑆𝑃 terminates the current phase. 
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(a) 

 
(b) 

Figure. 9 Illustrates the normal teacher login and 

authentication in the educational system: (a) using the 

same user's device case and (b) using the not same user's 

device case 

4.4.3. Teacher side 

4.4.3.1. Normal teacher (NT_i) 

We follow the same steps used in the student's 

case and we use the symbol (𝑁𝑇𝑖) instead of  (𝑆𝑖), 

𝐶𝑆𝑃 gains permission to 𝑁𝑇𝑖 for using services and 

resources inside the educational system based on 

normal teacher's role, Read\Write and Add Scours 

on his subject. 

4.4.3.2. Examination committee teacher (ECT_i) and 

position teacher (PT_i) Side 

We follow the same steps used in the 

administrator's case and we use the symbol (𝐸𝐶𝑇𝑖) 

to the examination committee and (𝑃𝑇𝑖) to position 

the teacher instead of  (𝐴𝐷𝑀), 𝐶𝑆𝑃 gains permission 

to  ( 𝐸𝐶𝑇𝑖 ) and ( 𝑃𝑇𝑖  ) for using services and 

resources inside the educational system based on  
 

 
(a) 

 
(b) 

Figure. 10 Explains the position teacher login and 

authentication in the educational system: (a) using the 

same user's device case and (b) using the not same user's 

device case 

 

examination committee and Position teacher's role, 

role: Read\Write and Add, Delete, Modify  Scours 

on all course for examination committee and  

Read\Write and Add, Delete, Modify Scours on his 

course for position teacher. 

5. Security analyses and discussion on 

possible attacks 

In this section, we analyse the security properties 

of the proposed scheme and compare this scheme 

with related ones. 

5.1 Informal security analysis 

Proposition1. Our work can provide a secure 

mutual authentication.  

Proof. 𝐶𝑆𝑃 and users can authenticate each other, 

The authentication of 𝐶𝑆𝑃  to 𝐴𝐷𝑀  involves the 

following step  
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(a) 

 
(b) 

Figure. 11 Illustrates the examination committee teacher 

login and authentication in the educational system: (a) 

using the same user's device case and (b) using the not  

same user's device case 

 

•𝐴𝐷𝑀 → 𝐶𝑆𝑃:𝑀={ 𝑈𝑁𝐴𝐷𝑀
′ ,𝑟𝑖}. The 𝐴𝐷𝑀computes 

the main parameters (𝑈𝑁𝐴𝐷𝑀
′ ,𝑃𝑊𝐴𝐷𝑀

′ ) at once for 

each login phase based on ℎ(𝑈𝑁𝐴𝐷𝑀
′ ⨁𝑟𝑖), 

ℎ(𝑈𝑁𝐴𝐷𝑀
′ ⨁𝑟𝑖  ).  

• 𝐶𝑆𝑃 → 𝐴𝐷𝑀:𝑀={ 𝑉𝑖 }, where 𝐶𝑆𝑃 sends 𝑉𝑖  via a 

mobile network, and 𝐴𝐷𝑀computes 𝑉𝑖
′ = ℎ(𝑉𝑖)⨁𝑟𝑖 

and sends it to the 𝐶𝑆𝑃.  

•After receiving the credentials data ( 𝐶𝑆𝑃 ), 

compute for 𝑉𝑖
′′ = ℎ(𝑉𝑖

′) ⨁ 𝑟𝑖
′  and compare 𝑉𝐴𝐷𝑀

′′  

with 𝑉𝐴𝐷𝑀
′ . If the result is true, then 𝐴𝐷𝑀 ensures 

from authenticating of 𝐶𝑆𝑃. 

The mechanism of the login and authentication 

phase works based on smart-factor authentication 

that does not require a student to enter his/her 

information per login request. We observe that 

values for two delivered messages (𝑀1 , 𝑀2 ) are 

only generated once and are difficult to detect by 

attackers, thereby ensuring that there will be a 

procedure of mutual authentication between two 

parties.  

Proposition2. Our proposed scheme can 

guarantee perfect forward secrecy.  

Proof. The keys generator depends on the digital 

signature verification of Elgamal. In the registration 

phase, the complexity of computing 𝑋𝑖 from 𝑌 is 

treated as a discrete logarithm problem where the 

use generates 𝑌 =  𝑔𝑋𝑖  𝑚𝑜𝑑 𝑃  in the login phase, 

whereas the server extracts a random integer number 

( 𝑟𝑖 ) after that user (for example, 𝐴𝐷𝑀) 

computes 𝑆1  =  𝑔𝑘  𝑚𝑜𝑑 𝑃, 𝑆2   = ( (𝑘−1 ( 𝑉𝑖
′  −

 𝑟𝑖 
 𝑆1 ) )𝑚𝑜𝑑 ( 𝑃 − 1).and sends (𝑆1 , 𝑆2 ) to 𝐶𝑆𝑃 . 

Upon receiving the (𝑆1 , 𝑆2), the 𝐶𝑆𝑃 computes 𝑉1 =

  𝑔ℎ( 𝑉𝒊)  𝑚𝑜𝑑  and 𝑉2 =  (𝑌)𝑆1(𝑆1)𝑆2   𝑚𝑜𝑑 𝑃 . To 

confirm the authority of 𝐴𝐷𝑀 even if the secret key 

𝑌 and three values 𝑝, 𝑞, and 𝑟𝑖 are compromised for 

some reason, an adversary fails to compute any 

previous 𝑋𝐴𝐷𝑀  because obtaining 𝑋𝐴𝐷𝑀 is very 

difficult and depends on the discrete logarithm 

problem. 

Correctness  

 The correctness of the verification digital signature 

(Elgamal) between 𝑉2 𝑎𝑛𝑑 𝑉2is calculated as  

 Where ℎ(𝑚) = 𝑆1  𝑋𝑖 + 𝑆2  𝑘 𝑚𝑜𝑑 (𝑃 − 1) then 

     𝑉1 =  𝑔𝑆1  𝑋𝑖+𝑆2  𝑘   𝑚𝑜𝑑 (𝑃 − 1)  

          =  𝑔𝑆1  𝑋𝑖  𝑔𝑆2  𝑘  𝑚𝑜𝑑 (𝑃 − 1) 

          = ( 𝑔𝑥𝑖)𝑆1  ( 𝑔𝑘)
𝑆2   𝑚𝑜𝑑 (𝑃 − 1)  

          = ( 𝑌)𝑆1  ( 𝑆1)𝑆2   𝑚𝑜𝑑 (𝑃 − 1)   
          = 𝑉2 

      

Proposition3. The proposed scheme supports the 

anonymity of users.  

Proof. In the login phase, the identity of all users 

(e.g., a normal teacher) is saved using the SHA-512 

hash function( 𝑈𝑁𝑁𝑇
′ =ℎ( 𝑈𝑁𝑁𝑇 ), 

𝑃𝑊𝑁𝑇
′ ′=ℎ( 𝑃𝑊𝑁𝑇 )⨁ 𝑟𝑖  ) and sent to 𝐶𝑆𝑃 , thereby 

preventing adversaries from learning about the 

identity of these users as they would need to break 

the hash function, which is not possible. Therefore, 

the proposed scheme guarantees the anonymity of 

users.  

Proposition4. The proposed scheme resists 

insider attacks.  

Insider attacks are particularly devastating for both 

users and organizations given that the insiders of 

organizations can easily conduct information breach 

[21].  

Proof. If a user (e.g.,𝐴𝐷𝑀) logs into the educational 

system to access many services using the same 

username and password ( 𝑈𝑁𝐴𝐷𝑀
′ ,  𝑃𝑊𝐴𝐷𝑀

′ ), then 

insider assaults are likely to happen. The proposed 

scheme prevents any service-providing server from 

𝑀1   

𝑀2 
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learning the username and password of users by 

sharing such information in encrypted form 

𝑈𝑁𝐴𝐷𝑀
′ =ℎ( 𝑈𝑁𝐴𝐷𝑀)⨁𝑟𝑖  , 𝑃𝑊𝐴𝐷𝑀

′ = ℎ( 𝑃𝑊𝐴𝐷𝑀 )⨁ 𝑟𝑖  

in the 𝐶𝑆𝑃. Therefore, the proposed scheme is 

resistant to insider attacks.  

Proposition5. The proposed scheme resists 

MITM attacks 

Proof. The adversary needs to know the (𝑈𝑁𝐴𝐷𝑀
′ 𝑃, 

𝑃𝑊𝐴𝐷𝑀
′ , 𝑟𝑖

′ ) to masquerade as 𝐴𝐷𝑀 and the 

challenge message (𝑆𝑀𝑆) to preteens as 𝐶𝑆𝑃. In our 

work, the brief secrets are denoted by 𝑟𝑖 and 𝑆𝑀𝑆. 

An adversary fails to obtain (𝑈𝑁𝐴𝐷𝑀
′ 𝑃, 𝑃𝑊𝐴𝐷𝑀

′ , 𝑟𝑖
′) 

to calculate these useful parameters because such 

parameters always generate once for each login 

request. When an adversary has access to the 

random number 𝑟𝑖 and login information to compute 

the 𝑆𝐾𝐴𝐷𝑀key, s/he cannot have 𝑃𝑁𝐴𝐷𝑀  to receive 

an 𝑆𝑀𝑆 from the 𝐶𝑆𝑃 . Therefore, our proposed 

system resists MITM attacks. 

Proposition6. The proposed scheme resists replay 

attacks.  

Proof. In the proposed scheme, the 𝐶𝑆𝑃generates a 

unique random number 𝑟𝑖 for each login session. 

Therefore, the message request for one session is 

only valid for this particular session and is unique 

from the message requests for other sessions. In 

other words, the adversary 𝐴′  cannot intercept and 

use these messages to gain access to the services 

available in the system because the proposed 

scheme can resist replaying attacks due to the 

random number mechanism.  

Proposition7. The proposed scheme resists 

phishing attacks.  

Phishing attacks come in the form of fraudulent e-

mail messages that appear to have been sent by 

legitimate enterprises to access private information 

and to commit identity theft [22].  

Proof. The user identity (e.g.,𝐴𝐷𝑀) is encrypted 

during the login phase using the SHA-256 hash 

function 𝑈𝑁𝐴𝐷𝑀
′ =ℎ( 𝑈𝑁𝐴𝐷𝑀)⨁𝑟𝑖 , 𝑃𝑊𝐴𝐷𝑀

′ = ℎ(

𝑃𝑊𝐴𝐷𝑀 )⨁𝑟𝑖  and sent to the 𝐶𝑆𝑃 , who will then 

verify the identity of the user by sending an SMS to 

𝐴𝐷𝑀. In this way, adversaries are unable to phish 

password and login details from the education 

system.  

5.2 Security analysis of the proposed approach 

using Scyther 

Scyther uses an unbounded model checking 

technique whose protocol is safe for all potential 

behaviours, even when an advanced insider attack is 

present. Fig. 12 illustrates the results of the system 

scheme verification using Scyther. 

 

 
(a)  

 

 
(b) 

Figure. 12 Illustrates the results of the system scheme 

verification: (a) cannot be attacked and (b) can be 

attacked 
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5.3 Performance analysis 

5.3.1. Computation cost 

The time complexity of the suggested scheme is 

calculated using the computational cost, and the 

crypto hash function is identified as the commonly 

used operation in previous research. Table 4 

compare the computational cost of the proposed 

scheme with other important schemes [23-26]. The 

processing times for the fundamental operations are 

roughly set as follows [28]: 

Crypto hash function (𝑇ℎ) = 0.023ms.  

Exclusive OR operation (𝑇⨁)= negligible. 

Furthermore, our work achieves a good trade-off 

between performance and security complexity when 

compared to the state-of-the-art. Because it only has 

eight Exclusive OR operations and thirteen hash 

operations, the proposed scheme takes less time than 

other works. Additionally, because digital signature 

operations (sign and verify) do not necessitate 

additional time for encryption and decryption, using 

them yields the greatest results, and since the data 

sent between the mobile device and the server is 

crucial, it requires higher efficiency and 

confidentiality. 

5.3.2. Computation cost 

To calculate the communication cost during the 

login and authentication phases in practical 

implementation, we use the following assumptions 

based on [29-31]  

- The size of the random nonce is 160 bits.  

- The used hash function is a secure hash. Therefore, 

the size of the digested hash is 32 bits.  

- The identities are 160 bits in size.  

- The size of the Elgamal digital signature algorithm 

is 750 bits.  

- The cipher text size is 128 bits.  

-The time stamps are equal to 32 bits.  

 Table 5 compares the same methods in terms of 

their communication cost. 

 
Table 4. Computation cost comparison with other works 

Scheme Registration 
Login and 

Authentication 

Total 

Cost 

Our 

Scheme 
4𝑇ℎ(for ADM)

 7𝑇ℎ + 8𝑇⨁(for ADM) 0.253 

Our 

Scheme 
4𝑇ℎ(for user)

 7𝑇ℎ + 8𝑇⨁(for user) 0.253 

[23] 2𝑇ℎ + 6𝑇⊕ 16𝑇ℎ + 29𝑇⊕ 0.414 

[24] 6𝑇ℎ + 2𝑇⊕ 24𝑇ℎ + 10𝑇⊕ 0.46 

[25] 3ℎ+ 2𝑇⊕ 25𝑇ℎ + 26𝑇⊕ 0.644 

[26] 4𝑇ℎ + 5𝑇⨁ 18𝑇ℎ + 27𝑇⊕ 0.506 

 

Table 5. Communication cos comparison with other 

related works 

Protocol No of messages No of bits 

Our scheme 3(𝑓𝑜𝑟 𝐴𝐷𝑀) 1326 

Our scheme 3(𝑓𝑜𝑟 𝑈𝑠𝑒𝑟) 576 

[23] 5 2688 

[24] 3 1536 

[25] 4 2688 

[26] 4 1568 

 

Three exchange messages are employed in the 

proposed system for communication processes: data 

transferred from the 𝑈𝑖 to the 𝐶𝑆𝑃 using symmetric 

key encryption, data sent from the 𝑈𝑖  to the 𝐶𝑆𝑃 

using an Elgamal digital signature, and vice versa. 

The outcome depends on the potential of digital 

signatures to lower the transferred messages (three 

messages) between primary components, and the 

total cost is 1326 bits, the lowest among comparable 

systems. 

6. Conclusions 

The rapid development of the Internet and 

information technology has substantially affected all 

life aspects, of which the educational system stands 

as one of the most important. The online educational 

system is facing several forms of danger, such as 

security threats, malicious attacks, and unauthorized 

access to instructional resources, which can be 

resolved by combining a dependable, secure, and 

scalable multi-factor authentication method with the 

RBAC method, which is a widely used secure and 

adaptable role-based access control technique. We 

explore the design of the RBAC model, which 

assesses and adjusts the responsibilities and 

permissions in the school administration system. 

Results show that the RBAC scheme successfully 

safeguards the operational security of the 

educational administration system, satisfies the 

security criteria, demonstrates a superior control 

access capability, and meets the system security 

needs. This scheme was then formally examined 

using the Scyther tool, and results highlight the 

usable security properties and safety of this scheme. 
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