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Abstract 

The goal of this paper is to show that reliability in the data-driven Internet 

of Things (IoT) must be taken into account. The reliability of data-driven IoT is 

a complex problem because such a system is comprised of hardware, software, 

human and data. The reliability of each of these elements is shortly analysed, 

and the equation for the reliability calculation of a data-driven IoT system is 

proposed. Artificial intelligence is also included. Reliability is connected with 

availability and maintainability, and this is also explained. This paper is 

written mainly using two references recently published by the author of this 

paper.  
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Introduction  
In the 1950s, theories and practices of reliability began to emerge, and the 

Internet of Things (IoT) first started at the end of the last century. IoT is very 
complex and with many dependencies; as a result, new demands are placed on 
reliability research and education [Pokorni, 2016; Pokorni, 2019]. 

Everything on the Internet of Things (IoT) is interconnected and can 
communicate with each other usually without the need for human intervention. Due 
to the human element, the IoT relies on the reliability of both hardware and 
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software in addition to human reliability. This calls for a discussion of these 
relationships. 

A data-driven IoT system is more complex because data are an essential 

component of this system. So, the reliability of data must also be taken into account. 

The issue of IoT availability and reliability is examined from the standpoint of 

the traditional reliability assessment method, which makes use of MIL-HDBK 217 

in [Pokorni, 2019]. The reliability of data-driven IoT will be discussed in this 

paper. 

 

1. Data-driven Internet of Things 

Being data-driven means that all decisions and processes are based on the data. 

This is most evident in the field of big data [Technopedia, 2021]. It is connected 

with data science, data mining, etc. The term data-driven is used in many fields, 

also with the Internet of Things.  

Being based on data means using data, and using data means at least collecting 

and analysing data. And this implies using some kind of communication. To 

achieve this, we as a person or organisation use technology (different devices, 

networks, software, Internet of Things, etc.), and anything of these can fail. Of 

course, we want to avoid failure and resolve it if they happen, and this is the task of 

reliability. 

Before analysing reliability, we will, in short, explain the Internet of Things. 

 

2. Internet of Things 

The Internet of Things (IoT) aims to transform human society toward becoming 

intelligent, convenient, and efficient with potentially enormous economic and 

environmental benefits. Reliability is one of the main challenges that must be 

addressed to enable this revolutionised transformation [Xing, 2020]. 

The Internet of Things (IoT) is seen as the next step in the Internet's development. 

IoT is being driven by three main factors: miniaturisation of electronic components, 

rising electronic component costs, and a shift to wireless communications. 

Many real-time monitoring applications, such as e-healthcare, home automation 

systems, environmental monitoring and industrial automation, will be transformed 

by the Internet of Things (IoT). This includes the economy as well. 

The Internet of Things (IoT) and its applications and supporting hardware 

platforms have become a hot topic in academic and practitioner communities in 

recent years due to improvements in Internet connectivity and advances in smart 
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personal computing devices. The scale of IoT deployments can range from 

personal wearable to city-wide infrastructures, with the ability to deploy IoT 

systems in many different scenarios [Zhu et al., 2018; Pokorni, 2019]. 

The Internet of Things (IoT) is unquestionably complicated. An IoT system 

includes hardware, software, and human involvement on occasion [Pokorni, 2019]. 

So, the reliability of IoT depends not only on hardware but also on software and 

human reliability. And reliability is connected with availability and maintainability. 

Let us first define reliability, availability and maintainability. 

 

3. Definition of reliability, availability and maintainability 

It wasn't until the 1950s that reliability theory and practice began to take shape. 

Reliability means the likelihood that an item will meet certain standards of 

performance and deliver the desired results within a specified time period under 

specific environmental conditions. 

A system's availability is measured by taking into account the component's 

reliability as well as the system's ability to be maintained. Availability is defined 

differently by different people, and it is calculated differently as well. 

For instance, the probability that a system (or a component) will be operational at 

a specific point in time is defined as instantaneous availability (also known as 

availability). 

Reliability and availability are the same for an unrepaired component or system, 

but availability is greater than reliability for a repaired component or system 

[Pokorni, 2014]. 

Maintainability is linked to both reliability and availability. Maintainability 

must be taken into account during the design phase of the IoT in order to achieve 

optimal cost over the IoT's lifespan. 

Maintainability is now defined as an intelligent system's ability to be easily 

uncoupled, fixed, and modified without interfering with the system's normal 

operations or functionalities in any significant way. When evaluating the IoT 

system's maintainability, look for components that can be easily replaced if 

something goes wrong. IoT systems must be able to complete maintenance tasks 

effectively, efficiently, and with satisfaction, before they can be described as highly 

maintainable [Thomas & Rad, 2017; Pokorni, 2019]. 

Repairing the system changes availability from reliability. The following 

relation can be used to calculate availability (inherent availability) [Pokorni, 2014] 
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MTTRMTBF

MTBF
A

+
=

 
(1) 

 

where 

- MTBF is mean time to failure, and 

- MTTR is mean time to repair. 

For example, replacing an exhausted battery in an IoT device can reduce 

availability if the IoT system is supposed to work during the replacement. 

Now we will analyse the reliability of a data-driven Internet of Things system in 

more detail, keeping in mind that the system is composed of elements: hardware, 

software, human and data. 

 

4. Reliability of data-driven IoT elements 

Unreliable sensing, processing, and transmission can lead to erroneous 

monitoring data reports, long delays, and even data loss, which reduce people's 

interest in IoT communication and their confidence in data. To keep pace with 

IoT's rapid growth, it needs a high level of reliability [Prasad & Kumar, 2013]. 

So, if the organisation is based on data-driven IoT, then the reliability of such a 

system depends on IoT components (elements) and data.  

 

4.1 IoT hardware reliability 

Until now, military manual MIL-HDBK-217 has been primarily used to 

calculate the reliability of electronic devices. In 1961, the first version of this 

product was created (version A). More than 80% of engineers still use MIL-

HDBK-217 to calculate reliability, despite its shortcomings. Other standards for 

calculating reliability exist in the industrial and commercial sectors, of course. 

MIL-HDBK-217 has been replaced by RIAC's 217PlusTM methodology and a 

software tool, but it is no longer available for free. Unlike the previous MIL-

HDBK-217, this one is considerably more difficult to understand [Pokorni, 2016]. 

In addition to this, determining hardware reliability has a number of challenges. 

Elerath & Pecht (2012) state that there is no standard method for creating hardware 

reliability predictions, which means predictions vary widely in terms of 

methodological rigour, data quality and the extent of analysis and uncertainty. 

Documentation of the prediction process is often not provided. The IEEE has 

responded by creating a standard in 2009 called IEEE Std.1413 (Standard 

Framework for Hardware Reliability Prediction). The IoT consists of a variety of 
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hardware with varying levels of quality and reliability. The commercial hardware 

often lacks established reliability and lacks any data on the failure rate or the mean 

time to failure (MTTF), or the mean time between failures (MTBF), making it 

difficult to calculate exact reliability.  

 

4.2 IoT software reliability 

The reliability of the software as a product is an important criterion to consider. 

Software reliability assessment models abound, but none is universally accepted 

[Kapur, 2014; Pokorni, 2016]. Except for that, software reliability requirements are 

rarely, if ever, adequately specified. This is especially true for the Internet of Things 

(IoT). The issue is exacerbated by the fact that software is fundamentally different 

from hardware. Software reliability is not a time-dependent function, despite the fact 

that it is a probabilistic one. It's also true that methods for predicting software 

reliability aren't routinely implemented in software engineering practices. Software 

and reliability experts must work together to take the necessary steps to include 

software in the system's reliability case [Kapur, 2014; Pokorni, 2016].  

The real problem with dependable software is when a feature that's critical to 

the system doesn't work. When people hear the phrase "failing safe," they often 

think it means "never failing." Because they share the same goal of creating secure 

and dependable software, software safety and reliability are natural partners. 

Again, software and reliability engineers must work together. The basics of 

software reliability and its reliance on software safety are, however, rarely taught in 

educational institutions or by industry professionals. [Pokorni, 2014]. 

Enhancing reliability by redundant software presents a unique set of challenges 

because it differs from hardware in that the error appears in every copy [Pokorni, 

2014]. 

 

4.3 IoT human reliability 

As we stated in the introduction, a human can be involved in the IoT system. 

So, human action can influence the reliability of the IoT.  

Accident prevention and damage reduction are two key components of human 

dependability. These things can happen when working with data in addition to 

hardware and software alone. Whether or not people decide to act has an impact on 

the technological systems in which they live. Frequently, disasters and major 

system failures are the results of a series of decisions or actions taken by one or 

more people while using, maintaining, or fixing a technological system. As long as 
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these potential consequences are significant, reliability engineers working with 

others (such as risk managers, environmentalists, and life safety engineers) can 

have a significant impact on the outcome. [Pokorni, 2016]. Human error in 

working with data can also have significant consequences. 

There are different approaches and models to human reliability [Pokorni, 2016]. 

System failures cannot be completely prevented by procedures, rules, codes, 

standards, or laws, but in the author's experience, they can be reduced by those 

same measures. 

Human reliability has always been an important consideration for this author, 

and as a result, it is included in all of his textbooks [Pokorni, 2014]. 

 

4.4 Reliability of data 

In order to build trust in data, it's critical that it's reliable, which means that it's 

complete and accurate. Data integrity initiatives, which are used to maintain data 

security, data quality, and regulatory compliance, have as one of their primary 

goals the assurance of data reliability [Talend, 2021]. 

Business leaders need reliable data to make reliable decisions. So, in data-

driven organisations, data reliability is of crucial importance. Data reliability is not 

the same as data validity. The reliability of the data is based on the validity, 

completeness, and uniqueness of the data. Because of unreliable IoT, data can be 

missing, incomplete and/or corrupted. 

4.5 Reliability of artificial intelligence 

Artificial intelligence (AI) is being applied more and more in various fields, and 

data-driven IoT is not an exception. 

Even artificial intelligence (AI) can go horribly wrong. As with human 

reasoning, artificial intelligence (AI) has the potential to fail in the same way if it 

tries to replace human intelligence with machine intelligence. Then why do people 

make mistakes in their reasoning (erroneous conclusions, decision-making)? Or, 

can we bring up the issue of AI's dependability or how to prevent AI failures 

[Pokorni, 2021]?  

This is an important question that attracted the attention of ISO/IEC. In [ISO, 

2020], there are surveys of topics related to the so-called trustworthiness in AI 

systems, including the following: (1) approaches to establish trust in AI systems 

through transparency, explainability, controllability, etc.; (2) engineering pitfalls 

and typical associated threats and risks to AI systems, along with possible 

mitigation techniques and methods; and (3) approach to assess and achieve 
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availability, resiliency, reliability, accuracy, safety, security, and privacy of AI 

systems. In this document, trustworthiness is defined as an ability to meet 

stakeholders' expectations in a verifiable way, including the characteristics of 

trustworthiness such as reliability, availability, resilience, security, privacy, safety, 

accountability, transparency, integrity, authenticity, quality, and usability. 

Just like any other product, AI requires maintenance to remain robust and 

valuable. 

 

4.6 Is there anything else? 

Yes, there is. The failure rate of hardware and software is only one factor in 

determining IoT reliability. Other factors include protocols and energy efficiency 

(green), standardisation and other influences, such as, for example, security, etc.  

Let us mention something about protocols. A reliable protocol in computer 

networking refers to a protocol that informs the sender if the delivery of data to the 

intended recipients was successful or failed. 

Reliability depends on the type of users. Different users can expect different 

levels of reliability and availability. So, approaches to designing an IoT system can 

be different depending on the types of users. And this also stands for data-driven 

IoT.  

Google service availability targets are typically determined by the function they 

provide and their market positioning. There are a number of things to think about 

[Alvidrez, 2017]: What level of service can customers reasonably expect from your 

company? 

• Exactly what level of service can customers hope to get from you? 

• Is there a direct link between the revenue generated by this service and the 

revenue generated by our customers? 

• Is this a for-profit or non-profit service? 

• What level of service do competitors provide if they exist in the market? 

• Is this service geared toward individuals or businesses? 

 

5. Reliability of data-driven IoT system 

Because of the complexity of the data-driven IoT system, and because the IoT 

includes hardware, software, sometimes humans, and data-driven IoT system 

includes data, we suggest assessing the reliability of the data-driven IoT system by 

changing the equation from the [Pokorni, 2019], to next 
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( ) ( ) ( ) ( ) ( )tRtRtRtRtR DHSFHWS =                           (2) 

where HWR , SFR , HR  and DR  are reliability of hardware, software, human 

and data subsystem, respectively. 

 

The above formula is valid if failures of hardware, software, human and data 

subsystems are mutually exclusive. 

Due to the IoT's obvious complexity, finding an analytical solution for the 

reliability of such a complicated system is difficult, if not impossible. 

Our recommendation is to use simulation to test the IoT's reliability because of 

its complexity. We simulated a few complex systems and found that the results 

were insightful [Pokorni & Janković, 2011; Pokorni et al., 2011].  

If artificial intelligence is implemented in a data-driven IoT system, it can be 

treated as a subsystem also and included in equation (2) in the same way as other 

subsystems.  

 

Conclusion  

Reliability assessment and the analysis of the data-driven Internet of Things 

elements and system require knowledge from many different technical and other 

areas and teamwork. 

Data-driven IoT system is complex and includes hardware, software, sometimes 

humans, and also data. The reliability of all these elements must be taken into 

account. Artificial intelligence can also be a component of this system, and its 

reliability must be analysed. 

Reliability of the data-driven Internet of Things is not always of the primary 

concern in IoT practice, but understanding reliability can help in case of failure, 

i.e., where to look for a failure, and how series consequences of failure can happen 

during decision making because of incomplete or corrupted data. 
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