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Abstract: In this paper, the security of image transmission through space time block coding (STBC)-coded 

orthogonal frequency division multiplexing (COFDM) is enhanced using two stage algorithms. In the first-stage, the 

samples scrambling algorithm using one dimensional (1D) chaotic map is proposed. In the second stage, the bits 

scrambling algorithm using chaotic map is proposed. The sample scrambling algorithm is designed depending on 

three types of 1D chaotic maps that are logistic-sine-cosine (LSC), sine-tent-cosine (STC), and tent-logistic-cosine 

(TLC) maps. In the bit scrambling algorithm, the stream bits are XORed with a pseudo-random bit generator 

(PRBG) produced by these chaotic maps using threshold method. Simulation results demonstrate that the image is 

retrieved with high quality for STBC-COFDM system and low signal to noise ratio (SNR). The image is 

unrecovered when the correct key is unavailable. For one level of security, the system using TLC chaotic map has 

the best performance compared with other chaotic maps. The bit error rate (BER) performance of the suggested 

system achieved 10-4 at SNR=1, and 2 dB for (TLC, LSC) and STC, respectively. For two stages of security, the 

proposed system using STC chaotic map improves the BER performance with a gain of about 2 dB at BER=10-4 

compared with one stage of security. 

Keywords: Image encryption, Low-density parity check coded, One dimensional chaotic map, Orthogonal 

frequency division multiplexing, Space time block code. 

 

 

1. Introduction 

The space time block coding (STBC) is a 

famous system to represent multiple input multiple 

output diversity techniques, it was first proposed by 

Alamouti [1], with a simple decoder design [2]. 

STBCs have been used in various applications, such 

as wireless digital communications [3] and wireless 

local area networks [4]. Various wireless 

transmission systems use orthogonal frequency 

division multiplexing (OFDM) system, such as 

image processing, and digital video broadcasting [5–

7]. OFDM system is widely used in wireless 

transmission systems because it provides high 

resistance to noise and multipath fading channel. 

Also, it has efficient modulation/demodulation and 

high spectral efficiency by using inverse fast Fourier 

transform (IFFT) and fast Fourier transform (FFT). 

The quality of the image signal is degraded when it 

is transmitted through a multipath fading channel. 

The OFDM solves this issue by splitting frequency 

selective channel into various multiple frequency 

band channels and improves the bit error rate and 

quality performance of the system [8]. The 

Combination of STBC and OFDM systems achieved 

a significant improvement in the BER performance 

under the multipath fading channel [9].  

To increase the improvement of the BER 

performance of the STBC-OFDM system, Low-

density parity check coded (LDPC) is used [10]. The 

LDPC is a linear block code that achieves better 

BER performance compared with turbo code [5]. 

Furthermore, LDPC can be used to decode the 

signal in parallel and make short-length LDPC 

codes which have advantages in a modern 

communication system with high performance in 

real-time applications [11]. Different algorithms are 

suggested in previous works for combining OFDM 

modulation and LDPC to enhance the BER 
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performance [12], [13]. While all of these above 

proposed systems are not included the transmitted 

image on their corresponding system.  

Nowadays, various image signals are generated 

and sent via different network systems [14]. Among 

the images sent across networks, security techniques 

are required to prevent the third party to access the 

transmitted image [15]. Image encryption is a 

significant method that changes unsecure image into 

a noise-like image [16], [17]. Confusion diffusion 

algorithms are well-known encryption algorithms 

[18], [19]. In the confusion technique, the adjacent 

image pixels are randomly separated, while in the 

diffusion technique small change in the original 

image is spreading [20]. In [21], combined 

compressive sensing (CS) and fractional wavelet 

transform (FrWT) for private image transmission is 

proposed. In [22], 2D Zaslavsky Chaotic Map is 

proposed for confusion and diffusion the image 

signal for IOT devices. In [23], 3D coupled map 

lattice is proposed to generate pseudo random bit 

generator and used it to encrypt the image signal for 

IOT applications. All these above systems are not 

included the transmission of encrypted image 

through wireless communication channel. We need 

to select the high security methods and compatible 

connections with COFDM system.     

Various papers have studied the combination of 

a secure image with OFDM system. In [24], a 

compressive sensing  technique is used to encrypt 

the image signal and  transmitted through BPSK-

OFDM system. The limitations of this paper are the 

complexity of detection the compressed signal using 

greedy algorithm and transformation of spare signal. 

Furthermore, the BER of the proposed system under 

Rayleigh fading channel required high signal to 

noise ratio (SNR) greater than 25 dB to achieve 

BER about 10-4. In [25], DES, AES, and Rubik’s 

encryption algorithms were used to scramble the 

image signal and sent through MIMO OFDM 

system. In this paper, one level of security was 

included and AWGN channel was considered to test 

the secure image transmission system. Furthermore, 

channel coding was not considered here to increase 

the reliability under Rayleigh fading channel. In [26], 

robust image transmission through interleaved 

LDPC OFDM system was proposed. In this system, 

the PAPR reduction is enhanced using chaotic 

interleaver and LDPC code.   

The main contribution of this paper is to propose 

a novel secure image transmission system based on 

STBC coded OFDM and LDPC. To improve the 

security of the proposed image transmission system, 

two levels of sample and bit scrambling techniques 

based on a chaotic system are used to encrypt the 

image. In the sample scrambling stage, three types 

of chaotic maps, including logistic-sine-cosine 

(LSC), sine-tent-cosine (STC), and tent-logistic-

cosine (TLC), are examined in the proposed 

scrambling algorithm. In the bit scrambling stage, 

the pseudo random bit generator is produced using 

first order dynamic system.  The encrypted image is 

passed through LDPC coding to improve the burst 

error of the channel and increase the reliability of 

the system. After that, the information is sent 

through the STBC-OFDM system. 

This paper is organized as follows. Sample and 

bit scrambling techniques using chaotic system are 

presented in section 2. The system model is 

described in section 3. The simulation results are 

discussed in section 4. Section 5 presents a 

comparison with conventional image secure over 

MIMO OFDM system. Sections 6 and 7 describe the 

key space and key randomness analysis, respectively. 

Finally, the conclusion and future work are depicted 

in section 8. 

2. Sample and bit scrambling techniques 

using chaotic system 

2.1 Sample scrambling technique 

The following procedure is used to scramble the 

plain image P of size N × M [15]: 

 

Step 1: The chaotic sequence G is generated using 

one of the following chaotic maps 

A. LSC map 

The LSC map can be defined as 

 

𝑥𝑖+1 = 𝑐𝑜𝑠(𝜋(4𝑠𝑥𝑖(1 − 𝑥𝑖) + (1 − 𝑠)𝛾 − 0.5)) 
(1) 

 

where 𝛾 = sin(𝜋𝑥𝑖) 
B. STC map 

The STC map can be represented as 

 

𝑥𝑖+1=

{
 
 

 
 𝑐𝑜𝑠(𝜋(𝜌 + 2(1 − 𝑠)𝑥𝑖 − 0.5)) ,

𝑥𝑖 < 0.5;

𝑐𝑜𝑠(𝜋(𝜌 + 2(1 − 𝑠)(1–𝑥𝑖) − 0.5)),

𝑥𝑖 ≥ 0.5

 (2) 

 

where ρ = s sin(πxi). 
C. TLC map 

The TLC can be represented as 

 

𝑥𝑖+1 = {
𝑐𝑜𝑠(𝜋(2𝑠𝑥𝑖 + 𝜃)),  𝑥𝑖 < 0.5

𝑐𝑜𝑠(𝜋(2𝑠(1–𝑥𝑖) + 𝜃)),𝑥𝑖 ≥ 0.5
    (3) 
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where 𝜃 = 4(1– 𝑠)𝑥𝑖(1–𝑥𝑖) − 0.5, the parameter 

s∈[ 0,1], G∈ ℝ4L
2+1 , and the value of L can be 

computed as: 

 

𝐿 = 𝑚𝑖𝑛{⌊√𝑀⌋, ⌊√𝑁⌋}                                                     (4)                                                 

 

where ⌊. ⌋ is the largest integer value. 

 

Step 2: The A, B, C, and D matrices are calculated 

according to the following equations: 

 

𝐴 = 𝐺1:𝐿2 , 𝐵 = 𝐺𝐿2+1:2𝐿2 , 𝐶 = 𝐺2𝐿2+1:3𝐿2 , 𝐷 =
𝐺3𝐿2+1:4𝐿2                                                                           (5)   

 

Step 3: The A, B, C, and D matrices are sorted using 

sort fuction as following: 

 
[𝐴′, 𝐼𝐴] = 𝑠𝑜𝑟𝑡(𝐴), [𝐵′, 𝐼𝐵] = 𝑠𝑜𝑟𝑡(𝐵), [𝐶′, 𝐼𝐶] =
𝑠𝑜𝑟𝑡(𝐶), [𝐷′, 𝐼𝐷] = 𝑠𝑜𝑟𝑡(𝐷)                                  (6)                                         

 

where A′, B′ , C′  and D′  are AIA, BIB, CIC and DID, 

respectively. 

 

Step 4: finding the matrices O∈ NL
2×L2  and Q∈

NL
2×L2according to 

 

𝑂𝑖,𝑗 = 𝐼𝐴𝑚,(𝑖, 𝑗 = 1: 𝐿
2)  

 

where 𝑚 = ((𝑖 + 𝐼𝐵(𝑗) − 1)𝑚𝑜𝑑𝐿2) + 1 

 

𝑄𝑖,𝑗 = 𝐼𝐶𝑛                                                            (7) 

 

where 𝑛 = ((𝑖 + 𝐼𝐷(𝑗) − 1)𝑚𝑜𝑑𝐿2) + 1 
 

Step 5: the scrambled matrix T can be computed as 

 

𝑇(𝛼(𝑖, 𝑗), 𝛽(𝑖, 𝑗)) = 𝑝(𝑖, 𝑗), 𝑖, 𝑗 = 1: 𝐿2                (8)                          

 

where 

𝛼(𝑖, 𝑗) = (⌊
𝑂𝑖,𝑗 − 1

𝐿
⌋ × 𝐿) + (⌊

𝑄𝑂𝑖,𝑗,𝑗 − 1

𝐿
⌋ + 1) 

 

𝛽(𝑖, 𝑗) = ((𝑂𝑖,𝑗 − 1)𝑚𝑜𝑑𝐿) × 𝐿 + 

((𝑄𝑂𝑖,𝑗,𝑗 − 1)𝑚𝑜𝑑𝐿 + 1)) 

2.2 Bit scrambling algorithm 

The pseudo-random bit generator (PRBG) is 

generated from a first-order dynamic system with 

one dimension using the following procedure. 

 

1. Generate one dimension chaotic sequence using 

the following equations [27]. 

 

𝑥𝑛+1 =

{
  
 

  
 
ℎ

𝑝1
𝑥𝑛𝑥𝑛 ∈ (0, 𝑝1]

ℎ

𝐿1−𝑝1
(𝐿1 − 𝑥𝑛)𝑥𝑛 ∈ (𝑝1, 𝐿1]

ℎ

𝑝2−𝐿1
(𝑥𝑛 − 𝐿1)𝑥𝑛 ∈ (𝐿1, 𝑝2]

ℎ

𝐿2−𝑝2
(𝐿2 − 𝑥𝑛)𝑥𝑛 ∈ (𝑝2, 𝐿2]

         (9)                   

 

where L1, L2, p1, p2, h ∈ ℝ+  are the setting 

parameters of the dynamic system. 

 

2. The PRBG is generated by the thresholding 

method according to the following equation 
 

𝑃𝑅𝐵𝐺𝑛 = 𝑥𝑛 > 𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑                                (10) 

 

Where 

 

  𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 =
(𝑚𝑎𝑥 (𝑥𝑛)−𝑚𝑖𝑛 (𝑥𝑛))

2
       (11) 

 

3. The stream bit un is XORed with PRBGn to 

produce the ciphered message according to the 

following equation 

 

𝑢�́� = 𝑢𝑛⨁𝑃𝑅𝐵𝐺𝑛         (12)                                                      

 

where ⊕ is XOR operation. 

3. System model 

Fig. 1 describes the proposed transmitter model 

of secure image transmission through the STBC-

COFDM system. Firstly, the color image is 

encrypted for first level security using the chaotic 

scrambling technique as explained in section 2. The 

message is converted to stream bits and encrypted 

by the second level security using a stream cipher 

system with a chaotic PRBG system. The binary 

streams are decomposed into two binary sequences 

using a serial to parallel (S/P) converter. Each 

sequence is applied to half-rated irregular LDPC 

codes with LDPC matrix of size 696×1392. Each 

output of the LDPC encoders (S1, S2) is 1392 bits. 

After that, the messages are passed through binary 

phase shift keying (BPSK) digital modulation. The 

IFFT is applied to each BPSK modulated signal to 

produce OFDM modulated signals (s1,s2). According 

to Table 1, the two sequences are encoded by 

 
Table 1. The transmitted STBC sequences  

Time Antenna 1 Antenna 2 

T 1s 2s 

t+T 𝑠2
∗- 𝑠1

∗ 
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Figure. 1 The proposed transmitter model of secure image transmission through the STBC-COFDM system 

 

 
Figure. 1 The proposed receiver model of secure image transmission through the STBC-COFDM system 

 

applying Alamouti encoder [1] to the modulated 

signals (s1, s2). 

Fig. 2 shows the proposed receiver model of 

secure image transmission through the STBC-

COFDM system. The channel matrix H ∈ ℂ2×2 

(𝐻 = [
h11 h12
h21 h22

]) is generated by an i.i.d. Gaussian 

sources with zero-mean and half𝜎2 . The received 

sequences at the two receiver antennas can be 

expressed as: 

 
𝑟1 = ℎ11𝑠1 + ℎ12𝑠2 + 𝑛1
𝑟2 = −ℎ11𝑠2

∗ + ℎ12𝑠1
∗ + 𝑛2

𝑟3 = ℎ21𝑠1 + ℎ22𝑠2 + 𝑛3
𝑟4 = −ℎ21𝑠2

∗ + ℎ22𝑠1
∗ + 𝑛4

            (13)                                       

 

where n1,n2, n3 and n4 are Additive white Gaussian 

noise sequences with zero mean and 𝜎2  variance. 

The maximum likelihood (ML) detector [1] is 

applied to the received sequences to recover the 

original transmitted sequences: 

 
�̃�1 = ℎ11

∗ 𝑟1 + ℎ12
 𝑟2

∗ + ℎ21
∗ 𝑟3 + ℎ22

 𝑟4
∗

�̃�2 = ℎ12
∗ 𝑟1 − ℎ11

 𝑟2
∗ + ℎ22

∗ 𝑟3 − ℎ21
 𝑟4

∗               (14)                            

 

The FFT is applied to each STBC decoded 

signal ( s̃1, s̃2 ) to produce OFDM demodulated 

signals (S̃1, S̃2). The recovered binary sequences are 

produced by taking BPSK demapping and each 

sequence is passed through the minimum sum 

LDPC decoder algorithm [28] to recover the secure 

binary sequence. The two level decryption 

algorithms are applied to LDPC decoded sequence 

to recover the original transmitted image signal. 

4. Simulation results 

In these experimental results, the 256×256 color 

Lenna image is applied to the STBC-COFDM 

system with number of transmitter and receiver 

antennas are 2×2. The FFT size is 256 with 25% 

cyclic prefix guard. LDPC is used as channel coding 

with rate=1/2. Three types of chaotic maps, 

including (LSC, STC, and TLC) are used in 

scrambling techniques. Also, these chaotic maps are 

used to generate the PRBG. MATLAB program 

version R2019a is used to simulate the proposed 

system. Table 2 shows experimental parameters. 

Figs. 3 to 5 illustrate the root mean square error 

(RMSE), peak signal to noise ratio (PSNR), and 

BER of scrambling techniques only with correct and 

incorrect keys, respectively. From these figures, 

they can be concluded that the image is undetected 

when the incorrect key is used. The TLC chaotic 

map achieved the best performance results  
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Table 2. Experimental parameters. 

Lenna image 256×256×3 

Modulation /Order BPSK/2 

Channel coding LDPC  with rate= ½ 

No. of transmitting and 

receiving antennas 

2×2 

Channel model 2×2 STBC channel, 

AWGN 

FFT size 256 with 25% cyclic 

prefix guard 

Types of chaotic maps used LSC, STC, and TLC 

Quality measures PSNR, RMSE 

Language of program MATLAB version 

R2019a 

 

 
Figure. 3 RMSE comparisons for three chaotic maps 

versus SNR with correct and incorrect keys 

 

 
Figure. 4 PSNR comparisons for three chaotic maps 

versus SNR with correct and incorrect keys 

 

compared with other chaotic maps when the correct 

key is used. The LSC chaotic map achieved the 

worst performance results compared with other 

chaotic maps when the correct key is used. Also, the 

BER performance of the proposed system achieved 

10-4 at SNR=1, and 2 dB for (TLC, LSC) and STC, 

respectively. 

Figs. 6 to 8 illustrate the RMSE, PSNR, and 

BER comparisons between one and two levels of 

security, respectively. From these figures, they can  
 

 
Figure 5. BER comparisons for three chaotic maps versus 

SNR with correct and incorrect keys 

 

Figure. 6 RMSE comparisons between one and two levels 

of security for three chaotic maps versus SNR with 

correct and incorrect keys 

 

Figure. 7 PSNR comparisons between one and two levels 

of security for three chaotic maps versus SNR with 

correct and incorrect keys 

 

be concluded that the image is undetected when the 

incorrect key is used. In general, the results of two 

levels of security have the best performance 

compared with one level of security for the same 

chaotic map. The two levels of security of STC  
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Figure. 8 BER comparisons between one and two levels 

of security for three chaotic maps versus SNR with 

correct and incorrect keys 

 

 
(a)                                             (b) 

 
(c)                                             (d) 

 
(e)                                             (f) 

Figure. 9 Image histogram results: (a) original image,  

(b) original image histogram, (c) encrypted image,  

(d) encrypted image histogram, (e) recovered image at 

SNR=-1 dB, and (f) histogram of the recovered image 

 

chaotic map enhanced the BER performance with a 

gain about 2 dB at BER=10-4 compared with one 

level of security of STC.  The two levels of security 

based on LSC chaotic map achieved the worst 

performance results compared with other chaotic 

maps when the correct key is used. The 

eavesdropper with incorrect keys cannot be detected 

the information bits. The best RMSE result is 

achieved for TLC chaotic map. 

Fig. 9 shows the original encrypted image 

histogram, and recovered image at SNR= -1 dB, 

respectively. Fig. 9(a) shows original image. The 

histogram of the original image is shown in Fig. 9(b). 

Fig. 9(c) shows the encrypted image. The encrypted 

histogram image is shown in Fig. 9(d). Figs. 9(e) 

and 9(f) show the recovered image and the 

histogram of the recovered image, respectively. 

It can be noted that the histogram of the 

encrypted image has a uniform distribution which 

proved security of the system. The original image 

can be recovered with the same histogram and 

distribution of pixels. 

5. Comparison with conventional secure 

image over MIMO-OFDM system 

The comparisons of BER and PSNR for the 

proposed two levels of image encryption over 

STBC-COFDM system and CryptoMIMO–OFDM 

(2×2) systems [25] with corresponding SNRs for 

grey cameraman image of size 256 × 256 are 

illustrated in Tables 3 and 4, respectively. From 

these tables, we concluded that the proposed system 

improved the performance of secure image over the 

crypto MIMO-OFDM system for different values of  

SNR. At SNR=1 dB, the BER performance of the 

proposed system approaches zero and the value of 

PSNR is infinity, while the conventional MIMO-

OFDM systems [25] have BER=0.042 and PSNR= 8 

or 10 dB, respectively at SNR=1 dB. This is proved 

that the proposed systems have faster convergent to 

the desired performance. Table 5 shows another 

comparison of PSNR and BER of the proposed 

method with references [21], [23], and [24]. From 

this table, it is clear that the proposed method 

outperforms to [24] in both BER and PSNR, where 

achieves SNR gain about 24 dB at BER = 10-4 and 

PSNR gain about 16. For [21] and [23] the 

comparison is made only on PSNR since these 

references using only image encryption without 

transmission. The proposed system shows good 

performance of image transmission.  

6. Key space 

Key space is crucial for a cryptosystem. It needs 

to be large enough to resist a brute-force attack. In 

this system, we have two secret keys (k1 and k2) 

which contain the parameters of the employed 

chaotic maps (CMs), i.e., k1 = (x0, s) for LSC, STC, 

TLC maps and k2 = (x0, L1, L2, p1, p2, h) for one-

dimensional chaotic system. According to IEEE 

floating-point precision [29], the precision of each  
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Table 3 Comparison of BER versus SNR for cameraman image 

SNR 

Two levels 

security of 

STBC-COFDM 

System with 

LSC 

Two levels 

security of 

STBC-COFDM 

System with 

STC 

Two levels 

security of 

STBC-COFDM 

System with 

TLC 

2× 𝟐MIMO-

OFDM  AES   

     [25] 

2× 𝟐MIMO-

OFDM DES 

[25] 

2× 𝟐MIMO-

OFDM 

Rubik’s Cube 

[25] 

-2 0.0498 0.0479 0.0491 - - - 

-1 0.0015 0.013 0.014 - - - 

0 0.0003 0.0008 0.0001 0.0453 0.0484 0.0493 

1 0.0002 0.00008 0 0.0422 0.0426 0.0423 

 
Table 4. Comparisons of PSNR versus SNR for cameraman image 

SNR 

Two levels  

security of 

STBC-COFDM 

System with LSC 

Two levels 

security of 

STBC-COFDM 

System with 

STC 

Two levels 

security of STBC-

COFDM System 

with TLC 

2× 𝟐MIMO-

OFDM AES 

[25] 

2× 𝟐MIMO-

OFDM DES 

[25] 

2×
𝟐MIMO-

OFDM 

Rubik’s 

Cube [25] 

-2 0.2794 4.5866 8.1008 - - - 

-1 15.6376 9.612 12.597 - - - 

0 49.4218 38.8846 50 8.38 8.43 10.28 

1 Inf Inf Inf 8.43 8.63 10.42 

 
Table 5. Comparisons of PSNR and BER  

 

Two levels security of 

STBC-COFDM System with 

STC 

Two levels security of STBC-

COFDM System with TLC [24] 

 

[21]  

 

[23] 

SNR  

PSNR 

-0.2 dB  

50 

1 dB 

45 

>25 dB 

≈ 29 

- 

35.6631 

- 

50 

      

 
Table 6. NIST tests results for PRBGn 
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nPRBG 0.6531 0.9932 0.0453 0.1230 0.2561 0.6562 0.1542 0.4532 0.2343 0.9731 0.324 0.087 0.542 

 

parameter is larger than 10-15. For CM’s parameters, 

the precision level is about 10-15. Therefore, the key 

space size can be approximated as (1015)8 = 10120 ≈ 

2398. This key space is big enough against brute-

force attack. The key space of the proposed system 

is bigger than a minimal standard [30] of key space 

2100.  

7. Key randomness analysis 

The randomness of the key system is analyzed 

using the Statistical Randomness Test Suite that is 

available by National Institute of Standards and 

Technology (NIST) [31] to decide if either the key 

generated is a good random key or not. The NIST 

randomness test suite contains 15 measures as 

shown in Table 6. All these 15 functions are applied 

to the PRBG used in the ciphering system. The 

generated binary bits from the proposed PRBG are 

exceeding these 15 tests successfully as shown in 

Table 5, where all test values are greater than the 

threshold of 0.01. 

8. Conclusion 

A new two-level image secure transmission 

system has been proposed in this paper. This system 

is based on combining sample and bit scrambling 

techniques to enhance the performance of the image 

secure system. Three chaotic maps are tested to 

encrypt the unsecure image, including (STC, TLC, 

and LSC).  In the first security level, the unsecure 

image is scrambled using three chaotic maps. In the 

second security level, the scrambled image is 
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encrypted using three chaotic maps. Experimental 

results show that two levels of security based on the 

STC chaotic map improved the performance of the 

image security transmission system compared with 

other chaotic maps.  
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