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ABSTRACT
The importance of data communication has taken a sharp increment due to digitalization. The security of data
communication is a key issue and authentication mechanisms are the backbone of secure and reliable data
communication. Researchers are trying to find lightweight authentication algorithms which can be used in variety
of applications and useful for mobile phones as well. In this paper we propose an innovative mechanism of
certificate generation for authentication. A user can run the entire mechanism without any external help. The
certificate can be verified and stored by the receiver for further cryptographic usage. We also provide security

analysis and advantages of the proposed mechanism briefly.
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I. INTRODUCTION

VV ireless communication is vulnerable to various

security attacks. Wireless communication channels are
always soft target for intruders because security measures
are weak compared to wired networks. Cryptography has
the responsibility to provide secure data communication
over insecure wireless communication channels. So we
briefly describe associated cryptographic goals (as shown
in figure 1) for better understanding [1-4].

e Confidentiality: It means to safeguard the information
from intruders in such a way that only intended
receiver can access the information or message
content.

e Data integrity: It means any unwanted modification in
the data has to be restricted. Data integrity makes sure
that no alteration in the message content is done.

e Authentication: It means participating entities
mutually recognize each other in such a way that data
communication is done between legitimate entities. It
is very important in the communication of financial
transactions, legal and confidential documents etc.

e Non-repudiation: It is an assurance that a participating
entity cannot deny commitments made during the
communication [5]. Authentication is the prerequisite
for non repudiation.

Cryptographic goals
o Confidentiality: Encryption algorithms

* Data integrity: Hash functions
* Authentication: Passwords
* Non repudiation: Digital signatures

Fig.1: Showing goals of cryptography

Here our candidate for consideration is authentication
because it is very important that entities must recognize
each other in an insecure communication medium [6-8].
Authentication makes sure the data communication is
going on between intended parties. Now days, researchers
are trying to find different authentication methods for
various applications [9-11]. Authentication can be done by
variety of methods. Thumb impression, retina detection
and PIN (Personal Identification Number) verification or
any challenge-response mechanism can be seen as
examples of authentication methods [12]. Digital
signatures are used for authentication. They use public key
cryptography for that. Formally, a digital signature is a
data string produced from a message with an algorithm
called signature generation algorithm. The sender is called
as signer and the receiver is known as verifier. The
signature certificate can be stored by the receiver and it is
a proof that an authentic sender has sent the data [13]. The
signature algorithm can be any public key algorithm like
RSA, DSA (Digital Signature Algorithm), Elgamal
signature scheme etc and many variants are also there like
ECDSA (Elliptic Curve DSA), Merkle one-time signature
scheme etc [14]. Here we want to discuss RSA algorithm
in brief [2][15]. Sender selects two large primes p and q.
Here large means good enough for security. Sender
computes n = pq and ® = (p — 1)(q — 1). Sender picks
a random integer e, 1 < e < @, such that gcd(e, @) = 1.
Then another parameter d can be selected by extended
Euclidean algorithm, 1<d<® such that ed =
1(mod ®). The public key of the sender is (n,e) and
private key is d. Suppose receiver wants to send message
m to sender. The cipher text can be computed as ¢ =
mfmod n. Now only sender can compute the decryption
because only he has the private key d. The decryption is
done by the sender by calculating m = c*mod n. The rest
of this paper is organized as follows: in section 2 we
discuss the proposed method using RSA. In section 3
security analysis is given. In section 4 we discuss the
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advantages in brief. Conclusion and future scope is given
in section 5.

II. PROPOSED METHOD

Our proposed method is a convenient four step sequential
process to generate signature certificate (as shown in
figure 2). The ingredients are message, hash function,
public key algorithm which is RSA here and associated
parameters like prime number generation, calculation of
keys etc. It also requires some certificate details like
password (or PIN) and name of the signer.

Now suppose sender want to transmit a message signature
to receiver over insecure channel. The message is saved in
a text file saved as message.txt. As a first step we select
the hash function and calculate the hash value of the
message. Hash functions are sometimes also known as
compression function. The hash function produces fixed
length output known as message digest or simply digest.
An ideal hash function has certain properties like collision
resistance, pre-image resistance etc [15-16]. We select
SHA-1 as our hash function but it can be MD-2, MD-5,
SHA or RIPEMD-160 depending on user’s wish [17].

As a second step we have to generate prime numbers for
key generation and encryption of the hash value. We select
the prime range 21°° to 218, User can change this range
also. The primality test selected is Miller-Rabin but it can
be Fermat or Solovay-Strassen test etc. Now prime
numbers and public and private keys are calculated. It is to

mention that

p =
222318126392308625219246827349919612725938064443
and the value of

q =

155906137099484403201025017960906814389123818737

which are the required prime numbers with 320 bits length
[18]. Now we calculate the encrypted value of the hash
digest using above parameters which means encryption is
done on the hash value of the message and it adds another
layer of security. As a third step, we need to fill the
required certificate and PSE (Personal Security
Environment) details. These parameters are important for
certificate generation [19]. We need to fill name, first
name, key identifier (optional) and PIN here. The PIN
works as a password and it is user dependent. Users are
supposed to verify the PIN to make sure that the password
is filled correctly [20].

Document/message — A signature has to be created for it.

Hash value — Message digest: Select SHA1L, MD2, MDS,
RIPEMDI160 etc.

Encrypted message digest — Parameters: p, q, ¢ etc.

Generate signature — Parameters: Certificate details,

name, PIN etc.

Output — Signature created.

Fig.2: Showing the procedure with corresponding
parameters.

In the last step we have to assemble everything and the
final certificate is prepared within seconds which can be
store as a separate file used for authentication (as shown in
figure 3).

67265 68 65 6E 73 69 7665 20 66 72 65 63 20 65 64 75 63 61
74 69 6F 6E 61 6C 20 70 72 6F 6772 61 6D 20 61 62 6F 75 74
20037279 0 746E 677261 7068 79 20 61 6E 64 2063 7279
T07461 6E 61 6C 7973 69 73 0D 0A 6F 66 66 63 7269 6E 67
2063 7874 65 6E 73 69 76 65 20 6F GE 6C 69 6E 63 20 68 63
6C 7020 61 GE 6420 6D 61 6E 7920 76.69 73 75 616 69 7A
617469 6F 6E 73 JE 0D 0A 0D 0A 34 68 69 73 20 69 73 2061
20746378 74 20 66 69 6C 63 2C 20 63 72 63 61 74 63 6420

Fig.3: Showing one section of eight lines of the generated
signature certificate of the message.

III. SECURITY ANALYSIS

Here we discuss the related security analysis briefly.

e Password protection: The signature is password

protected means the password is required to retrieve

the message or verify the signature. The sender can
change the password at any point of time. This
increases the flexibility and prevents password based
attacks as the same signature can be send to various

entities by using different passwords [21-22].

Prime factorization security: Our assumption is that

the signature is secure as long as prime factorization

problem is hard. Sender can increase the toughness by

increasing the range of prime numbers [23].

e Hash function security: We apply RSA on the hash
value of the message. This enables another layer of
security as hash produces one way message digest
value and an ideal hash function is a one way
compression function.

e  Security of the key: Kerckhoff’s principle says that a
cryptographic system has to be secure even if
everything about the system, except the key, is
publicly known to everyone [24]. In our case, if
everything is known to adversary except the key then
also it is computationally infeasible to retrieve the
information because prime factorization problem is
hard.

e Floating frequency: The high randomness level is
always assumed well in cryptography because high
randomness enables the given text more difficult to
predict [25].
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Fig.4: Showing floating frequency curve for the signature

of the message.

In the above figure 4 we have shown floating frequency
curve for the signature of message.txt file. It is very clear
that numbers of different characters are different in every

block and the

distribution is neither periodic nor

symmetric. It is totally random and as a result it becomes
next to impossible for the intruder to find any clue.

IV. ADVANTAGES
There are many advantages of the proposed method and
we discuss the few of them briefly.

Password and password length can be changed any
time: Sender can change the password if he thinks
that the password is leaked or the existing password
length can be increased in order to enhance security
keeping other parameters as constant.

Prime number range and associated test can be
change any time: Any change or increment in the
selected prime number’s range enhances the security
level. Sender can select other algorithms for primality
testing which increases randomness and it is good for
security [26-27].

Peer to Peer (P2P) based wireless applications: The
proposed method is very suitable for P2P-wireless
communication. Wireless communication channels
are more insecure than wired mediums so additional
security is desired in wireless P2P communications. In
the proposed method, the signature file is generated
and can be transmitted to receiver which enhances the
level of security and trust between transmitter and
receiver [28-29]. The scenario remains useful in
variety of applications including ad-hoc connections,
chatting applications or in the transmission of
sensitive information etc.

V.
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User can select hash output of his choice: The
message digest value is encrypted using public key
algorithm which is RSA in our case. Sender can
change the hash function like one can use MDS5 or
RIPEMD-160 in place of MD2 keeping other
parameters same which makes prediction very
difficult for intruders [30-32].

Broadcasting of a message is possible: Sender can
transmit a message to more than one user. Sender
need to change only one parameter like password or
values of primes etc keeping other parameters as fixed
[33].

Anybody can use that: The proposed method is
easily understandable for even those who are not
familiar with cryptography or do not belong to
technical background. Anybody can utilize the
method by simply following the given step by step
procedure. The method can be applied to various
other applications like Electronic Health Record
(EHR) systems or data storage etc [34-35].

Data compression: Many data compression
techniques can be applied on the output signature file
[36]. It will enhance the long term storage capacity of
the system which saves the generated signature files
and computational resources will be saved. It will
have a positive impact on software implementation.
Sequential process: The proposed method is a
sequential process that means every intermediate
outcome is the input for next step. This makes it very
suitable for GUI (Graphical User Interface) based
software implementations because users need to
provide inputs sequentially and the signature file (or
the compressed signature file) will be created.
Computational overheads are very low: The
proposed method is a convenient sequential process
and additional memory, high performance processors
etc are not required. The size of the signature file can
also be reduced so it can be said that computational
overheads are very low [37-38].

Software implementation is possible: Since the
proposed method is a very effective method of
generating required digital signatures keeping
computational overheads minimum, the software
implementation of the proposed system is also
possible [39-40]. One needs to put the message and
the hash algorithm (selected) and after that, the
required parameters can be selected and the
corresponding signature will be created as an output.
It will make the overall usage very effective. As
discussed above (in data compression), inbuilt data
compression methods can be applied on generated
signatures in the software implementation [41-42].

CONCLUSION & FUTURE SCOPE

We have proposed a convenient method of creating digital
signatures for authentication. It will enhance the level of
trust among entities communicating over insecure wireless
communication channel. They are so useful because a non
technical person can also generate the same. There is
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nothing to purchase and no dependency on third party. The
certificate can be stored as it requires space in KB and
binds entities in such a way so that non repudiation as a
cryptographic goal is also achieved. The future scope is
very vast as one can incorporate other signature schemes
like Elgamal and the hash function varieties can also be
extended and different combinations can be selected. Time
stamp concept can be added to create session oriented
signature certificates. The proposed method and concept is
very useful for transmitting sensitive information,
financial transactions or usage in military services.
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