
Int. J. Advanced Networking and Applications   

Volume: 10 Issue: 04 Pages: 3958-3968 (2019) ISSN: 0975-0290 

3958 

Comprehensive Study of Biometric 

Authentication Systems, Challenges and Future 

Trends 
Sunil Swamilingappa Harakannanavar

1
  

1
S. G. Balekundri Institute of Technology, Belagavi-590010, Karnataka, India  

sunilsh143@gmail.com  

Prashanth Chikkanayakanahalli Renukamurthy
2
  

2
Dr. Ambedkar Institute of Technology, Bangalore-560056, Karnataka, India  

prashanthcr.ujjani@gmail.com  

Kori Basava Raja
3
  

3
University Visvesvaraya College of Engineering, Bangalore, Karnataka, India 

 

----------------------------------------------------------------------ABSTRACT------------------------------------------------------------ 

Authentication is the key parameter to speak the truth of an attribute claimed by the real entity. There are several 

ways to make authentication more robust and biometrics is one among them. From past decade, Biometric 

technology is widely adopted and accepted everywhere to authenticate an individual’s identity. Also the adopted 

technology overcomes the limitations faced by the traditional authentication process such as knowledge based 

issues including password and token for the authentication of an individual. This paper makes a comprehensive 

study of the existing biometric methodologies, their usage and limitations that are employed in real time cases. It 

also presents the motivation for adapting biometrics in current situations. In addition to this, it also makes an 

attempt to talk on the technical and security related issues towards biometric systems. 
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I. INTRODUCTION 

Biometric refers to unique characteristics of an 

individual person such as physiological or behavioral 

which doesn’t change with time. The physiological 

characteristics include fingerprint, iris, palmprint, face, 

etc., and the behavioral characteristics such as hand-

written signature, voice, gait and walking style of 

individual, typing style on keyboard [2][4][5][7]. 

Biometric plays a very important role to identify and 

verify (to confirm the identity of a claimant) an 

individual’s identity [21]. The human characteristics such 

as physiological or behavioral traits can be used for 

biometrics in terms of related parameters described in 

table 1. 

Table 1: Desirable properties of Biometric traits 

Parameters Descriptions 

Universality    
Each candidate should have 

characteristic. 

Uniqueness 
Each has separate characteristics and do 

not matches with other person. 

Permanence 
Measures how better a biometric resists 

aging and over time. 

Collectability Ease of acquisition for measurement. 

Performance 
Accuracy and robustness of techniques 

used. 

Acceptability Degree of approval of a technology. 

Circumvention Ease of use of a substitute. 

The biometric procedure consists of enrolment and 

verification stage. In enrolment process the one or more 

biometric features of the individual person are validated 

against known biometric profile. Therefore, the 

verification section requires a one-to-one match to decide 

the results such as genuine or imposter. In case of 

identifying a person, biometric identity of unknown person 

is matched with others in known database. Hence, 

identification of individual is performed using one-to-

many comparison. The effectiveness of authenticator 

including biometric or non-biometric based on their 

relevance to a particular application along with their 

robustness to various types of attacks. Choudary et al., 

[53] lists a several attacks that are launched against 

authentication systems on passwords and tokens. 

 Client attack (passwords guessed, tokens are stealed).  

 Host attack (accessing plain text file containing 

passwords). 

 Eaves dropping (shoulder surfing for passwords).    

 Repudiation (claiming that tokens are misplaced). 

 Trojan horse attack (bogus log-in screen are installed 

to steal passwords).  

 Denial of service (deliberately supplying an incorrect 

password several times leads to failure the system). 

Hence, the biometrics offers several advantages viz., 

negative recognition and nonrepudiation which are not 

provided by traditional techniques such as tokens and 

passwords.  
 

A. Objective of the Scope 

Biometrics provide better security and more suitable than 

other conventional methods of human recognition. In few 
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applications, biometrics can supplement the current 

technology. This paper makes a comprehensive study of 

the existing biometric methodologies, their usage and 

limitations that are employed in real time cases. The rest 

of the article is organized as follows: the various 

categories of biometric and their challenges are discussed 

in Section II. The general block diagram of the biometric 

system is described in Section III. Section IV discusses 

about performance parameters to measure their accuracy. 

Section V discusses the advantages and applications of 

biometric systems. Section VI concludes the detailed work 

on biometric system. 

  

II. BIOMETRIC TECHNOLOGIES AND 

CHALLENGES 
In this section, the major biometric traits based on 

human’s characteristics to authenticate an individual 

identity along with major advantages and challenges of 

each technology are discussed. Figure 1 shows the various 

biometric traits. 

 

 

 

 

 

 

 

 

 

 

Figure 1: General block diagram of Biometrics system 

 

Biometric refers to unique characteristics of an individual 

person such as physiological or behavioral which doesn’t 
change with time. The physiological characteristics 

include face, fingerprint, iris, hand, DNA etc., and the 

behavioral characteristics such as hand-written signature, 

voice and typing style on keyboard etc. 
 

A. Face Recognition 
It is an universal truth that every individual has a unique 

face, it can be adopted as a biometric profile for secure 

authentications [28][29]. This idea of usage of face for 

authentications has emerged into face recognition systems. 

The face is captured using high capacity cameras and is 

used as a template for matching. Now the template is 

matched using various pattern matching techniques to 

identify or verify an individual identity. Figure 2 shows 

the scanner and samples of face database. 

                 
 

 

 

 

 

 

 

Figure 2: Face scanner and Samples of face database 
 

The various face databases such as ORL, JAFFE, Indian 

databas, Yale, Multi Pie, AR database, FERET database, 

Combined Face database etc., are used to obtain the rates. 

Challenges: Face recognition is an eminient biometric trait 

offers several challenging tasks. Some of them are listed 

as follows  

 face rotation (pose variation) 

 variation in lighting conditions (illumination 

problem) 

 persons wearing collusions such as hat, scrap, eye 

glasses, etc.,  

 various facial expressions degrades the performance 

of the system.  

Research needs to be more focused to address above issues 

in order to implement reliable recognition system. 

 

B. Fingerprint Recognition 
A fingerprint consists of loop, arch and whorl patterns. It 

appears as a series of dark lines and white spaces, when 

captured from device [15][18]. Figure 3 shows the 

fingerprint scanner and sample. 

            
 

Figure 3: Fingerprint Scanner and sample 
 

The matching is performed using Minutiae based (relies 

on locations and directions of minutiae points) and the 

pattern matching (fingerprints can be compared to judge 

the similarity.  

Challenges: The recognition rate of biometric profile 

degrades when the finger is wet and wrinkled. Research 

needs to be focused to address when the finger is wet and 

wrinkled towards development of system. 

 

C. Hand Recognition 
The human’s hand or fingers can be used as biometric 

profile for authentication because its arrangement contains 

the spatial geometry with different dimensions (unique) 

for every person and cannot be altered [31][32]. It is 

required to measure two or three fingers of a subject to 

authenticate an individual as it requires a very low space 
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for storage. Figure 4 shows the hand geometry scanner and 

sample. 

 

         Figure 4: Hand Geometry Scanner and sample 
 

Challenges: The research should be advanced to reduce 

the hardware requirements. 

 

D. Iris Recognition 

The iris of every individual possesses certain unique 

characteristics that can be used to distinguish individuals 

[36][38]. It is a colored muscular ring around the pupil of 

the eye which contains inner zone as pupillary zone and 

the outer zone as ciliary zone whereas the iris lies between 

cornea and lens of the human eye as shown in Figure 5. 

 

Figure 5: Eye diagram 

                      

Figure 6: Iris Scanner and CASIA sample 
 

For authentication process, the iris images are captured by 

the scanner and the iris patterns are analysed using various 

iris databases such as CASIA, MMU, UPOL, IITD etc., to 

obtain the performance rate. Figure 6 shows the iris 

scanner and sample of CASIA database. 

Challenges: The recognition rate degrades, when the 

human eyes are covered by some occlusions and if the 

face images with various facial expressions are captured 

from the device. 

Research in this area needs to be more improved to assure 

its reliability against important factors namely contact 

lenses, eye glasses, watery eyes etc.    

 

E. Retina Recognition 
This biometric profile is based on the pattren of blood 

vessel within the retina of human eye. The characteristics 

generated from the blood vessel pattern is unique and can 

be used for authentication process. In addition to this, the 

retinal characteristics of identical twins are also unique 

and served as the foundation for retinal recognition system 

[40][43]. The image blood vessel pattern (retina) is 

captured and stored as a biometric template for further 

process to identify the individuals.   

 

Figure 7: Anatomy of human eye showing retina 
 

Challenges: It has to be developed to distinguish and 

identify individual wearing glasses or lens. 

 

F. DNA Recognition 
At present, DNA recognition is an intrusive aproach and it 

needs a form of saliva, blood, semen, hair, tissue sample 

etc., for authentication process [44][46]. Figure 8 shows 

the structure of DNA.   

 
Figure 8: DNA structure 

 

Challenges: This approach is not automatic and the 

method of aquisition of samples needs to be developed. 

 

G. Keystroke Recognition 

The style of hitting keys in the keyboard comes under the 

category of behavioral characteristic of human. The 

technology examines key stroke dynamics including time 

taken by a person to type the password, speed and 

pressure.  

 

 
Figure 9: Keystroke 

 

Challenges: Technology has to be developed more to 

increase the accuracy. 
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H. Signature Recognition 

Signature biometric trait comes under the category of 

behavioral characteristic of human. This approach captures  

informative details namely direction, speed, pressure of  

writing and shape of signature [42] [45]. 

 

J. Comparison of Various Biometrics Techniques 

A brief comparison of various biometric technique based 

on their accuracy, cost and convenience is provided in  

table 2 and comparison of various biometrics traits based 

on the desirable properties is given in Table 3.  

 

 

                                                                   Figure 10: Signature samples                                                                

Table 2: Desirable properties of Biometric traits [47] 

 Challenges: Long term reliability and lack of accuracy are 

the main issues to be focused in this approach. 

 

I. Voice Recognition 
Every individual has own vocal characteristics, so it can 

be adopted as a biometric profile to authenticate an 

individual’s identity, this is known as speech recognition  

[47][49]. Here, the sensor records the voice signal and 

further it will be converted into a unique digital code 

(template) and processed to recognize the person. 

 

Table 3: Comparison of various Biometrics traits based on the desirable properties [47] 

 

 

 

 

 

 

 

 

 

                                

 

             

 

 

 

 

                 

                Figure 11: Voice recognition 

 
 

 

Figure 12: Voice authentication to digital banking 
 

Challenges: The technology need to be advanced to store 

the unique digital code by decreasing the space. And also, 

the accuracy degrades, when the person’s voice changes 

(emotional or sick). 

Rank  Accuracy  Cost  Convenience 

1  DNA  Voice  Voice 

2  Iris  Signature  Face 

3  Retina  Finger  Signature 

4  Finger  Face  Finger 

5  Face  Iris  Iris 

6  Signature  Retina  Retina 

Biometric 

Traits 
Circumvention Permanence Acceptability Uniqueness Universality Collectability Measurability 

Face Low Medium High High High High High 

Fingerprint High Medium Medium High Medium Medium High 

Ear Low High High High Medium High High 

Iris Low Medium Low High Medium Low High 

Palm Print Medium Medium Medium Medium Medium Medium High 

Signature High Medium Medium High Low Medium High 

Voice High Medium High Medium High High High 

Gait Low Medium High Medium High High Medium 

Keystroke Medium Medium High Medium Medium Medium Medium 
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III. BIOMETRIC SYSTEMS 

A biometric system works in two modes namely 

identification mode (one to one comparison for subject 

verification) and Verification mode (one to many 

comparisons to establish an individual identity). The 

general biometric system used to authenticate/identify an 

individual person is shown in Figure 13. The biometric 

system contains four important blocks.  

 Data acquisition 

 Preprocessing  

 Feature extraction 

 Comparison and decision. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

Figure 13: General block diagram of Biometric system 

 

A. Preprocessing 
In image processing, the pre-processing is adopted as a 

primary stage to improve the quality of the images that are 

captured from the devices [31] [34]. The process of pre-

processing includes (i) Color Conversion (ii) Resizing (iii) 

Normalization. The fundamental steps of preprocessing 

are shown in Figure 14.  

 

 

 

 

 

 

 

 

 

 

Figure 14:  

 

Fundamental steps of Pre-processing 

 

(i)  Color Conversion: It performs the conversion 

operation from colour to gray scale image producing 

an intensity values between 0 and 255.  

(ii) Resize: The size of the original images are increased or 

decreased without losing any information content of 

the original image. Most of the time the images are 

resized by applying cropping operation. 

(iii)Normalization: It includes noise removal, rotation, 

thinning, smoothing etc. The database images and test 

images are normalized before applying the images to 

extract the features. The normalized images of 

signature trait are shown in Figure 15. 

     
 (a) Original Image   (b) Noise removal    (c) Smoothed image 

 

 

      

 

                           

(d) Thinned image          (e) Rotated image 
                                                                                                                
Figure 15: Normalized images of Signature biometric trait 

 

B. Feature Extraction 

Once the images are pre-processed, it is required to apply 

the feature extraction algorithms to extract the informative 

details of the images. The features of the images are 

extracted from three important domains (i) Spatial domain 

(ii) Transform domain (iii) Hybrid domain. 

 

(i)  Spatial Domain  

Spatial domain features:  The statistical parameters such as 

mean, variance and standard deviation are computed from 

the intensity values of spatial domain images. The 

Principal Component Analysis (PCA), Local Discriminant 

Analysis (LDA) [21] [25], Local Binary Pattern (LBP), 

Local Ternary Pattern (LTP), Speeded Up Robust Features 

(SURF), Independent Component Analysis (ICA), 

Singular Value Decomposition (SVD) [32] [34], Scale 

Invariant Feature Transform (SIFT) etc., are used to obtain 

spatial domain features. The fusions of two or more spatial 

domain features are necessary to improve the performance 

rate of the system. The fusions of two or more spatial 

domain feature types are shown in Figure 16.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 16: Fusion of Spatial domain features 
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(ii) Transform Domain  

The spatial domain images are converted into frequency 

domain (transform domain) to extract the effective details 

of the images. The techniques such as Fast Fourier 

Transform FFT) [21], Discrete Cosine Transform (DCT) 

[25], Discrete Wavelet Transform (DWT) [26], Complex 

Wavelet Transform (CWT) [29], Dual Tree Complex 

Wavelet Transform (DTCWT) [31] etc., are transform 

domain approaches that are applied on pre-processed 

images to extract the sufficient details of images 

(features). The fusion of two or more transform domain 

feature types are shown in Figure 17.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 17: Fusion of Transform domain features 

 

(iii) Hybrid Domain:  

The combination of spatial and transform domain 

techniques are applied on biometric trait images to extract 

the final features is known as hybrid domain technique 

[35][37]and is shown in Figure 18. 

 

 

 

 

 

 

 

 

 

 

Figure 18: Fusion of Spatial domain and Transform 

domain features 

Consider the image that decomposed into cell1 and cell2. 

Now apply the spatial domain to cell-I and transform 

domain to cell-II individually to obtain the features. 

Finally the features obtained by the combination of both 

the domains are fused to get the final features are shown in 

Figure 19.  

 

 

 

 

 

 

 

 

 

 

 

Figure 19: Decomposition of image into cells 
 

C. Classification 
For the authentication of an individual, the features of test 

image and database image are compared using certain 

classifiers viz., Euclidean Distance (ED), Hamming 

distance (HD), Chi-Square distance (CSD) [51], Support 

Vector Machine (SVM) [52], Random Forest (RF), K- 

Nearest Neighborhood (K-NN), Neural Network (NN) etc. 

The block diagram of matching procedure is shown in 

Figure 20. Based on the classification result obtained, the 

biometric system takes a decision of acceptance or 

rejection of the sample.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 20: Matching of features 
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IV. PERFORMANCE EVALUATION OF 

BIOMETRIC  SYSTEMS 
The main aspect of biometrics techniques is to evaluate 

their performance. The performance of any biometric 

techniques can be measured by various parameters namely 

False Accept Rate (FAR), False Reject Rate (FRR), 

Crossover Rate (CER) or Equal Error Rate (EER) and 

True Successive Rate (TSR) [47][48][51]. The 

performance of the verification process depends on the 

feature vectors (XI) and the similarity S(Xq, XI). Based on 

the matching scores and a predetermined value, it is 

possible to estimate the accuracy of a biometric system. 

From the database of feature sets, two distributions of 

matching scores can be generated namely genuine (match) 

and imposter (non-match). For genuine, scores produced 

between pairs of samples from the same person and for 

imposter, scores produced between pairs of samples from 

the different persons. Figure 21 shows the graphical 

representation of FAR, FRR and EER parameters to 

evaluate the accuracy of biometric system [37] [38]. 

 

 
 

Figure 21: Probability density function v/s matching score 

[37] 
 

The decision of accept and reject is based on the similarity 

index. It accepts, if S(Xq, XI)≥Ts and rejects, if S(Xq, 

XI)<Ts. The FAR and FRR are defined by considering 

areas A and B, shown in Figure 22, when a threshold value 

‘Ts’ is chosen. 

 

 
Figure 22: Probability density function v/s matching score 

for known threshold value ‘Ts’ [38] 

 

 Area A (i.e., S>Ts): It is noticed that some imposters 

are falsely accepted in this region. So it is said to be 

False Accept Rate (FAR) or False Match Rate (FMR) 

or Type-I error. To estimate Pn(s) for Type-I error is 

given in equation 1. 𝑭𝑨𝑹 = ∫ 𝑷𝒏(∞𝑻𝒔 𝑺) 𝒅𝒔-------------------(1) 

                           

 Area 'B (i.e., S≤Ts): It is noticed that some genuine 

users are falsely rejected in this region. So it is said 

to be False Rejected Rate (FRR) or False Non Match 

Rate (FNMR) or Type-II error. To estimate Pn(s) for 

Type-II error is given in equation 2. 

 

                𝑭𝑹𝑹 = ∫ 𝑷𝒎(𝑻𝒔−∞ 𝑺) 𝒅𝒔-------------------(2) 

 
I. Estimation of the score distributions from a set of 

feature vectors 

 

Assume two sets, X={X1, X2, …….XM} is a set of M 

match scores (genuine) and Y={Y1, Y2, …….YN} is a set 

of N match scores (imposter). Then match and non-match 

score distributions for sets X and Y are given in equation 3 

and equation 4 respectively. 

 𝑷𝒎(𝑺) = 𝟏𝑴 ∑ 𝟏(𝑿𝒊 = 𝑺)𝑴
𝒊=𝟏 ,        ∀𝑺 

-------------------(3) 
 𝑷𝒏(𝑺) = 𝟏𝑵 ∑ 𝟏(𝒀𝒋 = 𝑺)𝑴

𝒋=𝟏 ,        ∀𝑺 

-------------------(4) 

 
Figure 23: Probability density function v/s matching score 

[38] 

In this case as shown in Figure 23, the decision of accept 

and reject is based on the similarity index. It accepts, if 

S(Xq, XI)≥Ts and rejects, if S(Xq, XI)<Ts. Depending upon 

the choice of the threshold value (Ts), the FAR and FRR 

rates will be different.  

 

 Lowering ‘Ts’ will make the system more tolerant 

(false acceptance is more). Therefore FAR will 

increase. 
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 Increasing ‘Ts’ will make the system more secure 

(false rejection is more). Therefore FRR will 

increase. 

 

Using two sets X={X1, X2, …….XM} and Y={Y1, Y2, 

…….YN} which represents genuine and imposter scores 

respectively. It is possible to estimate FAR and FRR 

which is given in equation 5 and equation 6. 

 𝑭𝑨𝑹(𝑻𝒔) = 𝟏𝑵 ∑ 𝟏(𝒀𝒋 > 𝑻𝒔)𝑵𝒋=𝟏 -------------------(5) 

 𝑭𝑹𝑹(𝑻𝒔) = 𝟏𝑴 ∑ 𝟏(𝑿𝒊 ≤ 𝑻𝒔)𝑴𝒊=𝟏 -------------------(6) 

 

J. Threshold Value (Ts):  
As application require certain acceptable values of FAR 

and FRR, threshold value ‘Ts’ can be determined. The 

following graph shown in Figure 24 gives the error rates at 

different threshold values. 

 

 
 

 Figure 24: Graph of EER for different Threshold values 

[38][54] 

By knowing the value of FAR and FRR, ‘TE’ can be 

determined. The lower value of EER produces the higher 

efficiency of the biometric system. 

 

K. Receiver Operating Characteristic (ROC) Curve 
 

It is noticed that there is another way to measure the 

performance parameters of the biometric system by 

plotting FAR against FRR and the obtained curve is called 

as ROC curve shown in Figure 25. 

 
Figure 24: Graph of FAR v/s FRR [38][54] 

The possible error rate for the different biometric traits is 

shown in Figure 26. 

 

 

Figure 26: The Equal Error Rate (EER) for different 

biometric systems [53] 
 

L. Other Possible Errors 
 

The performance of the biometric system degrades for 

FAR, FRR and EER increases. In addition to these errors, 

the failure to capture (FTC) which results when the system 

fails to capture the image characteristics and other is 

failure to enroll (FTE) that results, when the system rejects 

poorly captured images during enrollment stage [38][54]. 
 

V. ADVANTAGES AND APPLICATIONS 
The advantages of adopting biometrics for authentication 

of an individual are listed below. 

 Security: The biometric systems offer a higher 

degree of security than conventional methods.  

 Accountability: The biometric-based authentication 

systems are able to keep track of the user's activities.  

 Scalability: The biometric-based authentication 

systems are easily scalable.  

Biometric systems are extensively used in various fields 

for identification and authentication issues of an 

individual. Some of the applications of biometric systems 

are as follows 

 Attendance and time monitoring in classes.  

 Banking systems.  

 Boarding pass for personal authentication  

 Home security systems  

 Electronic voting and ATM machine to secure an 

individual  

 Military force to authenticate refugee.  

 Companies, government offices, institutions and 

other private sectors to authenticate employees.  

 Entry to high security places such as parliamentary 

house and defense zone.  

 

VI. CONCLUSION AND FUTURE SCOPE 
Biometric technology is widely adopted and accepted 

everywhere to authenticate an individual’s identity. Also 

the adopted technology overcomes the limitations faced by 

the traditional authentication process such as knowledge 
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based issues including password and token for the 

authentication of an individual. This paper makes a 

comprehensive study of the existing biometric 

methodologies, their usage and limitations that are 

employed in real time cases. It also presents the 

motivation for adapting biometrics in current situations. In 

addition to this, it also makes an attempt to talk on the 

technical and security related issues towards biometric 

systems. In future, the individual traits can be replaced by 

multi-factor authentication and the behavioral biometrics 

can analyze candidates and helps users to re-identify them. 
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