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Abstract: In recent days the requirements of Biometric Identification System (BIS) increased enormously. BIS Uni-

modal Biometric systems (UM-BS) have different kinds of problems like non-universality, noisy data, unacceptable 

error rate and spoof attacks. These limitations are solved by using multi-modal Biometric systems (MM-BS).MM-BS 

uses two or more individual modalities, like face, Palm, iris, retina, fingerprint, etc. This paper has introduced feature-

level fusion and Rivest Shamir Adleman (RSA) encryption based FEP-RSA-MM biometrics system. This FEP-RSA-

MM system has taken combination of Face, iris and Palm biological characters for individual Identification. FEP-

RSA-MM was implemented by using MATLAB and the performance were calculated and assessed in terms of Recall, 

Sensitivity, Specificity, Accuracy, F-Score, Precision, Mean Square Error, Root Mean Square (RMS) Error, etc. The 

performance of this FEP-RSA-MM system mainly depends on the accuracy. The accuracy of FEP-RSA-MM system 

is 93.33 % and it improved compared to two existing methods GF-FLF-MM, SIFT-KNN-MM, FLF-GSO-MM and 

SLF-PSO-MM. 
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1. Introduction  

Normally Biometric systems working in the 

principle of measuring the biological characters and 

testing the biological characters (such as hands, 

fingers, feet, irises, faces, retinas, teeth, ears, veins, 

signatures, voices, typing styles, odors, gaits, DNA, 

etc.) of individuals. The biological characters 

(features) of each individual extracted and stored in 

the database which is named as a biometric database 

or biometric templates. For testing the biological 

features, this database is used to identify the 

individual feature to improve the security [1]. 

Biometric systems are of two different types: UM-BS 

and MM-BS. UM-BS contains only one biometric 

characteristic of the individual recognition. BIS that 

use a combination of two or more biometric 

modalities to determine an individual is called MM-

BS. The main objective of MM-BS is to improve the 

recognition rate [2]. UM-BS has some limitations 

like high spoofing rate, uniqueness, high error rate, 

non-universality, and noise. For example, face 

recognition is disturbed by position, sadness, 

happiness and the density of lighting [3]. To 

overcome the UM-BS limitations, now a day MM-BS 

is used, that improves the accuracy and population 

coverage [4]. This method combines multiple 

features from each modality to deliver the enhanced 

recognition results [5].  

The key to successful MM-BS is in an effective 

fusion method, which is essential to fuse the 

information given by multiple domain experts. In a 

given problem domain, the enhanced set of experts is 

determined by the fusion and then an appropriate 

function is fused optimally which is shown by 

individual experts [6-7]. Pieces of evidence in a MM-

BS is integrated in several different levels such as 

Prior Matching Fusion (PMF) and After Matching 


