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-------------------------------------------------------------------ABSTRACT---------------------------------------------------------------  

Android is one of the most popular operating system for mobile devices and tablets. The growing number of 

Android users and open source nature of this platform has also attracted attackers to target Android devices. 

This paper presents the static and dynamic analysis of the Android applications in order to detect malware. In 

this work, we have performed permission based and behavioural based filtering of Android applications with the 

help of malware analysis tools. Our results revel that 80% of the applications request for dangerous permissions. 

13% applications consist of malicious activities. Most of the applications are interested in the device data like 

contact lists, IMEI, IMSI, SMS etc. These results clearly indicate the need for better security measures for 

Android apps. 
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I. INTRODUCTION  

There has been an enormous growth in the number of 

Android applications available both on official and 

unofficial stores in the past few years. Due to this attackers 

are also targeting Android to steal and misuse private 

information of the device users and to gain financial 

benefits. Android provides security at different levels. One 

of the important security measures is its permission based 

framework that provides access controls for various 

applications. At the time of installation users grant a set of 

permissions for every application, which control its access 

to certain resources. However most of the users mostly 

ignore these permissions while installing applications, 

which may cause malware attacks. Therefore, this work 

identifies a set of dangerous permissions and detects 

applications that may cause risky behaviour on the basis of 

these permissions. Further these risky applications are 

analyzed to detect malware using dynamic analysis. 

The rest of the paper is as follows: Section II presents 

related work. Section III provides methodology of work.  

Results are presented in section IV. Lastly, conclusion is 

in section V. 

 

II. RELATED WORK 
Many researchers have analyzed and detect malware based 

on permission system. Felt et al. examined the 

effectiveness of installation time permission grant methods 

[1]. Barrera et al. performed an experimental analysis on 

the effectiveness of Android’s permission sets. They also 

discussed some possible upgradation for Android’s 

permission model [2]. Felt et al. detected overprivileged 

permissions in Android applications available at official 

and third party stores [3]. Zhou et al. and Felt et al. 

presented the characteristics of Android malware after 

performing analysis of the malware samples [4] [5]. Zhou 

et al. and Grace et al. developed malware detection tools 

DroidRanger and RiskRanker respectively [6] [7]. These 

tools can detect both known and unknown malware. Wei 

et al. proposed different methods to secure device data 

after analyzing the permission model of third party 

applications [8]. Holavanalli et al. proposed a tool Flow 

Permissions that examines the flow of permission grant 

methods within the applications [9]. Zhang et al. 

developed VetDroid which is a dynamic analysis tool that 

helps to monitor the permission usage behaviour at run 

time [10]. Faruki et al. detected malware using static 

analysis method which was based on application’s code 

and structure. Besides static analysis, dynamic analysis 

techniques are also popular to detect malware [11]. 

Rashidi et al. and Beresford et al. used dynamic analysis to 

understand the behaviour of an application at runtime [12] 

[13]. Burguera et al. developed Crowdroid for behavioural 

based malware detection [14]. They analyzed Android 

applications behaviour to differentiate between 

applications with same names but different behaviour. 

 

III. METHODOLOGY 
Present work focuses on malware detection using both 

static and dynamic analysis techniques. Static analysis 

refers to the analysis of the source code of the application 

without executing the code [15] [16]. Permission based 

analysis is an important static analysis technique that 

analyze AndroidManifest.XML file included in every 

application. As a first step every application is 

disassembled and analyzed using open source static 

analysis tool Androguard and ApkInspector.  These tools 

generate AndroidManifest.XML file, from where the 

permissions are extracted. It also provides information 

about other components like ContentProviders, Services, 
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Broadcast receivers and Intents. The extracted permissions 

are then compared with a set of dangerous permissions 

mostly requested by the malware (a total of 20 permissions 

which is considered as the feature set [17]).  If the 

application is requesting all dangerous permissions then it 

is marked as Riskware application. These Riskware 

applications are then further analyzed with the help of 

dynamic analysis tools. Dynamic analysis refers to detect 

the malicious activity performed by the application at 

runtime [18]. Dynamic analysis reports generated by 

online tools like VirusTotal, ScanDroid and NVISO 

ApkScan are analyzed. Run time activities like dynamic 

loading of code to install backdoors, connecting to 

Command and Control servers, stealing personal 

information of the users and sending it outside is 

considered as malicious activities and the application 

performing it is marked as malware. 

A. Dataset  

The following datasets have been used: 

a) Android Applications  

A total of 1900 benign applications have been collected 

with the help of a crawler and also manually. These 

applications are collected from Google Play store and third 

party application stores for Android.   

b) Android Malware  

This dataset consists of 100 Android applications detected 

as malware samples that cover common Android malware 

families available in the year 2016. These samples are 

collected from two online malware dumps malmr.com and 

AndroMalShare. 

Figure 1. Implementation Process 

 

 

IV. RESULTS 
A. Permission Based Filtering  

Using static analysis tools ApkInspecter and Androgaurd, 

AndroidManifest.XML file of the collected applications is 

extracted to perform permission based filtering. The 

behaviour of an application is strictly controlled by the 

permissions. Analysis results revel that 80% of the 

applications request dangerous permissions. Applications 

that request dangerous permission combinations are 

considered as risky applications.  The frequently asked 

permissions by applications that can pose risky behaviour 

are as follows: 

Table 1: Frequently requested permissions 

INTERNET 

READ_PHONE_STATE 

WRITE_EXTERNAL_STORAGE 

ACCESS_NETWORK_STATE 

SEND_SMS 

RECEIVE_SMS 

RECEIVE_BOOT_COMPLETED 

ACCESS_WIFI_STATE 

ACCESS_FINE_LOCATION 

INSTALL_SHORTCUT 

 

Table 2: Riskware Applications 

AppStore Total Apps Riskware  

Play Store and  Third 

Party Store 

1900 1520 

Out of total 1900 applications collected from official Play 

store and third party store 1520 applications request 

dangerous permissions. Thus these applications are 

marked as Riskware applications. INTERNET and 

READ_PHONE_STATE permission is requested by most 

of the applications. This permission is required by 

embedded ad libraries to work properly. The 

WRITE_EXTERNAL_STORAGE permission allows the 

application to read or write external storage. Malware use 

this permission to update or delete device data. SMS 

related permissions are also requested commonly. The 

RECEIVE_BOOT_COMPLETED permission assists the 

malware to run immediately after booting. The malware 

request ACCESS_NETWORK_STATE permission to 

access information like network availability, roaming or 

local networks etc. ACCESS_WIFI_STATE permission 

allows application to access wifi networks and the 

malware may use this information to hack the wifi 

network  

B. Behavioural Filtering 

Permission based filtering can result in false positives. So 

the next phase examines all the applications that ask 

dangerous permissions with dynamic analysis tools. 

Dynamic analysis works during the execution of the 

application [19]. It detects and maintains log about the file 

activities, short messages, network activities, loading of 

code performed by the application. 

Table 3: Malware applications 

AppStore Total 

Apps 

Riskware  Malware  

Play Store 

and Third 

Party Store 

 

1300 1520 350 

 

The results of this analysis disclose the presence of 

malware in third party stores and even in official Google 

Play store applications.  12% of the collected applications 

from official store enclose malware. 28 % of third party 

store applications enclose malware. 

The behaviour of these malware applications can be 

arranged in the following categories: 

a) Invasively Collecting Personal Information 

The first category includes applications that collect 

personal information of the user. 70% of the detected 

malware applications access personal information of 

Collection of Android applications and malware samples 

Permission based filtering of applications using static 

analysis tools 

Behavioural filtering of applications using dynamic 

analysis tools 
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device such as IMEI, phone no, contact list, location and 

SMS. 

b) Unsafely Fetching and Loading Dynamic Code 

The second category include loading of dynamic from the 

internet. Dynamic loading of code may pose potential 

security threat due to two reasons. One reason is that static 

analysis tools cannot analyze dynamically loading of code 

reliably.  Hence it can easily bypassing static analysis 

techniques. The second reason is that the downloaded code 

can be easily changed at any time. It is difficult to detect 

dynamic fetching of code. But it can be caught by 

monitoring the loading of classes by java.lang.reflect 

package. DexClassLoader class also permits applications 

to load random code which is not a part of applications 

package file. 36% of malware perform functionality with 

the help of dynamic loading of code. 

c)  Connecting Command and control server  

Connection with C&C servers boosts the functionality of 

the malware. 58 % of the malware connect with C&C 

servers. These servers monitor the device continuously. 

Malware sends device information to these servers in 

different ways. For example InMobi malware detected in 

collected applications sends text messages to these servers. 

SMSSpy malware encodes data into JSON format and 

sends it to a remote server. 

 

V. CONCLUSION 
In this paper, we have analytically examined the security 

and privacy issues raised by Android malware. We 

analyzed 1900 applications collected from the official 

Android Market and third party Android stores. The 

results discovered threats to security and privacy exist on 

both official and third party stores. Most of the Android 

application request for dangerous permissions. Run time 

analysis of the applications revel threats range from 

collecting device information, connecting with command 

and control servers and dynamically loading of code 

without user’s awareness.  Android’s permissions system 

cannot differentiate between actions performed by 

dynamic loaded code and those performed by the hosting 

application. Thus the current Android security system 

provides little indication of the existence of these threats 

within any given application. The results surly necessitate 

a more secure and robust Android security architecture. 
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