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Abstract:

Message authentication is very real techniques to prevent unsanctioned and besmirched messages
from forwarded in wireless sensor networks (WSNs). So most of the message authentication schemes have
used to established either symmetric-key cryptosystems or public-key cryptosystems. Conversely, have the
restrictions of extraordinary computational and communication upstairs of want to more measurement and
flexibility to node negotiation attacks. For discourse these problems, a polynomial-based scheme was
recently introduced. Though, this scheme and its delays all the fault of a built-in verge strong-minded by
the degree of the polynomial: The number of messages transmitted is superior than this verge, the
opponent can fully get well the polynomial. So this paper details about the message authentication scheme
based on global elliptic curve cryptography (GECC). Although enabling intermediary nodes
authentication, this scheme used to permits any node can be transmit an unrestricted number of messages
without misery the verge problem. In additional feature of this scheme is also deliver message source
privacy. Together theoretical examination and recreation outcomes establish that proposed scheme is most
well-organized than the polynomial-based approach in terms of computational and communication upstairs
under equivalent sanctuary levels whereas provided that message source privacy. This paper based on
private-key, considered as heterogeneous sensor node and multiple base station allowed.

Keywords — Improve Hop-by-hop authentication, symmetric-key cryptosystem, private-key
cryptosystem, source privacy,virtual reality, wireless sensor networks (WSNs), GECC algorithm,
spread out control, heterogeneous node, multiple station.
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1. INTRODUCTION

MESSAGE authentication is a key part in
preventing unlicensed and dishonoured messages
from forwarded in networks to save the expensive
sensor energy. Most of the message authentication
schemes have proposed in literature to provide
message authenticity and truthfulness confirmation
for wireless sensor networks (WSNs) [1], [2], [3],
[4], [5]. This schemes is to be divided into two
categories: private-key based approaches and
symmetric-key based approaches. The symmetric-
key based method needs multifarious key
management, want to measurement and it is not

strong to large numbers of node give and take
attacks. Also the message successor node and the
preccedor node are used to share a secret key. This
shared key is created by the successor based on
message authentication code (MAC) for every
conveyed message. The cluster of sensor nodes are
verified and validate the message truthfulness by
using this shared secret key. Those who have this
secret key, then only they can access the message
otherwise it does not allowed to view. The
trespasser can conciliation the key by capturing a
solo sensor node. In additional of matter this
method is does not work in multi based station
networks.
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For solve the measurement tricky, a secret
polynomial based message authentication scheme
was familiarized in [3]. The secret sharing key is
determined by the grade of the polynomial. In
additional feature is, this paper works at multiple
base station. When the most number of messages
transferred from one node to another node the
information-theoretic security of the shared secret
key provides here. The intermediary nodes also
getting the secret keys for confirm the authenticity
of the message through a polynomial assessment.
The polynomial approach and shared secret key can
be entirely get again conveyed messages and the
system is completely broken, when the most
messages conveyed by one node to another node.

An another solution was proposed in [4] to
prevent the stalker from recovering the polynomial
using by calculating the quantities of the
polynomial. To add a haphazard noise. It is also
called a trepidation factor. For using the polynomial
so that the quantities of the polynomial cannot be
simply resolved. Though, a current study
expression that the random noise can be entirely
impassive from the polynomial using error-
correcting code techniques [6].

The private-key based approach is used to send
one message from one node another node using the
secret key for entire nodes. Those who have the
secret key, they only access the conveyed messages
otherwise it does not view to the users. Every in-
between node also want to know the forwarder and
the absolute receiver can view and access the
authenticate message using the successor sending
private key [7], [8]. One of the restrictions of the
private-key based scheme is the extraordinary
computational upstairs. This paper based on global
elliptic curve cryptography (GECC), it offers that
the private-key schemes can be extra beneficial in
terms of computational difficulty, memory usage,
security flexibility, multiple base station and
heterogeneous genius sensor node environment.
Since private-key based approaches is a very
simplicity and good key management [9].

So this paper explained as propose an absolutely

protected and knowledgeable source anonymous
message authentication (SAMA) scheme based on
the best modified ElGamal signature (MES) scheme
on global elliptic curves. This approach will be
provide secure against the hackers, who can access
without senders knowledge wuse the message
random oracle model [10]. This paper provides
private secret to all nodes. So the hackers does not
hack the messages in-between nodes. Because all
nodes want to view messages means, its want

shared secret private key. While realizing
compromise-rebound  elasticity,  flexible-time
authentication, source identity protection and

multiple base station, this scheme is not have the
verge problem. Together theoretical scrutiny and
recreation results demonstrate that proposed scheme
is most efficient than the polynomial-based
algorithms under corresponding security levels.

The paper mainly provides the characteristics are
the following this points:

1. This paper using global elliptic curves
cryptography in source anonymous message
authentication code.

2. Provide efficient message authentication
using private key in wireless sensor networks
for avoid attackers in intermediary nodes.

3. The better key management and simplicity
framework to confirm separation of the
compromised nodes and security.

4. This paper works at heterogeneous sensor
node environment and multiple base station.

It is used to provides hop to hop message
authentication without any restriction using the
private key based approach. It performance better
than the symmetric key schemes and public key
approaches. It is used to reorganized the wireless
sensor networks. Section 2 offerings the
terminology and the primary how will be used in
this paper. Section 3 discourses the related work
with a effort on polynomial-based schemes and how
its works. Section 4 terms the source anonymous
message authentication scheme on global elliptic
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curves and private key. Section 5 confers the
ambiguity set (AS) selection strategies for source
privacy. Section 6 terms key management and
compromised node recognition. Section 7 explains
Routine analysis and simulation results are
provided. Section 8 as conclusion of this paper.

2. TERMINOLOGY AND PRIMARY

The terminology and the cryptographic, how
its works and which tools are used, this will
explained in this section.

2.1 Threat Model and Assumptions

The wireless sensor networks are considered as
contains of a great number of sensor nodes. The
each messages conveyed from one to another node
means its takes the location, which is small length
distance neighbouring nodes using geographic
routing algorithms. The entire network is fully
connected through multiple base station
communications. The security server (SS) is
responsible for cohort, stowage and delivery of the
security restrictions among the wireless sensor
networks. This server will not be negotiated. After
disposition, the messages may be attacked and
viewed by the hackers. Once bargained, all
information stored in all intermediary nodes can be
hacked by the attackers. The co-operated nodes can
be editable and entirely meticulous by the hackers.
The bargained nodes not be able to generate new
public keys and it can be established by the security
server and other nodes. But now this paper
introduce private key to control the hackers.

Established on the above expectations, this paper
reflects two types of attacks thrown by the
adversaries:

Passive attacks: Over and done with passive
attacks, the opponents could overhear on
messages conveyed in the network and
achieve traffic investigation.

Active attacks: It can only be thrown from
the negotiated sensor nodes. Once the sensor
nodes are cooperated, the opponents will gain
all the information stored in the negotiated

nodes. Including the security restrictions of
the negotiated nodes. The opponents can
adjust the innards of the messages, and insert
their personal messages.

2.2 Design Goals

Proposed authentication scheme intentions at
realizing the following aims:

Message authentication: The message getter
should be capable to validate whether a
getting message is get by the correct sendor
node that is demanded or by a node in a
specific cluster. It is also said as the
opponents cannot imaginary to be an
blameless node and vaccinate phoney
messages into the network without being
distinguished.

Message integrity: The message getter should
be validate to confirm whether the message
has been revised en-route by the opponents. It
is also said as the opponents cannot adjust the
message satisfied without being
distinguished.

Hop-by-hop message authentication: Each
conveyed message sensor nodes on the
routing pathway should be able to validate
the authenticity and truthfulness of the
messages upon greeting.

Identity and location privacy. The opponents
cannot define the message sender’s ID and
location by analyzing the message innards or
the indigenous traffic.

Node compromise resilience: The scheme
should be robust to node negotiation attacks.
None of the matter is how many nodes are
negotiated, the lingering nodes can still be
sheltered.

Efficiency: This scheme should be effectual
in terms of communication and secuiry using
shared private key.
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2.3 Terminology

Isolation is sometimes referred to as obscurity.
Conveyed message concealment in information
management has been conversed in a number of
preceding works [11], [12]. It commonly refers to
the state of being unidentifiable within a agreed of
subjects. This is called as the sender anonymity.
Sender anonymity means the sender is not any link
to specific message, and the specific sender is not
link to any specific group of messages. It will starts
with the description of the unreservedly secure
SAMA.

The safety requirements for SAMA include:

Sender ambiguity: The message receiver’s
having the capable to checks the message is came
from the correct node and it is also having the
correct secured secret keys.

Unforgeability: The unforgeable messages is
getting means, private key will helps to identify
these type of messages. The hackers will not able to
attack the conveyed messages in between nodes.
Because all group of nodes want that private secret
key send by the sender. This paper explains, the
user ID and the user private key will be used
interchangeably without creation any discrepancies.

2.4 Modified ElGamal Signature Scheme

Key generation algorithm: It is used to create
the shared secret private key. This key will also
send as the encrypt and decrypt format’s. Both
prime and generator are prepared as private
secured key management. A private keyis
generated as random access. So we does not
assume next key as this one.

Signature algorithm: The modified ElGamal
signature having several type of variants. It will
designate the variant, called optimal scheme for
the purpose of efficiency. For sign a message to
send, chooses a random key, then computes the
exponentiation and it will be sended.
The verifier

Verification algorithm:

authorizations whether the signature is equivalent
send by the sender. If the equivalence holds true,
then the verifier agrees the signature otherwise it
will be discards.

3. RELATED WORK

In [1], [2] symmetric key and hash based
authentication schemes were proposed for wireless
sensor networks. In this schemes,every symmetric
authentication key is mutual by a cluster of sensor
nodes. The trespasser can negotiation the key by
apprehending a single sensor node. These schemes
are not against of the compromise hackers. An
additional type of symmetric-key scheme involves
synchronization among nodes. This schemes,
together with TESLA [5] and its alternatives. It can
also afford message sender authentication.
Although, this scheme involves preliminary time
harmonization. It is not easy to be instigated in
large scale WSNss.

The secret polynomial based authentication
established in the scheme was presented in [3]. This
scheme suggestions information-theoretic security
with concepts alike to a verge secret sharing. It is
the verge strong-minded by the degree of the
polynomial. When the number of messages
conveyed is sends from one to another node private
key will be shared in group of specific nodes using
by the selected routing pathway. When the number
of messages communicated is larger than the border
the polynomial can be entirely again getting the
messages if it is losted and the system is wholly
fragmented. It is used to increase the beginning and
the complication for the trespasser to restructure the
secret polynomial, a random noise is also called a
disconcertion factor. It was added to the polynomial
in [4] to frustrate the opponent from computing the
quantity of the polynomial. Yet, the added
trepidation factor can be wholly detached using
error-correcting code techniques [6].

This paper based on private-key based approach,
every message is conveyed along with the digital
signature of the message at each and every nodes
using the sender’s private key. Each intermediary
forwarder and the finishing receiver also checks the

ISSN: 2394-2231

http://www.ijctjournal.org

Page 17




International Journal of Computer Techniques -— Volume 3 Issue 1, Jan- Feb 2016

message is getting from the correct users by using
the sender’s private key. The current growth on
GECC shows that the private-key schemes can be
more advantageous in terms of avoid lack of
scalability, memory space, conveyed items
complexity, security level, take routing path. Since
private-key based approaches have a simple, clean
and secure key management [9].

Message sender will create signature with
comfortable authenticity pledge. Create a ring
signature, a ring member randomly selects an AS
and counterfeits a message signature for all new
members. All ring members wants to know the
private secret key. It uses trap-door evidence to
fasten the ring organized. The original scheme has
very inadequate tractability and very high density.
Furthermore, the original paper only absorbed on
the global elliptic curve cryptographic algorithm
and the unaddressed message authentication node
will not able to view the conveyed messages.

4. PROPOSED SOURCE ANONYMOUS
MESSAGE  AUTHENTICATION ON
GECC

This section explains an unreservedly protected
and effectual SAMA. This paper is focus on that for
each message to be free-range by the message
sender or the sending node. The private key will
shared around the curve shapes. The global elliptic
curve will be calculated here. Because this curve
cryptography give the shortest pathway to send the
messages from one hop another hop. This SAMA
is used to permits the messages to view the users by
checking the message private key is correct
otherwise it will not be permitted. SAMA is very
effective and realize authenticated. Design permits
the SAMA to be proved over a single reckoning
without exclusively confirming the signatures.

4.1 Proposed MES Scheme on Global Elliptic Curves

1. Unqualified source anonymity can be
providing and be evolving the innovative message
authentication code on global elliptic curve.

2. Resourceful hop by hop message

authentication can be accomplish without the any
restriction.

3. This scheme 1is prohibited by node
negotiation attacks. The nodes can be protected
even if the further node gets co-operated.

4. Competent Key managements
familiarized.

were

The hacker is the main culprit bargained
sensor node then use the same node to vaccinate the
false data to network. At this time attention work in
the direction of the false inoculation attacks. As per
scheme base station is in control for permitting the
authenticity of explosion. This scheme riddle out
the false vaccinated packet into the network by
negotiated node before attainment towards the base
station. Report authorization to create the report.
Enroute sifting to filter out the wedged node ,base
station verification after receiving. The main
intention to provides the security while broadcast of
packets. a ring signature.

This makes it possible to stipulate a set of
likely signers without figure-hugging, which
member truly produced the signature. Unlike group
signatures, ring signatures have no group managers,
no setuptechniques, no cancellation procedures, and
no organization. The real influence is a new
building of such signatures which is unreservedly
signer uncertain, provably secure in the haphazard
oracle model, and exceptionally efficient: adding
each ring member rises the cost of signing or
validating. It is used to control the hackers to hack
personal and authentication messages conveyed

from one hop to another hop.
4.2 Proposed SAMA on Global Elliptic Curves

The message sender (say Alice) aspirations to
convey a message m anonymously from network
node to any further nodes. The AS includes n
members, where the actual message sender Alice
is , for some value. This paper focus on will not
differentiate between the node alice and its private
key.

Authentication generation algorithm. Assume m
is a message to be transmitted. The private key of
the message sender Alice is to generate a well-
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organized SAMA for message m, Alice performs
the following three steps:

1. Select a random and pairwise different
private key for each sending messages.

2. Choose a random private key is used to
produced for security purpose.

3. Collect shared private key by all hop. It is
used to control the hacking.

4.3 Verification of SAMA

Global elliptic curves that can  provide
unqualified source anonymity through hop by
hop message authentication process. In order to
evaluate the existing message authentication,
SAMA act as flexibility to energetic and
unreceptive attack. The secret polynomial
established message authentication scheme was
introduced in the existing system. When the
number of messages transmitted in hop to hop,
traffic may be occurred. So the hackers easily to
view that messages. The hackers may change,
edit, delete that messages as their wish. It is very
sensitive because if it is the important and secret
message means it maybe lost and also miss used
by that hackers. But this global elliptic curve is
used to based on multiple base station. So it
mainly focus to reduce the delays. If the message
will not send to the receiver within the time
means, its give alerts to the receiver as well as
sender.

It is mainly focused on this points:

1. Develop the global elliptic curve algorithm.

2. It is based on the private key. It is sends this
private to key every hop

3. Global elliptic curve have the multiple base
station

4. It is mainly focused on security and time
delay to reduced.

5. Itis based on the multiple base station. So the
communication does not gets any delay to
send and receive times.

4.4 Security Analysis

Security analysis mainly give idea as SAMA

scheme can afford unreserved source obscurity and
demonstrable unforgeability in contradiction of
adaptive chosen message attacks.

4.4.1  Anonymity
To prove that SAMA can safeguard unqualified
source anonymity, we have to prove that:

1. For anybody other than the members of
sender, the probability to successfully
identify the real sender is given key value.

2. Anybody from sender can generate SAMAs.

The proposed SAMA can provide unconditional
message sender anonymity. The individuality of
the message sender is unreservedly endangered
with the proposed SAMA scheme. Because of
this main reason to regardless of the sender’s
identity, there are exactly different options to
produce the SAMA. All of them can be chosen
by any members in the AS during the SAMA age
band technique with equal possibility without be
contingent on any  complexity-theoretic
assumptions. The second part, that anybody from
sender can produce the SAMA, is honest. This
appearances the impermeable of this section.

4.4.2  Unforgeability

The design of the current SAMA be sure of on
the ElGamal signature scheme. This signature
schemes can accomplish different levels of security.
This security compared to existential counterfeit
under adaptive-chosen message attacks is the
concentrated side by side of security. Its mainly
focused and prove that this SAMA is safe and
sound in contrast to existential forgery under
adaptive chosen message attacks in the random
oracle model [21]. The security of our end result is
based on GECC. This take responsibility that the
working out of discrete logarithms on global elliptic
curves is computationally infeasible. It is also said
as like no well-organized algorithms are known for
non-quantum workstations.
lemmas. Lemma 1 is the

Introduce two
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Excruciating Lemma, which is a familiar
probabilistic lemma from reference [10]. The
uncomplicated idea of the Splitting Lemma is that
when a subset is “enormous” in a product space , it
will have many “enormous” sections.Lemma 2 is a
insignificant adjustment of the Bifurcating Lemma
presented in [10]. The two lemmas are mainly
prospecttheory related. will skip the testimonies of
these two lemmas here.The SAMA is protected
contrary to adaptive choosen-message attacks in the
unsystematic oracle model.

5. AS SELECTION AND SOURCE PRIVACY

The suitable assortment of an AS show business
a key part in message source privacy. Since the
authentic message source node will be secreted in
the AS. In this section, will discuss about the
modus operandi that can preclude the antagonists
from following the message source through the AS
exploration in amalgamation with local traffic
examination.

Before a communication is transferred, the
message source node selects an AS from the private
key gradient in the SS as its choice. This set should
consist of itself, self-possessed with some other
nodes. When an antagonist receives a message, can
possibly treasure trove the direction of the
aforementioned hop, or even the actual node of the
aforementioned hop. However, the opponent is not
capable to differentiate whether the aforementioned
node is the tangible source node or solely a
forwarder node if the antagonist is powerless to
monitor the traffic of the above-mentioned hop.
Consequently, the selection of the AS should build
satisfactory assortment so that it is infeasible for the
opponent to find the message source constructed on
the assortment of the AS itself.

The top-secret polynomial-based message
authentication scheme was introduced by using
private key. This scheme suggestions information
theoretic sanctuary with concepts of ideas to a
verge secret distribution scheme. Where the
verge is strong-minded by the gradation of the
polynomial. When it is the number of messages
conveyed is below the beginning, the scheme
empowers the transitional node to authenticate

the authenticity of the message through
polynomial evaluation. An unqualifiedly secure
and resourceful source anonymous message
authentication scheme (SAMA). This design
enables the SAMA to be publicized through a
single reckoning without discretely verifying the
signatures.

Some basic conditions for the selection of the AS
can be described as follows:

a) To deliver these message source privacy,
the message source needs to choice the
AS to comprise all
instructions of the source node. The
particular of the AS should consist of
nodes from the conflicting bearing of the
inheritor node. In this way, straight the
instantaneous successor node will not be
able to discriminate the message source
node from the forwarder established on
the message that it receives.

nodes from

b) Nevertheless the message source node
can select any node in the AS, some
nodes in the AS cannot be to add any
uncertainty to the message source node.
For this reason of instance, the nodes that
are deceptively impossible or very
unlikely to be included in the AS based
on the geographic routing. Consequently,
these nodes are not suitable candidates for
the AS. They should be left out from the
AS for vigour effectiveness.

c) To sense of balance the source privacy
and productivity, we must be try to select
the nodes to be within a predefined space
assortment from the routing path. We
endorse selecting an AS from the nodes in
a group that protections the dynamic
routing path. However, the AS does not
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have to embrace all the nodes in the
routing path.

d) The AS does not have to embrace all
nodes in that assortment otherwise does it
have to include all the nodes in the lively
routing path. In fact, if all nodes are
encompassed in the AS, may be its help
the opponent to identity the possible
routing path and find the source node.

To convey a packet from source node to
destination node, select the AS to comprise only
nodes noticeable with. While nodes marked as will
not be encompassed in the AS. Of all these nodes,
some of them are on the energetic routing path,
while others are not. Though, all these nodes are
positioned within the shaded group area adjacent
the active routing path. What if node is bargained,
unless node work together with other nodes and can
fully screened the traffic of the source node. It will
not be able to control whether it is the source node,
or modestly a forwarder. Similar exploration is also
factual for other nodes.

6. KEY MANAGEMENT
COMPROMISED NODE DETECTION

AND

This scheme details as take responsibility that
there is an SS whose errands include private key
storage and scattering in the WSNs. Assume that
the SS will not be negotiated. However, after
disposition, the sensor node may be captured and
negotiated by the attackers. Once it will be
bargained, all information stored in the sensor node
will be manageable to the attackers. Further take
on that the negotiated node cannot be to generate
new private keys that can be established by the SS.
For efficiency reason each private key will have a
tiny identity. The extent of the identity is based on
the gauge of the WSNs.

6.1 Compromised Node Detection

The special scenario, assume that all sensor

information will be conveyed to a sink node, which
can be co-located with the SS. When a message is
established by the sink node. The message source is
secreted in an AS. Since the SAMA scheme
guarantees that the message truthfulness is
unrestricted. When a corrupt or worthless message
is received by the sink node, that the source node is
experimental as negotiated. The bargained source
node only conveys one message, it would be
appropriate challenging for the node to be
recognized without additional network traffic
information. Though, when a negotiated node
conveys more than one message, the sink node can
narrow the conceivable bargained nodes down to a
exact small set.

The circle to characterize an AS. When only one
message is conveyed, the sink node can only gain
the information that the source node will be in a set.
When the bargained source node conveys two
messages, the sink node will be able to slender the
source node down to the set with both erect lines
and straight lines. When the bargained source node
communicates three messages, the source node will
be additional contracted down to the shaded area.
Consequently, if the sink node keeps following the
negotiated message, there is a high likelihood that
the negotiated node can be inaccessible.

7. PERFORMANCE ANALYSIS

Evaluate our authentication scheme from side
to side both theoretical examination and
reproduction parades. It will equate to this current
scheme with the bivariate polynomial-based
symmetric-key scheme designated in [3], [4]. The
fair assessment amongst this current scheme and the
scheme current in [4] should be accomplished
within nodes.

7.1 Theoretical Analysis

Key management is the major problems for
secret-key based authentication schemes. This is
specifically accurate for large scale WSNs. The
many of these schemes are premeditated to be
responsible for node authentication. It can only
deliver end-to-end node authentication using the
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secret key shared amongst the two nodes. Which
suggests that only the receiver can confirm the
truthfulness of the messages en-route. This means
that no intermediary node can validate the message
in common way only. The intermediary nodes may
have to forward a wrought message for numerous
hops before the message can to finish be honest and
released by the getting node. This is not only
devours additional sensor power. But it is also
upsurges the network impact and reductions the
message distribution ratio. In additional way is to
enactment enhancement, permitting intermediate
node authentication will thwart adversaries from
performing denial-of-service attacks over and done
with message management to exhaust the vigour
and announcement possessions of the wireless
sensor network. Consequently, unindustrialized a
protocol that can make available hop-by-hop in-
between node validation is a significant research
task. Maximum of the authentication schemes are
established on symmetric-key schemes, comprising
the polynomial assessment based  verge
authentication scheme [4]. The surreptitious
bivariate polynomial is defined as [3]. Where each
coefficient is an component of a determinate field
and are the gradations of this polynomial. These are
also linked to the length of message and the
computational complication of this scheme. From
this enactment feature, should be as tiny as
conceivable.

While hop-by-hop authentication can be
accomplished through a private-key encryption
system, the private-key based schemes were
commonly well thought-out as not favourite, mainly
due to their great computational upstairs. This paper
demonstrates that it is not always factual, especially
for elliptic curve public-key cryptosystems. Every
SAMA encompasses an AS of nodes haphazardly
selected nodes that vigorously changes for each and
every message. This scheme can deliver at least the
same security as the bivariate polynomial-based
scheme. It can also provide extra source privacy
benefits. Even if one message is dishonoured, other
messages conveyed in the network can still be
protected. Therefore, node can be much lesser than
the restrictions. In fact, even a small node may also
provide  satisfactory source privacy, while

safeguarding high system presentation.

In additional to in the bivariate polynomial-based
scheme, there is only one base station that can send
messages. All the other nodes can only performance
as intermediary nodes or receivers. This possessions
makes the base station easy to outbreak and
ruthlessly constricts the applicability of this
scheme. In fact, the foremost traffic in WSNs is
packet distribution from the sensor nodes to the
sink node. In this case, scheme permits each and
every node to convey the message to the sink node
as a message inventor. GECC has established that
the private-key based schemes have more
compensations in terms of memory usage, message
difficulty, and security flexibility. Since private-key
based approaches have a modest and hygienic key
management [9].

7.2 Experimental Results

Appliance the bivariate polynomial-based
scheme. This proposed scheme in a actual world
comparison. The evaluation is based on comparable
safety levels. The implementation in [4] was
approved out on Mica2 platform, which is 8 MHz,
while our application is carried out on Telosb
platform, which is 4 MHz. First deliver
reproduction to equate and validate our restriction
selections. From this section see that our outcomes
is equivalent with the original paper. This
substantiates that the recital comparisons amongst
this scheme and the algorithm proposed in [4] using
different limitations are dependable and reasonable.
7.2.1  Simulation Parameter Setup

The bivariate polynomial-based scheme was a
symmetric-key based application, while this scheme
is based on GECC. This involves us to regulate the
equivalent key sizes. If choose the key size to be
for the symmetric-key cryptosystem. Then the key
size for proposed GECC should be according to
[22], which means much shorter than the old-
fashioned public-key cryptosystem. This progress
enables the application of the authentication using
GECC. In simulation setting, can choose five
security levels, which are specified by the
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symmetric-key sizes depends their bits, respectively.
The as good as key sizes also of this schemes are
depends its bits.

7.2.2  Computational Overhead

For a private-key based authentication scheme,
computational upstairs is one of the most essential
presentation = measurements. So  the  first
accomplished of recreation to measure the process
time. The reproductions were accepted out in 16-
bit, 4 MHz TelosB mote. The process based on its
time of this scheme and the bivariate polynomial-
based scheme for both validation generation and
confirmation. In the replications, assume that the
key length of our scheme is based their shortest
path.

Associating bivariate polynomial-based scheme
with this proposed scheme for bargain that the
generation time of the scheme is less than 5
percentage of the bivariate polynomial-based
scheme for all but the authenticating time is to some
extent longer when is less than 100. When is longer
than 150, the authenticating times of the two
schemes are analogous. The memory ingesting of
this proposed scheme is to some range less than the
bivariate  polynomial-based scheme in all
circumstances. To provide source privacy for
wireless sensor networks, the cost of generation
time and authenticating time upsurge linearly with
node. Its provide the security to the users who are
all send the messages from one hop to another hop.
Its also capability to recover, if its lost at anywhere

at conveyed path.
7.2.3  Communication Overhead and Message
Transmission Delay

The communication conveyed upstairs is gritty
by the message Ilength. For the bivariate
polynomial-based scheme. The large
communication upstairs of the polynomial-based
scheme will rise the energy ingestion and message
interruption. The imitation outcomes determine that
proposed scheme has a much lower verve depletion
and message transmission interruption.

These recreations were carried out is RedHat

Linux system. Also manner reproductions to
compare the distribution ratios using on RedHat
Linux system. The outcomes expression that
scheme is somewhat improved than the bivariate
polynomial-based scheme in distribution quotient.
Our reproduction on memory ingestion resultant in
TelosB. It displays the overall memory ingesting
for bivariate polynomial-based scheme is at least
five times larger than this current scheme.

8 CONCLUSION

This papers shows the first proposed a
innovative and efficient SAMA based on GECC.
While safeguarding message sender privacy,
SAMA can be applied to any message to afford
message content authenticity. It is used to provide
hop-by-hop message authentication without the
weakness of the built-in starting point of the
polynomial-based scheme. This current paper as
hop-by-hop message authentication scheme based
on the SAMA.

When applied to WSNs with fixed sink
nodes, also discussed conceivable techniques for
bargained node empathy. Compared this proposed
scheme with the bivariate polynomial-based scheme
complete reproductions using TelosB. Both
theoretical and recreation results shows that, in
equivalent scenarios. This proposed scheme is more
effectual than the bivariate polynomial-based
scheme in terms of computational upstairs, energy
ingestion, delivery percentage, message
interruption, and memory ingestion.
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