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Abstract: The most common solution for implementing access control into a dynamic group is to use a group key 
unknown to all but the users in the group. The group key (i.e., session key) is updated for every session throughout 
the lifetime of the group with the procedure of group key distribution. In this paper, we propose a group key 
distribution scheme with self-healing property that enables users in a dynamic group to establish session keys over an 
unreliable network with constrained bandwidth resources. To achieve this, our scheme also has the limited group 
membership property that there exists an upper bound on the number of users in the group. Through modeling and 
analysis, we show that our scheme has a better tradeoff between storage and communication overhead as compared 
to previous work. In addition, we propose a variant of the scheme which enables key recovery from a single 
broadcast message. 
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1. Introduction 

Secure  group communication requires that all 
the members in the group share a common 
cryptographic key (i.e., the group key) distributed by 
the group manager. Many approaches of secure 
group communication (e.g., [1, 2, 3, 4, 5, 6, 7]) 
depend on a reliable channel to distribute keys – an 
issue which has received much attention thus far. 
When it comes to an unreliable setting (e.g., a 
wireless sensor network or WSN [8]), however, a 
message that contains the group key might never 
reach some or all of the group members. Requiring 
that each of such members communicate with the 
group manager for a retransmission of the lost 
message would pose a non-negligible burden on the 
network. In particular, when the group is large and 
dynamic (i.e., users may join or leave the group 
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periodically), such retransmissions could paralyze 
the group manager and deplete the communication 
resources of the network, especially of the 
resource-constrained WSN. Furthermore, in a hostile 
environment, redundant messages like the above 
retransmissions would jeopardize the network with 
its exposure to adversarial attacks of traffic analysis. 

To address secure group communication in 
unreliable networks, Staddon et al. [9] recently 
presented a new concept of group key distribution, 
called self-healing. The core idea of self-healing key 
distribution is that group members are capable of 
recovering session keys on their own, without 
requesting additional transmissions from the group 
manager. According to [9], for a lost key distribution 
broadcast which contains the current session key, a 
user can recover the lost key by combining 
information from any key distribution broadcast 
preceding the lost broadcast with information from 
any key distribution broadcast following it, as long 
as the user is a group member in the sessions 
corresponding to these three broadcasts. Since [9], 
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many self-healing key distribution schemes have 
been proposed in the literature [10, 11, 12, 13, 14, 
15, 16, 17, 18, 19, 20]. 

The main contribution of this paper is that we 
propose a novel self-healing key distribution scheme 
with limited group membership property, which 
specifies that a secure communication group is 
restricted to have less than t  members, where t  is 
a scheme parameter. Our design motivation is that it 
is necessary to restrict the maximum number of 
members in the group whose underlying network is 
bandwidth-constrained (e.g., a WSN). That is, an 
excessive number of members would pose a 
significant communication burden on the network. 
Furthermore, it is also necessary to limit the group 
membership when considering quality of service 
(QoS) in certain applications of such networks (e.g., 
wireless multimedia sensor networks [21]). 

The remainder of the paper is organized as 
follows. In Section 2, we describe related work on 
self-healing group key distribution. In Section 3, we 
define a security model our proposed scheme is 
based on. In Section 4, we present our self-healing 
key distribution scheme with specified properties. In 
Section 5, we give a comparison between our 
scheme and some previous schemes. In Section 6, 
we give a slightly modified variant of our scheme 
with a new property. In Section 7, we conclude this 
paper and give our future work. 

2. Related Work 

Broadcast encryption is originated by Berkovits 
in [22] and then formally defined by Fiat and Naor 
in [23]. Since then, a number of approaches have 
been proposed [1, 2, 3, 4, 5, 6, 7]. However, all the 
above approaches assume that the underlying 
network is reliable. 

Wong and Lam [24] and Perrig et al. [25] have 
considered a setting which is subject to packet loss. 
In [24], error correction techniques have been 
employed to generate information about previous 
group keys. In [25], short hints for updated group 
keys are attached to subsequent data packets. Kurnio 
et al. [26] provides the key recovery property that 
recovers a session key using the previous and future 
session keys. 

Motivated by [24] and [25], Staddon et al. 
introduced the concept of self-healing key 
distribution, which is quite similar to [26], with 
formal definitions, lower bounds to the required 
resources and some constructions. Liu et al. [10] 
generalized the definitions in [9], developed a novel 
personal key distribution technique incurring less 

storage and communication overhead and gave some 
constructions built upon the technique. Blundo et al. 
[11] modified previous definitions, gave new lower 
bounds, showed some problems in previous 
constructions and proposed some efficient 
constructions. Also, Blundo et al. [27] analyzed 
previous definitions and showed that no protocol can 
achieve some of them. Furthermore, they proposed a 
new definition, gave lower bounds on it and 
proposed some constructions under the definition. 
Saez [12] generalized previous definitions from 
another perspective, gave some lower bounds and 
proposed a general construction. Hong and Kang [13] 
proposed a self-healing scheme which optimizes the 
storage overhead according to the lower bounds 
given in [11]. Li et al. [14] proposed a self-healing 
scheme for local group key management in WSNs, 
providing group header migration capability. 
Schemes in [15, 16, 17, 18, 19, 20] all use one-way 
hash functions on either personal secrets or session 
keys to further reduce the storage and 
communication overhead under their respective 
security models. 

3. Security Model 

In a group key distribution scheme, a group 
manager seeks to establish a common key (i.e., the 
session key) among all the group members, through 
a broadcast, at the beginning of each session. A 
session can either be a fixed interval of time or a 
period during which the group membership (i.e., 
user join or leave activities) goes unchanged. Hence, 
when the fixed amount of time elapses or a user 
joins or leaves the group, the group manager has to 
initiate a new session by establishing a new session 
key among the group members. When distributing 
session keys to the group members, we consider the 
self-healing property which states that a user in three 
sequential sessions can recover the session key for 
the intermediate session when the user only receives 
broadcasts for the other two sessions from the group 
manager. Furthermore, the scheme also has the 
revocation property that any collusion of t  users 
can get no information they are not entitled to, 
where t  is a scheme parameter. 

Without loss of generality, we consider a setting 
where there is a group manager GM and a set of n  
users, say 1{ , , }nU U U= K . All of our operations 
take place in a finite field qF , where q  is a prime 

larger than n . Each user iU , stores a personal 
secret i qS F⊆  (i.e., iS  can be represented as a set 

of elements of qF ). We assume that the maximum 
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number of sessions of the group communication is 
m . For each session j , where 1 j m≤ ≤ , GM sends 
the session key jK , through a broadcast jB , to the 

group members. We denote the set of users that are 
group members in session j  by jG . Thus, for any 

user i jU G∈ , jK  is determined from jB  and iS . 

In the following, we give our definitions based 
on those in [10]. We use H  to denote the entropy 
function of information theory [28] in our 
definitions. 

 
Definition 1 (Session Key Distribution). Let 
, {1, , }t i n∈ K  and {1, , }j m∈ K . 

1. D  is a session key distribution scheme if the 
following are true: 
a) For any user i jU G∈ , jK  is determined 

from jB  and iS . That is, ( | , ) 0j j iH K B S = . 

b) No information about jK  can be learned 

from either broadcasts or personal secrets 
alone. That is, 

1 1( | , , ) ( | , , ) ( )j n j m jH K S S H K B B H K= =K K . 

c) For any set X U⊆ , | |X t≤  and iU X∉ , 
the uncertainty of users in X  to 
determine iS  is at least b  bits. That is, 

1( | { } , , , )
ii i U X mH S S B B b
′′ ∈ ≥K . 

2. D  has t -revocation capability if given any set 
X U⊆ , where X t≤ , the group manager can 

generate a broadcast jB , such that for any user 

iU X∉ , iU  can recover jK , but the revoked 

users in X  cannot. That is, ( | , ) 0j j iH K B S =  

and ( | ,{ } ) ( )
ij j i U X jH K B S H K
′′ ∈ = . 

3. D  is self-healing if the following are true for 
any j , 1 21 j j j m≤ < < ≤ : 
a) For any user iU  who is a member in 

session 1j , j  and 2j , the session key 

jK  is determined from the two sets 

1
{ , }j iB S  and 

2
{ , }j iB S . That is, 

1 2
( | , , ) 0j j j iH K B B S = . 

b) For any two disjoint sets X  and Y , 
where X Y t≤U , and no users in X YU  

are members in session j , the set 

1 21{ , , ,{ } } { , , ,{ } }
i ij i U X j m i U YB B S B B S
′ ′′ ′∈ ∈K U K  

contains no information about the session 
key jK . That is, 

1 21( |{ , , ,{ } } { , , ,{ } }) ( )
i ij j i U X j m i U Y jH K B B S B B S H K
′ ′′ ′∈ ∈ =K U K . 

Definition 2 ( t -wise Forward and Backward 

Secrecy). Let , {1, , }t i n∈ K  and {1, , }j m∈ K . 
Suppose a key distribution scheme D . 
1. D  guarantees t -wise forward secrecy if for 

any set X U⊆ , where X t≤ , and all the users 

in X  are revoked before and in session j , the 
members in X  together can get no 
information about jK , even with the 

knowledge of session keys before session j . 
That is, 1 1 1( | , , ,{ } , , , ) ( )

ij m i U X j jH K B B S K K H K∈ − =K K . 

2. D  guarantees t -wise backward secrecy if for 
any set Y U⊆ , where Y t≤ , and all the users 

in Y  join the group after session j , the 
members in Y  together can get no information 
about jK , even with the knowledge of session 

keys after session j . That is, 

1 1( | , , ,{ } , , , ) ( )
ij m i U Y j m jH K B B S K K H K∈ + =K K . 

4. Self-healing Key Distribution with 
Revocation 

In this section, we present our self-healing key 
distribution scheme with t -revocation capability 
based on Definition 1. Our scheme assumes that a 
secure communication group has a maximum 
number of 1t −  group members. Information about 
the group membership in any session can be known 
to parties outside the group. For any session j , we 
use jG  and jR  to denote the set of non-revoked 

users in session j  and the set of revoked users in 

session j , respectively, where jG t≤ , jR t≤ . We 

assume that our self-healing key distribution is 
restricted to m  sessions. We note that the technique 
in [9] that extends the lifetime to go beyond $m$ 
sessions is also applicable to ours, which we do not 
discuss in this paper. 
 
Construction. Self-healing session key distribution 
scheme with t -revocation capability. 
1. (Setup) Let t  be a positive integer. The group 

manager GM randomly chooses m  t -degree 
polynomials from [ ]qF x , which are denoted as 

1, ,{ ( )}j j ms x = K
. GM also randomly chooses m  

session keys, 1, ,{ }j j mK = K
, from qF  and m  

t -degree polynomials, 1, ,{ ( )}j j mp x = K
, from 

[ ]qF x . For each ( )jp x , where 1 j m≤ ≤ , GM 

computes ( ) ( )j j jq x K p x= − . Each user iU  

gets its personal secret, 1, ,{ ( ), ( )}i j j j mS S i q i ==
K

, 

from GM through the secure communication 
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channel between them. 
2. (Broadcast) In session j , 

1
{ , , }

wj
j r rG U U= K , 

where j jG w t= ≤ , GM chooses jt w−  values, 

1, ,{ }
ji i t wr = −′

K
, from the same field that user IDs 

(i.e., 1, ,{ }
ji i wr = K
) come from, such that none of 

these values is used as a user ID. GM then 
computes a t -degree polynomial, ( )j xΦ , from 

[ ]qF x , such that ( ) ( ) ( ) ( )j j j jx p x g x s xΦ = + + , 

where 1 1( ) ( ) ( )( ) ( )
j jj w t wg x x r x r x r x r−′ ′= − − − −L L . 

Consequently, GM broadcasts the following 
message: 1 2 2 1{ ( ) ( ), , ( ) ( ), ( )}j j j jB x x x x x− −= Φ +Φ Φ +Φ ΦK . 

Specifically, we have that { ( )}j jB x= Φ , where 

3j < . 
3. (Session Key Recovery) When a non-revoked 

user, i jU G∈ , receives the broadcast jB  for 

session j  from GM, iU  recovers the 
polynomial ( )j xΦ , evaluates ( )j xΦ  at point 

i , recovers the share ( )jp i  by the following 

equation: ( ) ( ) ( ) ( ) ( ) ( )j j j j j jp i i g i s i i s i= Φ − − = Φ − , 

and computes the session key ( ) ( )j j jK p i q i= + . 

iU  then stores jK  to replace ( )jq i  since the 

latter is no longer necessary. 
4. (Group Member Addition) When GM wants to 

add a new user, say vU , to the group starting 
from session j , it computes , ,{ ( ), ( )}i i i j ms v q v = K

 

and gives , ,{ ( ), ( )}i i i j ms v q v = K
 to vU  as its 

personal secret, through the secure 
communication channel between them. 

 
Note that in our scheme, we do not require that 

the sets of revoked users change monotonically, that 
is, 

1 2j jR R⊆  for 1 21 j j m≤ ≤ ≤ . Hence, a user that 

is revoked in session 1j  can rejoin the group in a 
later session 2j . It is guaranteed that in any session 
j , where 1 2j j j≤ < , the user cannot recover the 

corresponding session key jK , if the user is not a 

member in session j . 

5. Analysis 

5.1 Security 

Our scheme has the properties of unconditional 
security, self-healing, t -revocation capability, 
t -wise forward and backward secrecy, as shown in 
Theorem 1 and 2. 

Theorem 1. Our scheme is an unconditionally 
secure, self-healing key distribution scheme with 
t -revocation capability. 
 
Proof. We will show that our scheme satisfies all the 
conditions required by Definition 1. 
1. Let us first prove that D  is a session key 

distribution scheme. 
a) A non-revoked user i jU G∈  recovers the 

session key jK  during the Session Key 

Recovery phase in our scheme. Thus, it 
follows that ( | , ) 0j j iH K B S = . 

b) Since the session key jK  and its share 

( )jp x  (hence, ( )jq x ) are randomly 

chosen from qF  and [ ]qF x , respectively, 

jK  cannot be determined only by 

broadcast messages or personal secrets. 
Thus, it follows that 

    1 1( | , , ) ( | , , ) ( )j n j m jH K S S H K B B H K= =K K . 

c) For any set X U⊆ , X t≤  and vU X∉ , 

we show that the coalition of X  knows 
nothing about vS . Assume that vU  joins 
the group starting from session j . First, 
after receiving all the broadcast messages 

1{ , }mB BK , we have 

, ,{ ( ) ( ) ( ) ( )}i i i i i j ms v v g v p v == Φ − −
K

. Each 

( )ip x  is randomly chosen from [ ]qF x , in 

order to determine each ( )ip v , we must 
have at least 1t +  points on each ( )ip x  
to recover ( )ip x  first. Since the coalition 
of X  only has at most t  points on each 

( )ip x , it cannot determine any ( )ip v . 
Second, for the same reason, , ,{ ( )}i i j mq v = K

 

cannot be determined by the coalition of 
X , either. Thus, we have the following 
derivation: 

1

, , 1

, , 1

, ,

( | { } , , , )

({ ( ), ( )} | { } , , , )

({ ( ), ( )} | { } , , , )

({ ( ), ( )} )

2( 1) log .

i X

i

i

v i U m

i i i j m i U X m

i i i j m i U X m

i i i j m

H S S B B

H s v q v S B B

H p v q v S B B

H p v q v

m j q

′∈

′

′

′

′= ∈

′= ∈

=

=

=

=

= − +

K

K

K

K

K

K  

2. Let X U⊆ , X t≤ , users in X  are all 

revoked in session j . For any non-revoked 
user iU X∉ , GM can generate a broadcast jB  

as described in the Broadcast phase, such that 

iU  can recover the session key jK  and any 
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revoked user in X  cannot. Thus, it follows 
that ( | , ) 0j j iH K B S = . For the coalition of X , 

it knows at most t  points on ( )jq x  and 

nothing on ( )jp x  before jB . After jB , we 

have { ( ) ( ) ( ) ( )}
ij j j j U Xp i i g i s i
′∈

′ ′ ′ ′= Φ − − . Since 

the coalition knows at most t  points on ( )js x  

and nothing on { ( )}
ij U Xg i
′∈

′ , it cannot get any 

information about ( )jp x  and in turn the 

session key jK . Thus, it follows that 

( | ,{ } ) ( )
ij j i U X jH K B S H K
′′ ∈ = . 

3. Let us prove that D  is self-healing. 
a) From the Session Key Recovery phase, 

any user iU  that is a member in session 

1j  and 2j , where 1 21 j j m≤ < ≤ , can 
recover the polynomials 

1 1 2 21 1{ ( ), ( ), , ( ), ( )}j j j jx x x x+ −Φ Φ Φ ΦK  from 

the broadcasts 
1j

B  and 
2j

B . For any 

session j , where 1 2j j j< <  and i jU G∈ , 

iU  recovers the session key 
( ) ( ) ( ) ( ) ( )j j j j j jK p i q i i s i q i= + = Φ − + . Thus, 

it follows that 
1 2

( | , , ) 0j j j iH K B B S = . 

b) For any two disjoint sets X  and Y , 
where X Y t≤U  and no users in X YU  

are members in session j , the set 

11{ , , ,{ } }
ij i U XB B S
′′ ∈K  contains at most X  

points on ( )js x , and the set 

2
{ , , ,{ } }

ij m i U YB B S
′′ ∈K  contains at most Y  

points on ( )js x , thus we have at most t  

points on ( )js x  in X YU . After 

recovering the polynomial ( )j xΦ  from 

1j
B  and 

2j
B , we have 

( ) ( ) ( ) ( )j j j jp x x g x s x= Φ − − . Since ( )js x  

cannot be recovered by no more than t  
points on it and ( )jg x  cannot be 

recovered due to the unknown 1, ,{ }
ji i t wr = −′

K
 

in the Broadcast phase, ( )jp x  cannot be 

determined either. Thus, it follows that 

1 21( |{ , , ,{ } } { , , ,{ } }) ( )
i ij j i U X j m i U Y jH K B B S B B S H K
′ ′′ ′∈ ∈ =K U K . 

□ 
 
Theorem 2. Our scheme achieves t -wise forward 
and backward secrecy. 
 
Proof. We will show that the scheme satisfies all the 
conditions required by Definition 2. 

1. Let X U⊆ , X t≤ , all the users in X  are 

revoked before and in session j . Along with 
all the broadcast messages 1{ , , }mB BK , the 
members in X  together have at most t  
points on ( )js x  which requires at least 1t +  

points to determine, so they get no information 
about the session key jK . Moreover, since 

each session key is independently chosen from 

qF , the set 1, , 1{ }i i jK = −K
 contains no information 

about jK . Thus, it follows that 

1 1 1( | , , ,{ } , , , ) ( )
ij m i U X j jH K B B S K K H K∈ − =K K . 

2. Let Y U⊆ , Y t≤ , all the users in Y  join the 

group after session j . Along with all the 
broadcast messages 1{ , , }mB BK , the members 
in Y  together have nothing on ( )js x , so they 

get no information about the session key jK . 

Moreover, since each session key is 
independently chosen from qF , the set 

1, ,{ }i i j mK = + K
 contains no information about jK . 

Thus, it follows that 
1 1( | , , ,{ } , , , ) ( )

ij m i U Y j m jH K B B S K K H K∈ + =K K . 

□ 

5.2 Efficiency 

Once a new user, say vU , joins the group 
starting from session j , vU  stores the personal 
secret for 1m j− +  sessions, , ,{ ( ), ( )}i i i i j mS s v q v ==

K
, 

which occupies 2( 1) logm j q− + memory space. 
After receiving the broadcast message jB ′ , where 

1 j j m′≤ ≤ ≤  and v jU G ′∈ , vU  recovers the 

session key jK ′  and stores jK ′  to replace ( )jq v′ . 

Thus, the total storage overhead in each group 
member is 2( 1) logm j q− +  (at most 2 logm q). 

A broadcast message in the Broadcast phase of 
our scheme consists of 1j −  t -degree polynomials, 
so the broadcast message size is ( 1)( 1) logt j q+ −  
(at most ( 1)( 1) logt m q+ − ). 

5.3 Comparison 

In this subsection, we give a simple comparison 
of our scheme with four existing self-healing 
schemes in [9, 10, 11, 13]. Table 1 summarizes the 
comparison among these five self-healing schemes. 
We use C3 to denote Construction 3 in [9], and S3 to 
denote Scheme 3 in [10], etc. 
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Table 1. Comparison among selected self-healing key distribution schemes in session j . 
Schemes Membership Member Revocation Storage Overhead Communication Overhead 
C3 of [9] unbounded t  2[( 1) 1]logm j q− + +  2[ ( 1) ]logm t t q+ +  

S3 of [10] unbounded t  2( 1) logm j q− +  [( 1) 1]logm j t m q+ + + +  

S2 of [11] unbounded t  ( 1) logm j q− +  (2 1) logtj j q+ −  

C1 of [13] unbounded t  ( 1) logm j q− +  ( 1)( 1) logt j q+ −  

Our scheme 1t −  unbounded 2( 1) logm j q− +  ( 1)( 1) logt j q+ −  

 
Our scheme has the unique property of revoking 

any number of users during the lifetime of the secure 
group communication, while restricting the group 
membership to be less than t . As we explained 
before, by requiring an upper bound of the group 
membership, our scheme saves limited 
communication bandwidth and guarantees 
reasonable QoS by configuring the parameter t  
according to QoS requirements of the secure group 
communication. 

From Table 1, it is easy to see that our scheme 
has the least communication overhead among the 
five schemes. Although C1 of [13] achieves the 
same least communication overhead, the result does 
not include the communication overhead for 
broadcasting the revoked user IDs, due to the reason 
given in [13]. Hence, our scheme is a bit more 
efficient than C1 of [13] in terms of broadcast 
message size. As for storage overhead, our scheme 
occupies more memory space than S2 of [11] and 
C1 of [13]. This is mainly because that in order to 
satisfy the requirement of Definition 1.1c, our 
scheme divides each session key into two separate 
shares (i.e., ( ) ( )j j jK p x q x= +  for 1 j m≤ ≤ ) to 

further mask the session key. However, the other 
two schemes do not satisfy this security requirement. 
When individually compared with S2 of [11], we 
can see that our scheme requires twice the memory 
space and about half the broadcast message size. 
When considering the trade off between storage and 
communication overhead, this efficiency difference 
makes our scheme outperform S2 of [11] in an 
energy sensitive setting (e.g., a WSN) where 
communication operations consume more energy 
than storage ones. 

6. Key Recovery from a Single Broadcast 

In this section, we give a slightly modified 
variant of the scheme described in Section 4, which 
enables a user to recover all the previous session 
keys for sessions in which it is a member only by the 
current broadcast message, as apposed to two 
broadcast messages required in our previous 

scheme. 
The construction of this new scheme is almost 

the same as that of our previous one, except that we 
need to modify the broadcast message format in the 
Broadcast phase in our previous scheme to realize 
key recovery from a single broadcast message. More 
specifically, for a specific session j , jB  needs to 

be modified as follows: 

1 2 1{ ( ), ( ), , ( ), ( )}j j jB x x x x−= Φ Φ Φ ΦK . 

From a formal point of view, the self-healing 
property of the new scheme conforms to the 
following definition which replaces 1a and 3a in 
Definition 1: 
 
Definition 3. For any session 1 j m≤ ≤ , and any 
user iU , that is a member in session l , the session 
key lK  is determined by jB  and iS . Thus, 

( | , ) 0l j iH K B S = . 

 
Along the same line of Theorem 1, we have the 

following theorem: 
 
Theorem 3. The new scheme presented in this 
section is an unconditionally secure, self-healing key 
distribution scheme with t -revocation capability. 
 

The storage and communication overhead of the 
new scheme is the same as that of our previous 
scheme in Section 4. 

7. Conclusion and Future Work 

In this paper, we propose an unconditionally 
secure self-healing key distribution scheme with 
t -revocation capability for unreliable networks with 
limited communication resources (e.g., WSNs). Our 
scheme saves communication bandwidth and 
guarantees QoS by restricting the group membership 
to be less than t  while allowing for revoking any 
number of users. Through analysis, we show that 
our scheme has a better tradeoff between storage and 
communication overhead than some previous work. 

In the future, we will further improve our 
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proposed scheme in terms of efficiency under the 
defined security model and compare our improved 
scheme with other existing schemes. In addition, we 
try to develop a new security model based on the 
one in this paper and some new schemes built on it 
in order to provide better tradeoff between security 
and efficiency for specific applications. 
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