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Abstract — Cloud computing offers benefits in terms of
availability and cost, but transfers the responsibility of
infor mation security management for the cloud service provider.
Thus the consumer loses control over the security of their
information and services. This factor has prevented the
migration to cloud computing in many businesses. This paper
proposes a model where the cloud consumer can perform risk
analysis on providers before and after contracting the service.
The proposed model establishes the responsibilities of three
actors: Consumer, Provider and Security Labs. The inclusion of
actor Security Labs provides more credibility to risk analysis
making the results more consistent for the consumer.
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. INTRODUCTION

Cloud computing is a paradigm that provides thesibigy
of access to applications and infrastructure so#wand
hardware as a service. The cloud structure is geavio Cloud
Consumers (CC) by a Cloud Service Provider (CSH) ian
usually classified in Software as a Service (SaB&)form as
a Service (PaaS) or Infrastructure as a ServiesS]IL].

threats and vulnerabilities that can generate @mti&l and the
quantification of the impact that these incidentsyrhave on
the CC’s information assets [4].

This paper proposes a collaborative risk analysidehin
cloud computing. This new model combines the tiawit
actors CSP and CC, while also adding a new actw, t
Information Security Laboratory — ISL. The ISL &sponsible
for acting collaboratively in specifying informatiosecurity
requirements for cloud computing. An ISL can balzoratory
or public, private or academic information secugtpup with
an interest in collaborating with information seaguin cloud
computing which will then serve as a third partyhwio vested
interests in the transaction, becoming able, thém,
independently access all the flaws and qualitiesvlnithever
contract is defined.

The rest of this paper is organised as follows.ti&ec2
discusses the related works. The proposed mogekiented
in Section 3. Section 4 describes results and sisons. We
conclude the paper and present future work in Geé&ti

1. RELATED WORK

The cloud computing paradigm has changed the Rot and Sobinska [5] discusses new information ritgcu

environment for technology companies. These congsaaie
migrating from an isolated environment with fewves and
applications to integrated environments with lotsdifferent
applications and servers. This new reality of infation
technology brings many security challenges for CaRd a lot
of mistrust for CCs [2][3].

Adopting a cloud service generates for the CCs gehu
challenge because unless cloud providers can yediditlose
their security controls and the scope of their enpéntation to
the client, so that he knows what controls are @gedaintain
the security of his information, there is huge ptitd for poor
decisions and negative.

A new strategy for managing security challengeslaud
computing is risk analysis. Risk analysis is thentification of

Ristov and Gusev [7] presents a safety assessnhghe o

threats specifically applied in cloud computing ieowments.
The survey says that there are always new threddted to
cloud computing and the constant evaluation ofahbeeats is
necessary to ensure the safety of information amdices in
the cloud.

Bleikertz and Mastelic [6] mentions that althougkre are
several parties involved in providing cloud sersica cloud
client still has a hard time assessing threats)erabilities and
risks of cloud environment that consumes. Hencejaisoare
needed that allow for the systematic evaluatiothef CSP by
the CC. The authors also proposed a high-level hfod€Cs
to evaluate the safety of CSPs. The model is basethe
description of "what-if* scenarios and the systeonavaluation
of these scenarios in the cloud environment.

main cloud environments open source. Theysamdlyzed the
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environments OpenStack, Eucalyptus,
CloudStack considering security aspects definetsgy 27001
as: stability, implementation, operation, monitgramd review.
The study shows that all evaluated environmentshatdully
compliant with most of the ISO 27001 requirements.

A cloud security assessment based on ISO 2700kds a

presented by [8]. The paper presents some seagitjrols
ISO 27001 information applied to cloud computingyda
security metrics for such controls. The paper amhe$ that
many controls cited on ISO 27001 are also impastémcloud
computing cenarious.

Alebrahim, Hatebur and Goeke [9] states that inftdiom
security is a key issue for decision making onabguisition of
cloud computing services and the ISO 27001 provides
general standard for the treatment of this issuee authors
also said that risk analysis is an essential patS® 27001
and, therefore,
identification of information assets, threats antherabilities.

Cayirci, Garaga, Oliveira and Roudier [10] preseats
model for cloud risk assessment in which the custooan
carry out the assessment and analyze the risk aftiad a
particular cloud provider. The author notes thas tis an
essential approach to the cloud customer to carryhe most
appropriate decision-making in relation to its niskfile.

In [11] authors states that information securitigied
issues are among the top reasons for organizatiiopsevent
the adoption of cloud computing services. The pgpesents a
model for CSP risk assessment considering the tehagcurity
provided for a particular application allocated their
environment, whose main benefit is a new model rfsk
assessment on CSP

OpenNebula anesearch that aims to provide the CC informatiosuport his

decision to choose his cloud provider. The authorke/in the
approach of decision support systems for risk amlgf the
particular cloud provider selection. Finally, aspeoof of

concept of goal, the paper presents a prototypkeoproposed
model.

The related works presented above discuss modeals
definitions of requirements for risk analysis inowdl
computing, but they don't comment on the definitiohthe
actors involved and their interactions during tieaaition of
risk analysis. They also have no possibility of naating or
evolving their security requirements, which arenftlescribed
statically.

The risk analysis solutions for cloud computingnitfieed
in this section have different limitation levels &spects of
scope, adherence and independence of the risksiakhe

proposes a structured approach ho tissue of scope relates to the definition of thepscof safety

requirements applied to risk analysis. The adherespect is
whether they consider the customer's business enatuthe
calculation of risk analysis. The independence @sf®e on
whether they carry out risk analysis so that itscéfjration,
implementation and results are not influenced leyitterests
of specific agents, such as CSP. These three aspeztthe
main focus of this paper.

I1l.  THE RACLOUDS ARCHITECTURE

The risk analysis performed by RAClouds [13][14bé&sed
on concepts defined by 1ISO 27001. In this contéxteats
exploit vulnerabilities that impact on informati@ssets. The
probability of an event occurring is calculatednirthe degree
of exposure to a threat and the degree of dispbildf a
vulnerability. The risk is calculated from the patliity that an

Gupta, Mulero, Matthews, Dominiak, Omerovic, Arandaincident occurs and the impact of this incident.

and Seycek [12] points out the amount of cloud iserv
providers available in the market is increasing, ofl them
providing various types of services. This fact oohmplicates
the decision on the adoption of a particular clpuovider by
the customer. Therefore, there is an increasinguamof

In RACloud model the different existing resourcesai
cloud computing environment are grouped into RGss(frce
Category). Table 1 shows the 10 categories of clesdurces
RACIoud model.

RC RL Exemplos de Recursos
Hardware 0 CPU, memdria, disco
SO System b Windows, linux
VM System Ti Vmware, HiperV
Communication
System 1 | 1P, TCP, UDP, HTTP
Amazon S3, Rackspace Cloud
Cloud System bl Files
Orable, MySQL, Amazon
Database 2 SimpleDB
Framework 2 Java, C#, etc
Application
Server 2 Amazon AWS
Application
System 3 Office 365
Information
System 3 Sale force

Table 1. Resource Categories.
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A particular threat is correlated with a certain
vulnerability by RACloud model event correlatiom@tion
when their resource categories are equal and sit deee of
its security properties is equal. This correlatioatween
threat and vulnerability generates information siégu
events, as shown in figure 5.

The RACIloud model also organizes the different sype
information assets allocated for CC in a cloud cotimg
environment in four categories of assets (AC - Asse
Category): (i) File, (ii) Database (iii) CC-Softveaand (iv)
CSP-Software.

The category File consists of any files belongioghe

CC and stored directly in the CSP file system. $keond
category, Database, consists of information pertgito CC

and stored in a database hosted on the CSP cloud
environment. The "CC-Software" consists of devetbpad
owned by CC systems, but running and availablesérsuvia

the CSP environment. CSP-Software consists of nméition
pertaining to CC and are stored in specific fornaftshe
CSP and software are accessed through such software

For the generation of information security risknige
RACloud the model performs the correlation between
information security events and information asséthle 2
shows the correlation between events (using resourc
categories) and information assets (using categoadg
information assets). The relationships marked Wik
means that the active information is always assediavith
the resource, whereas relationships marked "O" méaat
this relation is dependent on the context of infation asset.

Asset Categor:
RL Resource 5% y =
Categor Fil Datab B B
gory e atabase Software | Software
0 Hardware % ¥ % %
SO Syst
1 ystem X X X X
VM Syst
1 ystem X X X X
1 Communication % % % %
System
1 Cloud System X X % X
2 Database % o o
2 Framework o o
2 Application o o
Server
3 Application o
System
3 Information o
System

Table 2. Correlation between events and informadisets.

¥ <ROL type="TISL" i
<source>LRG-UFSC.
<version>1.3¢/

"9593" propertyC="true"
description>

Apache CloudStack before 4.3.2 allow obtain private key

</description

propertyI="true" propertyA="false">

<category>Communication System</category>
<wsraxhttp://localhost:8@895/1519593¢ /wsra>

<reference>CVE-2014-9593</reference>
/item>
id="@148" propertyC="trus"

<category>Cloud System</category>

propertyI="true" propertyA="true">
scription»Red Hat CloudForms 3.1 allow Unauthorised actions</description:

<wsraxhttp://localhost:8895/151@148< /wsra>

<reference>CVE-2014-814@</reference>

ty
ropertyI="true" propertya:

"true"s, .. </item>
L4fitems
2o.a</items
S fitems
"r...</itemy

Figure 1. Example vulnerability RDL.
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The RACloud model provides a language for risk

specification, the RDL - Risk Definition Languagé&he
RDL is specified in XML Schema (XSD) and contains
information about threats, vulnerabilities and mifation
assets. Figure 1 shows an example of vulneralRiBL,
which describes all the information about the vedbdities
used in a given risk analysis. There is the WSRérimation
(Web Service Risk Analysis), which defines the addrfor
the Risk Analysis Web Service.

RACIlouds’ risk analysis is organized into two disti
phases, the risk specification phase and the gskssment
phase.

The RACIlouds interacts with three main actors, Whic
have well-defined roles in the implementation okri
analysis. The actors ar€loud Consumer - CC, Cloud
Service Provider - CSP and Information Securityd abSL.
Now, let us explain how all these interactions talkece in
each phase.

Figure 2 illustrates the flow of interactions be@nethe

RACIlouds components and the ISL, CSP and CC actors

during the specification phase. Initially each bé tactors
must register in their respective registry comporEiy. 2a,
b, c), and subsequently interact with the risk Hjpation
repositories.

In the risk specification phase, the ISL's rolwigdentify
threats and vulnerabilities (RDLs) to
requirements in cloud computing environments. Fithia
identification, the ISL also has the responsibilibf
specifying the form of quantification of threats dan
vulnerabilites (WSRA), defining how threats and
vulnerabilities will be quantified in a real clowdmputing
environment.

Besides specifying one or more RDLs for each sscuri
requirement, the ISL must also implement the forfn o
guantification of each risk. In order to model RAGds, risk
guantification is implemented through a Web Senticat
runs in an environment under the responsibilitythef 1SL.
After developing their RDLs and risk quantificatidiieb
Services (WSRAS), the ISL exports the RDL recomishe
RACIouds’ RDLs repository (Fig.2-d, e).

the security

The role of the CSP in the risk specification phasto
import the RDLs logged in the RAClouds and impletrtae
risk quantification Web Services calls, as defimethe RDL
specified by the ISL (Fig. 2-f, gJlo meet the specific risk
assessment needse CSP has the responsibility of correctly
implementing and passing the data to the risk dfizatton
Web Services.

The identification of threats and vulnerabilities the
responsibility of the ISL and the correct executwinthe
guantification of threats and vulnerability is the
responsibility of the CSP, but identification offarmation
assets and quantification of impact on these assetlke
responsibility of the CC, as this is the actor bmsdted to
express the size of a loss in the event of an émtid-or this,
the CC has a RDLs base of information assets 2hig.

This concludes the risk specification phase and the
RACIlouds is able to initiate the risk assessmena €SP
according to the requirements defined by the I1SH tre
impacts defined by the CC.

Figure 3 illustrates the flow of interactions betnethe
RACIlouds components and the ISL, the CSP and the CC
during risk assessment. The implementation of aisélysis
is distributed among components on all actors wea|(CC,
CSP, ISL and RACIouds).

The RAClouds has the Analysis Manager component tha
coordinates the interaction between external aetodsother
components inside RAClouds. The RDL Manager
components store records of threats and vulnetiabilof
ISLs and information assets of CCs, respectively.

WSRA Evaluator is a component that contains the Web
Services assessment of threats and vulnerabiidegified
by an ISL. WSRA Proxy is a component of the CSP
deployed to handle the call of the Web Serviceparsible
for the assessment of threats and vulnerabilifidsough
this component the CSP invokes the threats and
vulnerabilities Web Services of the ISL, passingirtidata
about compliance to the security requirements ak la
thereof.

| 1 & |
— |
@ | : % ISL Agent VS 0 %D
| | Evaluator |

RDL Database

[ [

[

: cc1 ISL-1

| | [ S ST, —_——

Il cc Agent ||

! |

! |

| h | b,c

! |

: [ Agent

| | Manager
|

Analysis
Manager

|

|

|

______ JI |
(| wsra |l

|

| Proxy |

| \

3! (+3 Tg ‘

|
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|

Figure 2. RAClouds specification phase.
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The risk assessment begins with the CC accessig th
RACIouds and selecting the CSP to be analyzed @&igb).
Then the RAClouds accesses the RDL Manager (Figu3d)
for each recorded risk passes to the WSRA Proxyists
information(Fig.3d). The CSP then invokes the Web Service
risk assessment from the ISL, according to inforomat
received from the RAClouds (Fig.3d). The Web Servisk
assessment is performed by the ISL and returns the
quantification of threat or vulnerability accordirtg the
parameters passed by the CSP (Fig.3d). The stépantt

"d" in Figure 3 are executed for each record in RDL
Repository.

After obtaining a quantification of all impacts (multing
information assets RDLs, Fig.3e), the RACloudshte do
perform the risk calculation. Therefore, all recorof
quantification of threats, vulnerabilities and ims= of
information assets are correlated and returnedecCC as a
result of risk RDL (Fig.3f), according to the exdmghown
in figure 5.

S T e 1 e & e
| ® !l WSRA | @
| e 1! sea ISL:Agem Evaluator d }
| ’ [ I\, csp4
e R T | \

| | |
| | [l wsra

[
| CC Agent Proxy |
|

|
EN

\

|

: | | csP Agent ||
| | Agent Analysis RDL | |
| | Manager Manager Manager [
3 RDL Database | | |

Figure 3. RAClouds assessment phase.
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Figure 4. Evaluation of risk.

IV. RESULTSAND DISCUSSION

For testing purposes and discussion, we developed a

prototype RACIloud model. From the prototype were
performed phases of risk specification and risduat&on in
a controlled environment for testing.

In the risk of specification phase, were speci2@dRDL
records vulnerabilities and 20 RDL records thremid 10
RDL records of information assets. The RDL recoads
threats and vulnerabilities were specified as tsreand
vulnerabilities found in CVE -. Common Vulnerahds,
Exposures. Also WSRAs and WSRAs Proxy have been
developed for the 40 records of threats and vubildias
specified.

In the risk evaluation phase, the WSRAs Proxy and
WSRAs were performed, quantifing each vulnerabidityd
threat record. The records of vulnerabilities dmedts were
correlated by Analysis Manager component generdées
events, which were correlated with the records of
information assets, generating 20 risk scenarios.

Figure 4 shows the result of calculation of risk thee 20
risk scenarios (R1 to R20) specified in the prqiety

The lower risk identified was the R16 risk scenawith
risk of 18.33%. This scenario specifies as inforaratisset
the file transfer service, as vulnerability the mewpted
password and as threat the unauthorized access.

The greatest risk identified was the risk scen#&tia!,
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with risk of 70.33%. This risk scenario specifies a
information asset the e-mail service, as vulneitgbthe
weak encryption protocol and as threat the DDoS.

With the risk analysis of the resulting informatite CC
may decide to allocate or not their informationesssn a
given CSP, or remove their systems of a CSP teptegeat
risks.

The proposed model aims to reduce the three major
deficiencies presented by current models of cloigk r
analysis: deficiency in scope, deficiency in thénexénce
and deficiency in independence of results.

The reduction of the deficiency in the adherenderion
occurs when the proposed model includes the CClaya
entity in the risk analysis process. In the modAlCioud,
the CC entity acts in active mode on risk analydéfining
information assets and quantifying impacts on thessets.

The CC is the entity most capable of defining thpacts
and is also the entity that best knows the relewafceach
information asset within its area of operation. rEfiere, it is
CC's responsibility to say what the impact will\gbether a
system file or database has its integrity, confiigdity or
availability impaired. The CSP and ISL entities éawo
automy to identify or quantify impacts on infornmatiassets,
because they are not experts in CC business area.

The RACloud model works to reduce the deficiency in
the scope criterion in that it introduces the 13ititg. As the
ISL an entity specialized to information securgythe entity
best placed to define security requirements, threatd
vulnerabilities (specification of RDLs) and setthe threats
and vulnerabilities should be quantified (spectfma of
WSRAS).

The reduction of the deficiency in the independeote
the results criretions comes from the fact thathim model
RACIoud the CSP has more restricted responsilsilttian in
the models traditionally presented by related work.

Traditionally, the CSP is responsible for definsegurity
requirements and the tests that are applied tcadgskssment
of their own environment. In this scenario the risk

assessment may be biased to the CSP. IncludingSthe
entity removes responsibilities traditionally as&d to the
CSP, as identification and quantification of thseand
vulnerabilities, thus making it more reliable thesult of risk
analysis.

The proposed model allows multiple ISLs to acthe t
definition of RDLs and WSRAs together. Thus thekris
definitions can come from different sources and &t&n
constantly updated dynamic and collaborative wagyming
a risk settings based on extensive and indepettard.

The way WSRAs are specified is also a feature that
impacts the improvement scope. The use of Web G=d
specify security requirements allows them to befqia
independent and can be ordered by any CSP. Itaditsas
the use of a wide variety of techniques for quanattfon of
threats and vulnerabilities, because the limitafrd only
by the programming language chosen for implememtatf
WSRA.

The related works of cloud risk analysis did natsider
the role of CC entity in the risk analysis. Theserks
usually aim on the vulnerability assessment by @®P
itself, without considering the impact that the nerability
will cause on the different CC information asseBy
assigning the responsibility for identifying andaqtifying
the impact of the CC are sharing the risk varialsle®ng
different entities, so the responsibility for theagtification
of risk analysis variables is not centralized ire @pecific
entity.

The CSP is the entity that will be the analyzedhtite
doesn’t have the autonomy to set any of the vahiassk
analysis, as this could make unreliable risk anglyghe role
of CSP is only inform the data requested by ISLthsa ISL
itself makes the quantification of security requients.

With RACloud model CC can perform analyzes
several CSPs before deciding to purchase a cloogbating
service. The CC can also carry out regular reviefvgour
current provider and compare them with other prengd
opting for changing its CSP.

The figure below shows the evaluation RDL to trsksi
discussed in this section .

n

ulnerability DDa="3@" DDc="7@"

rulnerability>
eat DEa="@" DEc="7@" DEi="@"

" id="14">

" DIi="85" id="@e3":Sistema de Pedidos</informationAsset:

4129443">

¢/vulnerability>
reat DEz="6@" DEc="9@" DEi="9@"
5

="5@" id="9583">
Apache CloudSta;k before 4.3.2 allcu obtain private key

id="459":Remote spying</threat:

bi a i " oid="g412">
racle Java SE 6u85 Julnerahlllty related to JAX-UWS

id="443">Spoofing of user</threat:

Figure 5. Result Risk RDL.
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V. CONCLUSION

This paper presented a model for risk analysisloncc
computing environments.

The proposed model changes the generally current
paradigm in research on cloud risk analysis, incihhe
CSP entity is responsible for the specificationseturity
requirements and analysis of these requirementts iawn
environment, so the only entity responsible for thsults
risk analysis.

To reduce excess CSP responsibility for risk amglyse
proposed model includes two new entities with activ
participation in risk analysis, the CC entity arite tISL
entity.

The model presented in this paper is an initiatif/¢he
CC itself can perform risk analysis on its currentfuture
CSP. And that this risk analysis is adherent, caemgnsive
and independent of the CSP interests.

The characteristics presented in this paper aemded to
generate a more reliable risk analysis for CC,hst it can
choose its CSP based on more consistent information
specified and analyzed by an exempt entity interéStL.

Several papers on cloud computing indicate lack of
confidence from the CC in relation to the CSP agresat
motivator for not acquiring cloud computing sengcan
independent risk analysis can act to reduce thétrugst and
promote the acquisition of cloud computing services

The prototype and the results show the specifinadiod
implementation of an adherent risk analysis, coimpnsive
and independent, because the analysis is not ednierthe
CSP. The identification and quantification of theeand
vulnerabilities can be performed by many security
laboratories and the impact on the information tasse
defined by the CC itself.

Several future works can be developed from the
RACIloud model. There is a need to extend this wirk
suggest the controls or countermeasures for CSRs ca
mitigate its risks. Searches can be developed @ th
reliability of the data reported by the CSP to ik for risk
analysis and the specification of risk definiti@mguage can
be further explored in specific researches.
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