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Abstract— A MANET is an infrastructure —less type of ad-hoc network that consist of number of mobile nodes to make
communication among nodes mobile establish dynamic path among one node to another via wireless network interfaces. In a
MANET rating is a particularly challenging task as compared to other conventional network. Due to unique characteristics such as
limited power, dynamic network topology and limited bandwidth. In the availability of malicious nodes , one of the main problems in
MANET is to design the robust security to mitigating various type of routing attack difficult mechanism have been proposed using
various cryptographic Techniques. In this paper we describe various ad hoc network security mechanism required to mitigate several
type of attacks in rating protocols. To accomplish our goals e have done detail literature survey for collecting relevant information
related to various security attacks with their mechanism. In our survey we focus on the results and related works from which provide
secure protocol for MANET.
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L. INTRODUCTION

A MANET is rapidly growing technology which is based on rapidly deployed network and self-organized. Due to its important
features, MANET attracts various real world application areas where the networks topology changes very fast [2]. Nodes are
interconnected through wireless interface. There is no fixed set of infrastructure and centralized administration in this type of
networks. MANET is used different of applications such as search and rescue, emergency relief scenarios, public meeting, device
network, disaster recovery, automatic battlefields and virtual classroom etc. The counter measures can be considered as function or
features that reduce security vulnerabilities and attacks [14].
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Figure: 1 Mobile Ad hoc Network

Malicious routing attacks can target the routing discovery or maintenance parts by not following the specification of routing protocols.
Most of these routing protocols rely on cooperation between nodes due to the lack of a centralized administration and suppose that all
nodes are well-behaved and trustworthy [6]. However in a hostile environment, a malicious node can launch Routing attacks to disrupt
denial-of-service (DoS) attacks or routing operations to deny services to legitimate nodes [11].

Table: 1 Different types of Attacks
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Layer Type of Attack

Application Layer 1. Repudiation attack, 2. Attacks by virus & worms

Transport Layer
1. TCP SYN attack (DOS in nature), 2. TCP session hijacking, 3. Jelly Fish attack

1. Flooding attack, 2. Route tracking, 3 Message Fabricate, modification, 4.Blackhole
Network Layer attack, 5.Wormhole attack, 6. Link spoofing attack

1. Mac DOS (Denial of service) attack, 2. Traffic monitoring & analysis, 3. Bandwidth
MAC Layer stealth, 4. MAC targeted attack, 5. WEP targeted attack

Physical Layer 1. Jamming attack (DOS in nature), 2. Stolen or compromised attack, 3. Malicious
massage injecting, 4. Eavesdropping attack

I1. Categories of Attacks: Attacks in MANET be divided into types are active attack and passive attack [12] .
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Figure: 2 Categories of Mobile Ad hoc Network Attacks

2.1 Active attack

The information which is routing through the nodes in MANET is altered by an attacker node. Attacker node also streams some false
information in the network. Attacker node also do the task of RREQ (re request) though it is not an authenticated node so the other
node rejecting its request due these RREQs the bandwidth is consumed and network is jammed [12].

Black hole attack: In black hole attack, a malicious node sends false routing information and claiming that it has an original route
and causes other good nodes to route data packets through the malicious one [16]. All traffic will be routed through the attacker , and
the attacker can misuse or discard the traffic .

1155 www.ijergs.org



http://www.ijergs.org/

International Journal of Engineering Research and General Science Volume 3, Issue 2, March-April, 2015

ISSN 2091-2730
Blackhale, /@ »
' Request

Reply
[ | S r—n
\ / / Fake Reply

Figure: 3 Black Hole Attack

Worm hole attack: In Worm hole attack two malicious nodes make a tunnel b/w them. This tunnel is called worm hole. Wormhole
attack is is additionally known as the tunneling attack. An attacker receives a packet at one point and tunnels it to another malicious
node in the network. This way beginner assumes that he found the shortest path in the network. This tunnel between two colluding

attackers is called the wormhole [1, 2, and 3]. The seriousness of this attack is that it can be launched against all communication that
provide confidentiality and authenticate .
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Figure: 4 Worm hole attack:

Spoofing: When a malicious node miss-present his identity, thus this manner it will alter the vision of sender and sender change the
topology [1].
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Figure: 5 Spoofing Attack

Rushing attack: In rushing attack, an attacker comes between the route of sender and receiver. When sender send packet to the
receiver, then attacker intercept the packet and forward to receiver. Attacker performs duplicate suppression mechanism and then
sends the duplicate to the receiver again and again. Receiver assumes that packets come from sender so that receiver will be busy
continuously. This way, it reduces the efficiency of receiver [7].
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Figure: 6 Rushing Attack

Fabrication: When a malicious node generates the false routing message. This means malicious node generate the incorrect
information about the route between devices [12].
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Figure: 7 Fabrication Attack

Modification: Malicious node performs some modification within the routing, in order that sender sends the message through the long
route. This cause time delay and communication delay is occurred between sender and receiver [13].
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Figure: 8 Modification Attack
Denial of services: In this form of attack, malicious node causing the message to the node and consume the bandwidth of the network.

The aim of malicious node is to be busy to the network node. This way, if a message from the authorized node will come, then
receiver will not receive the message because he is busy and beginner should wait for the receiver response [14].
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Figure: 9 Denial of Services Attack
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Sinkhole Attack: It is a service attack that prevents the base station from obtaining complete and correct information [9]. In sinkhole
attack, a compromised node tries to attract the data to it from his all neighboring node. Selective forwarding, modification or even
dropping of data can be done by the sinkhole attack [11]

Figure: 10 Sinkhole Attack

Sybil Attacks: Sybil attack refers to the multiple copies of malicious nodes. It may be happen, if the malicious node shares its secret
key with different malicious nodes. This manner the amount of inflated within the network and therefore the chance of the attack is
additionally inflated.. If we have a tendency to use the multipath routing, then the possibility of choosing a path within the network,
those contain the malicious node will be inflated [1, 2, 3].

B¥(CXx----o
" i \\ Syb@oter
q

Sybil voter

collector ! -~ -D@
\_--

honest voter

Figure: 11 Sybil Attack

Gray Hole Attack: A grey hole attack (GH) [24] is a special case of the BH attack, in which an intruder first captures the routes, i.e.
becomes part of the routes in the network (as with the BH attack), and then drops packets selectively. For example, the intruder may
drop packets from specific source nodes, or it may drop packets probabilistically or drop packets in some other specific pattern. As we
noted above, BH and GH attacks are different in nature from packet dropping attacks, where the attacker simply fails to forward
packets for some reason. BH and GH attacks on the other hand comprise two tasks: the attacker first captures routes and then either
drops all packets (BH attack) or some packets (GH attack).
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Figure: 12 Gray Hole Attack

Table: 2 Different Approaches for attacks

S. Approaches Type of Detection Problems
No.
1.
Packet Forwarding Misbehavior Single Black Hole Falsely Accusing
2
Dynamic Anomaly Detection Single Black hole High False Alarm Rate
3
Core Maintenance of Allocation Table Collaborative  black Time delay
Approach hole
4
Neighborhood-Based Approach Single Black Hole High False Positive
5
Bluff- Based Approach Single Black Hole More Time Delay
6
Authentication & Sequence No Based Single Black Hole Limited sequence No
7
REACT (Hash Based Defending) Single Black Hole Resource consumption & Identification
delay
8
Random two-hop ACK Single Black Hole Less Efficient
9
DPRAODV Single Black Hole Time delay & Normalized Overhead
Table: 3 Related Work
Author Attack Solution Remarks
Cerri. D Politec di Milan, | Blackhole Attack SAODV Requires heavyweight asymmetric cryptographic
Ghioni A algorithm
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Seung Yi, Prasad Naldurg, Replay Attacks SAR Require excessive encrypting and decrypting at

Robin Kravets [20] each hop. Discovered route may not be shortest
path

Davide Cerri and Alessandro | DOS, Man in the Middle | Adoptive SAODV | Routing Overhead and High Processing Power,

Ghioni Attack Time delay in establishing routes

Bridget, Brain Neil, Elizabeth | Active Attacks ARAN Cannot defend against authenticated Selfish nodes

Royer, Clay Shields

Chu-Hsing Lin,Tunghai Univ, | Wormhole attack SEAD It doesn’t provide a way to prevent an attacker

Taipei,Wei-Shen Lai,Yen-Lin from tampering with “next hop” columns. Instead,

Huang; Mei- Chun Chou [21] it relies on doing neighbor authentication, which
is bad.

I11. Passive Attack: In passive attack there is not any alteration within the message that is transmitted. There is an attacker
(intermediated node) between sender & receiver that reads the message. This intermediate attacker node is additionally doing the task
of network observance to analyze which kind of communication is goes on. The name of some passive attacks is Eavesdropping,
traffic analysis, and Monitoring [11].

a. Eavesdropping: Eavesdropping is a passive attack, that occurred within the mobile ad-hoc network. The aim of eavesdropping is to

find some secret or confidential information that should be kept secret during the communication. This confidential information may
be privet or public key of sender or receiver or any password [17].
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Figure: Eavesdropping

b. Traffic analysis: In this type of attack, an attacker tries to sense the communication path between the sender and receiver. This way
attacker found the amount of data which is travel between the route of sender and receiver. There is no alteration in data by the traffic
analysis [17].

c. Monitoring: Monitoring is a passive attack in which attacker can see the confidential data, but he cannot change the data or cannot
modify the data [23].

1V. Mitigation technique
Mitigation technique in ad hoc network guarantees to protect from the attacks, security threats and vulnerabilities, like The Multipath
Routing can be effective way to mitigate selective forwarding. Different mitigation techniques for attacks are:

1. Black-Hole Attack: [28] (I) Collecting multiple RREP messages (from more than two nodes) and thus hoping multiple redundant
paths to the destination node and then buffering the packets until a safe route is found. (ii) Maintaining a table in each node with
previous sequence number in increasing order. Each node before forwarding packets increases the sequence number. The sender node
broadcasts RREQ to its neighbors and once this RREQ reaches the destination, it replies with a RREP with last packet sequence
number. If the intermediate node finds that RREP contains a wrong sequence number, it understands that somewhere something went
wrong.

2. Gray-Hole Attack: Mitigated by priority protocols schemes [32]. Whenever a node enters in a Mobile Ad Hoc network IP
allocation is the first step in which the node will get its IP along with initial priority and we have adopted the technique of Prime
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DHCP [25]. Neighbor Discovery is the second step of the proposed scheme. New node will send the HELLO packets to its neighbors
and discover the identity of the neighbors along with their priority. Authentication is the next step of the scheme in which it will
broadcast information about its existence and exchange keys with the neighbors according to the scheme HEAP [26] which is a hop-
by-hop authentication protocol. HEAP authenticates packets at every hop by using a modified HMAC based algorithm along with two
keys and drops any packets that originate from outsides.

3. Jellyfish Attack: (I) 2ACK [23]: The basic idea of the 2ACK scheme is that, when a node forwards a data packet successfully over
the next hop, the destination node of the next-hop link will send back a special two-hop acknowledgment called 2ACK to indicate that
the data packet has been received successfully. Such a 2ACK transmission takes place for only a fraction of data packets, but not for
all. (ii) Credit based systems [28]: This approach provides incentives for successful transmission of some kind of token or credit
which the node might use when it starts sending its own packet.

4. Worm Hole Attack [13]: Geographical leashes & temporal leashes: A leash is added to each packet in order to restrict the distance
the packets are allowed to travel. A leash is associated with each hop. Thus, each transmission of a packet requires a new leash. A
geographical leash is intended to limit the distance between the transmitter and the receiver of a packet. A temporal leash provides an
upper bound on the lifetime of a packet.

5. Rushing Attack: (I) SEDYMO [15]: Secured Dynamic MANET On-Demand is similar to DYMO but it dictates intermediate node
must add routing information while broadcasting the routing messages and no intermediate node should delete any routing information
from previous sender while broadcasting. It also incorporates hash chains and digital signature to protect the identity. (ii) SRDP [34]:
Secure Route Discovery Protocol is security enhanced Dynamic Source routing (DSR) protocol. (iii) SND [31]: Secure Neighbor
Detection is another method of verifying each neighbor’s identity within a maximum transmission range.

6. Cache Poisoning Attack: (I) SAODV [16]: Secure AODV is an extension to AODV protocol that adds each node to exchange
signed routing messages. Each node has its own public key which it uses to sign routing messages. Also SAODV uses hop count as a
metric for shortest-route as AODV and uses hash chains to secure hop count information in route messages. (ii) SNRP [16]: Secure
Neighbor Routing protocol uses security enhanced Neighbor Lookup Protocol (NLP) to secure MANET routing. Newly added node
uses public key to participate in MANET.

7. Sybil Attack: One way of mitigating this attack is maintaining a chain of trust, so single identity is generated by a hierarchical
structure which may be hard to fake. Another approach would be based on signal strength.

V. CONCLUSION
We have tried to categorize the various varieties of unintentional security attacks only supported on their characteristics to

significantly cut back the mitigation amount. By transportation the attacks under these two broad categories the complicacy of naming
additionally reduces. We have also kept a close look on the prevailing algorithms required to mitigate the attacks and have tried to
bind the attacks into categories according to that. Some attacks have characteristics which makes them unsuitable to be categorized
into these categories, so they have been kept away from this topic of discussion for the time being. Further study is in progress to find
out more common characteristics of the attacks a lot of powerfully bind them into these categories and to ably design more powerful
algorithm in mitigating information.
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