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Homomorphic encryption is a form of
encryption that allows you to perform mathematical
operations with the ciphertext and obtain an
encrypted result that matches the result of operations
performed in plaintext. For example, one person
could add two encrypted numbers and then another
person could decrypt the result, without using any of
them. Homomorphic encryption would allow to unite
in one whole a variety of services, without providing
data for each service. Distinguish partially
homomorphic and fully homomorphic cryptosystem.
While partially homomorphic system allows only
one operation — addition or multiplication, a fully
homomorphic cryptosystem supports the
simultaneous execution of both operations, which
allows holomorphe to compute arbitrary Boolean
circuits. [1-8]

The basic steps in the encryption:

8, a, a3 dy
aZl a22 a23 a24
a31 aSZ a33 a'34

aml amZ am3 a'm4

It is obvious that the homomorphism for works
not executed. Because with the algorithm of
encryption is partially homomorphic. Due to the fact
that the algorithm is being built with private key,

Doi: &os¥ef http://dx.doi.org/10.15863/TAS.2015.10.30.1

e Imagine that we want to encrypt the number x
(a small natural number).

o We will choose a random vector v (it will be
our secret key).

e Possible to find a row of the matrix A that will

be true AV =X, i.e., the multiplication of A

on v will give the number x.

o If we want to encrypt a new number y, then
again you will find a row of the matrix A, such
that Ajv=y. Thus we can, with only one secret

key v, and encrypt any number of numbers
where the code of each number is a string
matrix.

e To decode the number, we multiply the matrix
by the vector v secret.

aln vl
a2n v2
aSn V3
a4n V _ V4

Vi
A, v

n

then you first need the secret key. The key length n
may vary depending on the desired strength. The

interval [a,b] is also random.
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CexpeTHeii Koy | Windposarne |Aesm¢poexa|

key.txt
key_new2034.txt
key_new2145.txt
key_new4449. txt
key_new4990. txt
key_new-5.txt
key_new7846. txt
key_newB8704.txt

oNOLhGhhem B
g

Figure 1 — Creating a secret key.

FomomMopdHoe wudposatme — dopma WidpoBaHa, NO3BONAIOWAR NPC Tb ONp EHHDIE MATEMATUHECKME ABNC A
noNy4aThb 3aWndPOBaHHLI PE3YNLTAT, KOTOPLIM COOTBETCTBYET PE3YNbTATY ONEPALI, BHINONHAEMBIX C OTKPLITHIM T

Hanpumep, 0auH Yenosex Mor Bbl CNOXUTL ABa
FomMomopdHoe widposarme No3sonmno bl 06bearHUTL B 04HO LENOE PA3AMUHBIE YCNYTH, HE NPEAOCTABNAR AaHHbIE A7
Pa3snu4atoT YBCTUHHO FOMOMOPQHBIE 1 NONHOCTBIO T
B TO BpEMS KaK YaCTU{HO rOMOMOPdHAA CMCTEMA NO3BONSAET NPOM3BOAUTD OAHOBPEMEHHO TONBKO OAHY U3 ONEpaLyit —

MONHOCTLIO FOMOMOPGHSIE KPUNTOCACTEMbI NOAAEPKMBAIOT OAHOBPEMEHHOE BbinONHeHIe obeux onepaLyii, 4To nossons ,

wiCna, a 3aTem apyron yenosex mor Bbl pacumdposaTi

KpUnTOOMCTEMbI.

ASCIT BepoSTHOCTHBIN MHTEpBan _ i

1095 " -1000  |{1000 | sbrceRTe o

1077 =

}gg |_J -558 750 710 -559 -558 86 -443 -72 178 578

1077 = 3
32 232 824 980 -676 -371 462 -455 -62 -765 -967

igg?, 246 -805 -935 938 -113 -50 203 572 -645 -364

i% 566 771 191 -357 979 117 -910 -280 966 573

1091 400 379 -127 -529 -651 791 -103 -461 -1 465

i% 903 699 -713 -425 856 388 -219 484 485 388

46 120 -556 400 -506 138 -134 736 -837 848 -725

: ol 658 -298 -552 -447 -186 494 819 -121 775 -121
Cont= 874 193 159 207 928 782 55 -572 890 -615 -607 )

Figure 2 — Enter the source text. The transformation of the original text according to the ASCII table and
encrypted text in the matrix.

Conclusion

As a result of the studied encryption algorithms
based on the homomorphic properties and the
conducted research we can draw the following

conclusions:

» The existing encryption algorithms are not
perfect, fully homomorphic encryption algorithm is

still not created.

* Our proposed algorithm encryption has
homomorphic properties of probabilistic addition of
encrypted matrices.

* The proposed algorithm is implemented and
aprobirovany on a computer in Delphi environment.

* When increasing the length of the secret key,
the cryptographic strength is increased more than the
increase in the probability interval.
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CerpeTHBIN Ko LinposaHme Newndposka

Code_¥¥X key.txt

Code XXX key. twt. twt
Code XXX key new4449.txt

Code_XXX.txt

747
-419
69 488
867 11
-43
298 -5
437
-156

6805 533
278 30
993 516

-102
-863
676
-497
307
-358 13
257
570
163

686
934

974
-759
149
932
725
340

-393
-134
822
993
276

-512

-189

187

Code_X¥X key_new4449. bt

633
12

-787 25
911 74
a7
als
869
613
218
-885

522
-256
-4a0
691

924
218

763
-445
-252

856
711

940
an4
587

-887

230
508
771
813
698
872
495
204
587
240
568
a50
-564

874

count = 20

key. et ASCII
key_new2034. bt 1077
key _new2145. bt 1089
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key_new‘l-gg[l.txt 1080
key_new-5.txt 1077
key_new7846. txt 32
key_newﬁ?ﬁ“r.b(t 1082
1086
key_new4449, txt 1085
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5
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-38 TEKCTOM 1
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13 COOTEETCTEYET PESYNETATY
sl OMEPEALMIA, BBINONHAEMEIX C
-0 OTKPEITEIM TEKCTOM,
14 HanpuMep, 0aMH Yenosek Mor Del
CNOAMTE AEE 3EWNDPOEaHHEIX
count= 20 UMCINE, @ 33TEM APYroH HYenosek w

Figure 3 — Decoding of the source text using the correct key.
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Figure 4 — Error decoding data when the error in the secret key.
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