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ON ONE ALGORITHM FOR HOMOMORPHIC ENCRYPTION 

 

Abstract: This paper discusses the implementation issues of homomorphic encryption algorithm in Delphi. The 

resulting algorithm allows to create a probability matrix of the ciphertext. The developed algorithm is efficient and 

test on the texts. 
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Homomorphic encryption is a form of 

encryption that allows you to perform mathematical 

operations with the ciphertext and obtain an 

encrypted result that matches the result of operations 

performed in plaintext. For example, one person 

could add two encrypted numbers and then another 

person could decrypt the result, without using any of 

them. Homomorphic encryption would allow to unite 

in one whole a variety of services, without providing 

data for each service. Distinguish partially 

homomorphic and fully homomorphic cryptosystem. 

While partially homomorphic system allows only 

one operation — addition or multiplication, a fully 

homomorphic cryptosystem supports the 

simultaneous execution of both operations, which 

allows holomorphe to compute arbitrary Boolean 

circuits. [1-8] 

The basic steps in the encryption: 

 Imagine that we want to encrypt the number x 

(a small natural number).  

 We will choose a random vector v (it will be 

our secret key).  

 Possible to find a row of the matrix A that will 

be true iAv x , i.e., the multiplication of A 

on v will give the number x.  

 If we want to encrypt a new number y, then 

again you will find a row of the matrix A, such 

that 
jA v y . Thus we can, with only one secret 

key v, and encrypt any number of numbers 

where the code of each number is a string 

matrix.  

 To decode the number, we multiply the matrix 

by the vector v secret. 
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It is obvious that the homomorphism for works 

not executed. Because with the algorithm of 

encryption is partially homomorphic. Due to the fact 

that the algorithm is being built with private key, 

then you first need the secret key. The key length n 

may vary depending on the desired strength. The 

interval  ,a b   is also random. 
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Figure 1 – Creating a secret key. 

 

 
 

Figure 2 – Enter the source text. The transformation of the original text according to the ASCII table and 

encrypted text in the matrix. 

 

Conclusion 

As a result of the studied encryption algorithms 

based on the homomorphic properties and the 

conducted research we can draw the following 

conclusions: 

• The existing encryption algorithms are not 

perfect, fully homomorphic encryption algorithm is 

still not created. 

• Our proposed algorithm encryption has 

homomorphic properties of probabilistic addition of 

encrypted matrices. 

• The proposed algorithm is implemented and 

aprobirovany on a computer in Delphi environment. 

• When increasing the length of the secret key, 

the cryptographic strength is increased more than the 

increase in the probability interval. 
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Figure 3 – Decoding of the source text using the correct key. 

 

 
Figure 4 – Error decoding data when the error in the secret key. 
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