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BBEJEHUE

(oBpemeHHOe €000LLLECTBO XapaKTepu3yeTca LWmMpo-
KAM TpUMeHeHneM WMHOOPMALMOHHBIX TeXHONOrniA B
pa3nuuHbIx npoueccax. 06nacTb NpuMeHeHUA MHPopMa-
umoHHblx cuctem (UC) noctoaHHo pacteT. B ycnosuax
00NbLLIOA  KOHKypeHLuM pa3paboTumkin  MPOrpaMMHBIX
MPOJYKTOB CTpemATcA 0becneynTb CBOM MPOrpamMMbl
MOLLHOI (YHKLMOHANbHOCTbIO, MPU 3TOM BCE MeHblLe
BpeMeHV yaenalT ux 3aluTe. B (BA3M ¢ 3TUM BO3HMKaeT
noTpedHOCTb B CMCTEMAX 3aLNTbI JAHHDBIX, C KOTOPbIMM
paboTaloT nporpaMmbl 1 camux nporpamm. HecmoTpa Ha
T, UTO y>Ke CyLLeCTBYeT MHOMXeCTBO Pa3NNyHbIX NOAXOA0B
ANA obecneyeHnA 3awuTbl NPOrpaMMHOr0 obecneyenua,
[laHHaA 3a/1aya 0CTAeTCA CeroAHA OHON U3 aKTYaNbHbIX B
chepe MHPOpMALMOHHBIX TexHonoruid. Pa3paboTkm, KoTo-
pble HaleneHbl Ha pelLeHne yKkazaHHoi npobnembl, Tpa-
ANUMOHHO NPUHATO Pa3fenaTb Ha Clepylolume Knaccb:
TexHMueckie (annapatHble), NporpaMMHble 1 KOMMNeKC-
Hble (annapaTHo-nNporpamMmHble) CpeAcTBa obecneyeHus
6esonacHoctn MC. AnnapatHble cpeacTBa 3aluThl mpe-
UMYLLECTBEHHO NpPefCTaBAT 000/ TexHuueckue wnu
C10XHble NPOrpaMMHO-TeXHINYeCKMe PeLenma, TaKkue Kak,
Hanpumep, CnewnanbHble PerucTpbl ANA XpaHeHNA pekBi-
3UTOB 3aLYNThI, YCTPOIACTBA U3MEPEHUA MHANBUAYANbHbIX
XapaKTepucTk yenoeka u T.4. OCHOBHbIMK MeTOAAMM
paboTbl TEXHMYECKUX CPEACTB 3aLiUTbl MOXHO Ha3BaTb
npenoTBpalLeHne Gu3nNyeckoro AOCTyNa K HOCUTENAM
nHdpopmaLmu, NpefoTBpaLLEeHNe AOCTYNA K MHYOpPMALN 1
UC, obHapyxeHue n ONOKMPOBaHWNE KaHANOB YTeYKU MH-
dopmavin. (nctembl 3aLyuTbl TAKOTO KNacca, kak Npasuno,

UMEHT BbICOKNIA YpOBEHb HAAEXKHOCTM, 06MafaoT YCTOiA-
YMBOCTbIO K MOAMQUMKALMI, HE3aBUCMMOCTbIO OT Cybbek-
TUBHBIX (AKTOPOB, OiHAKO He MOryT obecneyntb AoCTa-
TOYHOI TMOKOCTM peLLeHUit, CNOXHbI B peanu3auum u
0YeHb foporoctoAwime. MporpaMmmHble cpeacTBa 3awiuTbl
— 3T0 (MCTembl, paboTalolyne Ha ypoBHe OMepaLyoHHON
cucTembl Wan e€ nogcuctem (Apaitsepbl dainoBoil cucre-
Mbl, paboTa B HyneBom KonbLie 1 np.). K Takum cucremam
OTHOCATCA NPOrpaMMbl, KOTOpble BCTPAUBAIOTCA B UCXOA-
Hblli KOA 3alluLiaemoli CUCTeMbl, HaACTPaNBAKTCA Haj
nporpammubiM - npoayktom (MM), nubo BHeapawTCca B
FOTOBbI MPOAYKT mocne KomnunAuun. Takue cucTembl
334acTyl MeHee [OPOrOCTOALWIME M NPeAoCTaBNAKT, B
33aBUCMMOCTM  OT  MCMONb3yeMblX anroOpUTMOB, BMOJHE
LONYCTUMYI0 CTeneHb HaZeXHOCTU 3awuTbl. lTpumeHenne
NPOrpaMMHbIX CPEACTB 3aLUTbl NO3BONAET HANTA KOM-
MPOMUCC MeXAY YPOBHEM 3aWuTbl (CTeneHblo HafeXHo-
(T CACTEMbI 3aLUUTbI) U CTOUMOCTbIO ee peanusauun n
conpoBoxaeHna. OoHUMU U3 HEMANOBAXKHbIX aCneKToB
Bblbopa cpeacTB 3awutbl MC BbICTynatoT CBOWCTBA CUCTE-
MaTUYHOCTU U MaCLITabHOCTU. ITO 03HAYAET, YTO 3aLLKT-
Has CMCTeMa J0MKHA TMOKO HaCTPaMBaTbCA Ha pasNnuHble
yOI0BMA NPUMeEHeHUA U (TabunbHo paboTath ¢ pasnuy-
HbIMI BIZAAMI POTPaMMHOro obecneyeHus.

0B630P CYLLECTBYHOLLMX NOAXO0/10B

Hanbonee nonynaApHbIMI CErofHA ABAAIOTCA CUCTe-
Mbl B BUfe MOZYJIEN, YCTAHABANBAEMbIX HA CKOMAUAMPO-
BaHHbIA MpOrpaMMHbIii  NPOAyKT. OHM NpeAcTaBnAlT
coboii McnonHAeMble MoK, NepeHOCUMbIE Ha KOMMbHo-
Tep KnneHTa BMecTe ¢ 3awuiiaembim M. Takum o6pasom,
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Kaxabiii 3anyck 3toro [, conpoBoxpaetca 3amyckom
AONONHUTENbHOTO MOAYNA, KOTOPbIA U BbINONHAET QYHK-
umu KoHtpona. CTOMT OTMETUTb, YTO TakUM MeTOA0M
A0CTAaTOYHO CI0XKHO 00eCneynTb BbICOKMIA YpOBEHb 3aLuy-
Tbl OT B3710Ma (BO3MOXHbI aTakn — AeaKTMBaLMA KOHTPO-
nupytoLLero mMoayna, 06xoaHble NyTv 3amycka 3aLyuwiae-
moro MMM u ap.). C apyroit CTOPOHbI, CMCTEMbI, KOTOpble
BCTpauBalTcA B MCXofHbI koA MMM go KomnunAuum, He-
yooOHbl AnA npou3BoAuUTeNs 3TOT0 MPOAYKTa, Tak Kak
BO3HUKaeT HeobXoAUMOCTb 00yyaTb nepcoHan pabote ¢
nporpaMmHbIM uHTepdeitcom (API) cuctembl 3aLUmTbl, 4TO
BNneveT 3a 000/ (MHAHCOBbIE M BpeMEHHble 3aTpaTbl.
Kpome Toro, ycnoxHaerca npouecc TeCTUpOBaHUA Mpo-
rPaMMHOro 06ecneyeHna n CHUKAETCA ero HafieXHoCTb,
TaK Kak Kpome camoro M ownbkm MoxeT cogepatb elLe
1 APl cuctembl 3aLyuTbl UM NpoLeAYypbl, €ro UCMosb3yto-
e, Takue CucTembl ABNAKTCA bonee CTOMKMMI K aTakaM,
Beflb 34eCb NPaKTMYeCKM CYe3aeT YeTKaa rpaHb Mexay
cuctemoit 3awutbl 1 MMM Kak TakoBbIM. CTOUT OTMETUTD,
YTO TaKMe CUCTEMbI 3aLLMTbI JOCTATOUHO CIOXKHDI 1 I0PO-
MM, YTO BbI3bIBAET OLLYTUMOE BO3pacTaHMe LeHbl 3aLiu-
Liaemoro nporpaMmHoro obecneyexns. OgHUMI U3 Hau-
bonee nepcneKkTUBHBIX U HAZEXHBIX MPOrPaMMHbIX peLue-
HUil ABNAIOTCA Te, KOTOPble MOCTPOEHbI HAa OCHOBE MeXa-
HM3Ma BHeAPeHNA NPOrpaMMHOro KoAa B roTOBbIIA UCMON-
HAeMbI MOAYNb NpunoxeHna. K npenmyluectBam Takmx
CMCTeM OTHOCUTCA NPOCTOTA MCNONb30BaHUA, CTOKOCTb KO
B3/10MY, OTHOCMTENIbHO HEBbICOKAA CNIOXHOCTb peanu3a-
UMM anropuTMa 3aluuTbl, YTo 00yCNaBANBaeT mpueme-
MYI0 CTOUMOCTb CUCTEMDbI.

Llenbto paHHON paboTbl ABnAeTcA pa3paboTka
noaxoaa K opranmsaumm 3awmtsl MM Ha ocHoBe MeToga
BHeJpeHua GpparmMeHTa KoJa B MCMONHAEMbIN daiin.

MeToa BHespeHus Kofa noppasymeBaeT WHTerpa-
umio dparmMeHTa Kofa CUCTEMbI 3aLUNTbI B 3aLLMLLAEMOE
npunoxenne [1]. 3awmwaemoe npunoxenne byaem Ha-
3bIBaTb TaKXe poauTenbCckum (unu 6a3oBbiM) npunoxe-
Huem. BHeppAaembiii ¢parmeHT Koja Oyaem HasbiBaTb
moaynem 3awmtbl uan X-kogom. [ina nnatgopmbl Win32
CYLLIeCTBYeT eAUHCTBEHHbI YHUULMPOBAHHBIA (opmaT
ncnonHaemblx Qaitnos, Tak HasbiBaemblii PE (Portable
executable) ¢aiin [2]. PE ¢aiinbl M3HayanbHO NpoeKTMpo-
BaNNCb OYeHb Pa3yMHO, MO3TOMY U3MEHEHNA, (BA3AHHbIE
C NepexofoM Ha 64-OMTHyI0 apxuTekTypy OYayT MUHM-
MaJlbHbl, ! MOXHO CMOKOMHO UCNONb30BaTh AaHHbIi Gop-
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mat. Paj xapakTepHbix 0cobeHHOCTell, NpucyLLmnx Gaitnam
PE dopmara [1, 2] no3BonatT pa3pabatbiBaTb 11 peanu3o-
BbIBaTb 3P $eKTUBHbIE METO/bI BHEAPEHUA NPOrPaMMHOro
KoAa AnA 3awuTbl Npunoxenna. K uncny Takux ocobeHHo-
CTeil MOXHO OTHECTY CEKLIMOHHYH CTPYKTYPY MCMONHAEMO-
ro Qaina, ucnonb3oBaHue (aiinoBoOro BblPaBHUBAHMA.
Cpenw 0CHOBHbIX M Hanbonee YacTo NpUMeHAeMbIX MeTo-
J10B BHeJPEHNA KOZ1a MOXHO BbIAENNTb:

1. BHegpeHue nytem okatua yactu ¢aiina — yactb
NCNonHAemoro ¢aiina OKMMaeTca ¢ NPUMEHeHNeM anro-
putma RLE (nnu bonee coeplueHHoro). B oceoboausLuee-
(A4 NPOCTPAHCTBO MOMELLAETCA BHeapAeMblil Kod. Takoi
MeToZA A0CTaTOYHO NPOCT 1 HAZEXKEH, OFHAKO He NOAX0AUT
ANA oKkaTbix darinos. Kpome Toro, MeToA XapakTepusyetca
3HAUUTENbHLIM BpEMEHEM BbIMOMHEHNA, HE0OX0AMMbIM
Ha pacnakoBbIBaHWe OKATOro KOAa, UTo ABNAETCA Cepbes-
HbIM He[l0CTaTKOM ANA NpuMeHeHus Ha daiinax bonbLioro
pa3mepa.

2. BHeppeHue nyTem pactaxeHua 3aronoska PE ¢aii-
na. CyLWHOCTb anropuTMm 3aKNKuaeTcA B yBeNMUYEHN pas-
mepa PE 3aronoBka ucnonHaemoro daiina u pasmeLLeHum
Ha 0CBOOOAMBLIEMCA MPOCTPAHCTBE BHEAPAEMOr0 KoAa.
[laHHbIi MeToA NpeACTaBAAeT 3HauuTebHble TPYAHOCTH
Npu peanu3auim, Tak Kak pacTAXeHue 3aronoBKa Bneyet
3a C000Ii cepbe3Hble U3MeHeHUA B CTPYKTYpY WCMONHAe-
moro ¢aiina. B 6GonbluMHCTBe peanu3aumii Metoga He
yOAeTCA AOCTUYD HAZIeXXHOCTY, NpUemMeMoil AnA NpoayK-
TUBHOI dKCNyaTaLum.

3. BHempeHue nyTem C03[aHUA JOMOSHUTENBHON
cekumn. MeTog npeanonaraeT co3fjaHue B KOHLe Ucnon-
HAeMOro Qaitna JOMONHUTENbHOI CeKumMK, COAepalLent
BHeqpAeMblil KoA. Takoil MeTog Hanbonee npocT 1 yaobeH,
TaK Kak MpaKTMYeckn OTCYTCTBYIOT OFpaHMyeHns no pas-
Mepy BHeApAeMoro Koaa. B To xe Bpema, anroputm BHe-
APeHUA AOCTaTOYHO NPOCT, UTO NpeaonpeaendeT BbICOKYH
HaJeXXHOCTb anroputma BHeapeHua. OfHaKo, B cuny Toro,
yTO BHEAPAEMbIIi KOA PacrnonoxeH KOMNAKTHO 1 BbIHECeH
B OTJE/bHbIA HECTAHAAPTHBIN INEMEHT (JOMNONHUTENbHYIO
CeKLMI0 K0Ja), METOA XapaKTepu3yeTca HU3KOW YCToum-
BOCTb K B3/10MY.
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PA3PABOTKA METOJA BHEAPEHUA
3ALLMTHOIO KOOA B MPUNOMEHUE
AHanu3 nogxof0B K BHeApeHuIo X-Koda nokasa, yto
NCNONb30BaHWe MeTOfA BHeJpeHUA MnyTeM CO3faHMA
AONONHUTENbHBIX CeKumil OyaeT Hanbonee 3GPeKTUBHBIM.
3aflaua BHeApeHNA Kofia B NPUNOXeEHNe BKNKYAeT [Ba
3Tana: Co3[aHne NPUNOXKeHIs, peanusytLLero Hernocpes-
(TBEHHO O/INH W3 aNropuTMOB BHeAPEHNA NPOrPaMMHOro
KoAa; u pa3paboTka HeobxoauMoro AnA BHeAPeHUA Koaa.
BHeapaemblit X-Kof AOMKeH 0TBeYaTb KeCTKM TpeboBa-
HUAM, NpeabABNAEMbIM CPeflol, B KOTOPYWw OH 6yaeT
BHeapeH. Bo-nepBbix, X-Kog AomKeH ObiTb MONHOCTbIO
nepemelyaem, T0 eCTb COXPaHATb PaboToCnocobHOCTb
He3aBUCMMO 0T 6a30BOr0 aapeca 3arpysku. PeweHnem
3T0il Npobnembl ABNAETCA UCNO/b30BaHME OTHOCUTENBHOI
afipecaumn. Bo-BTopbix, X-Koa He JomkeH MoanpuumMpo-
BaTb CBOW AYeilKM. 3T0 06YCNOBNEHO Tem, YTO MO YMONYa-
HUIO CeKuMA Koda AOCTYMHA TOMbKO AnA uTeHuA. B-
TPeTbyX, Ha X-KOA HAKNAAbIBAKOTCA XeCTKIe OrpaHNyeHua
no pa3mepy. 310 06yC10BNeHO 0COOEHHOCTAMM 3aLyyLLae-
moro ¢aiina. Takum 06pa3om, BBOAUTCA KpuTepuii fonyc-
TUMOCTM BHEAIPEHNA:
Ximer = Oug + S + Sop+ (Ns + 1) * sizeof (lM-
AGE_SECTION_HEADER);
Xivee < min (Ops),
rae Oys (OffsetOfHeaderBegin) — cmewweHue 3aronos-
Ka oT Havana Qaiina, Sw (SizeOflmageHeader) — pasmep
3aronoBka ¢aiina, S (SizeOfOptionalHeader) — pasmep
onuuoHanbHoro 3aronoska, Ns (NumberOfSections) —
KONUuecTBO  3anmuceii B Tabnuue  cekuwii, IM-
AGE_SECTION_HEADER — cTraHaapTHas CTpyKTypa, Onncbl-
Batowas cekumto PE daiina [3], Ops (OffsetOfDataSection) —
CMeLLeHNe AaHHBIX CeKLN, OTHOCUTENbHO Hayana daina.
U3 (1) BUAHO, uTO BHEAPEHME BO3MOXHO, eI BCTpau-
BaeMblii koA (Xwp) MeHblue Nubo paBeH «CBOOOAHOTO»
NS BCTaBKM MeCTa.
[JlononHuTenbHylo TpyaHOCTb NpeacTaBnAeT Co6oit
T0, UTO BHepAEMbIN KOZ He JOMKeH 3aiepXnBaTb ynpas-
NeHue Ha ANUTEeNbHbIRA Nepuod BpeMeru. Takium obpasom,
NpeanonoXum, 4to AnA 6onbLLeii yCTOUMBOCTY K B3NOMY
HeobxoauMo, uTob BHeApAeMbIil KOA 3aLUMTHON CUCTEMbI
ObiN MaKcMManbHO ONTUMM3NPOBAH, Kak No pa3mepy, TaK
1 N0 BpeMeHM paboTbl.

(1)

Paboty cucTembl 3alWMTbl Ha OCHOBE MpUHLMNA
BCTPanBaemoro KoJia MOXXHO OnicaTb B BUAE AnarpaMmbl
AeATeNbHOCTH, KOTOPaA Npe/cTaBeHa Ha pUcyHKe 1.

Mpu 3anycke pOAUTENbCKOTO MPUNOXEHMUA, B KOTO-
poe UMNNEeMEHTUPOBAH KOZ NOACUCTEMbI 3aLLuThl, YNpaB-
NeHne nepefaeTca Ha onpeaeneHHblit gparmeHT atoro X-
KoAa. X-KoZ BbiNONHAET NPOBepKy pa3peLLeHna Ha 3anyck
pOANMTENbCKOr0 NPUNOKEHUA B COOTBETCTBIN C 3aJaHHbI-
Mu Kputepuami. MockonbKy cuctema 3alluTbl N03BonAeT
yC(TaHaBNMBaTb pasfiMyHble KOMOMHALMW Kputepues, To
MpoBepKa peanu3yeTca B BiAe MHOMOLIAroBoro npouecca.
B cucteme npepycmotpeHbl CedytoLne KpUTepun 3awu-
Tbl: OFPaHMYeHUs MO YMCUTy 3aNYCKOB, OPaHUYeHUA Mo
BpeMeHN CNONb30BaHINA, OrPaHNYeHNA N0 KONNYeCTBy
nonb3oBaTeneli eMHOBPEMEHHO paboTalLLmMX C CucTe-
MO, COCTaBHble OrpaHUYeHNs, ABNAWLLMECA KOMOUHA-
LMAMN BbiLLENepeyncneHHbIX.

[N KOHPUIrypupoBaHNA MexaHU3Ma 3aluTbl npo-
TPaMMHOT0 KOMM/EKCa MCNoNb3yTca nnueH3un. JlnueH-
314 Kaxzaoro BuAa NpefoCTaBAAeT Noib30BaTeNio NpaBo
NCNonb30BaHNA GyHKLMOHANA MHHOPMALUOHHON CUCTEMDI
B nepefenax OrpaHUYeHuii, YCTaHOBNEHHBIX NNLEH3MeNA.
[porpamMHbIii  KOMNAEKC NOAAEPKUBAET  HECKONbKO
BMAO0B NULEH3MIA. B KauecTBe Kputepues 3aluTbl Npuno-
KeHUA UCNONb3YITCA «BpemMA XU3HW» (npeanonaraetca
OrpaHMYeHHbII CPOK MCNOb30BAHUA 3aLLMLLEHHOTO Npo-
rPaMMHOT0 MPOAYKTa OT MOMEHTA YCTaHOBKM), «BpemA
NCNONb30BaHNA», KONMYECTBO 3amyCKOB M KOMUYECTBO
nosib3oBateneli, eANHOBPEMEHHO paboTarolmx C CucTe-
Moii. JlononHuUTeNnbHONM onuueid ABAAETCA TUN NNLIEH3UN
«KomnbtoTep». OrpaHNYMBAIOLMM KpUTEpUEM 3TOW Nu-
LieH3Un ABNAETCA KOMMboTep MOb30BaTeNa: NULeH3MA
cogepxut B cebe Habop JaHHbIX, YHUKANbHO UAEHTUU-
LMpYIOLLMIA KOMNbOTep MOAb30BaTeNa W 3anpeLuaer 3a-
MyCK 3aLUMLLEHHOr0 NPUNOXEHUA Ha APYrUX KOMMbloTe-
pax. lpu KoHGUIrypupoBaHMI CMCTEMbI MOXHO ChOpMUPO-
BaTb KOMMJEKCHYI0 NULeH3M0, NpeAcTaBaAoLlyo coboli
KOMOMHALMI0 HECKONBKIAX NPOCTbIX IMLLEH3NIA.

Ecnu npu npoBepke yA0BNETBOPAIOTCA BCe KpUTEpUM
3aLWTbI, TO BbINONHAETCA BO3BPAT YNpaBNeHNA poauTeNb-
CKOMY NPUNOXEHNI0 ANA AanbHeillweli paboTbl, B NPOTUB-
HOM Cllyyae eCln Kakue-To U3 KpuUTepueB 3aLuTbl Npuno-
KeHUA He YAOBNETBOPAKTCA, TO paboTa 3awuiiaemoro
MpOrpamMMHOro MpoAyKkTa npekpaiyaetca. Knaccnueckum
nyTem 3aBepLUeHns B JaHHON CUTyauuu ABNACTCA BblJaya
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UHOOPMATMBHOTO COOOLLEHNA O HEBO3MOXHOCTU paboTbl
NPOrpamMMmHOro NpoayKTa B TekyLuem okpyxeHun. OfHaKo
[NA CKpbITUA QaKTa 3aLyuThbl CUCTEMbI C Lieblo yMeHblLLe-
HUA NOMbITOK, U KaK CNefCTBUE, BEPOATHOCTU B3NOMa
NPeAnoXeH anbTepHaTUBHbIA noaxod. CyTb AaHHOro nog-
X0[d OCHOBbIBAETCA HAa TOM, YTO ynpaBneHue MOTOKOM
BbINONHEHWA NepefaeTca B U1yyaiiHylo NO3ULNI CerMeHTa
Koja 3alluiLaemoii cuctembl. B 3Tom cnyyae, npu ucknto-
YEHUN M3 YMCUIa BO3MOXKHBIX MO3MLMA MCXORHON TOUKM
BX0Ja, TaKoe /ielicTBIe MOBJeYeT 3a C000Ii HeKOppeKTHoe
3aBepLUeHIe POAUTENbCKOro NpUNoXKeHua. ina nonb3oBa-
Tena 310 bydeT oToOpaXaTbCA NPOCTO KaK BHYTPEHHAA
owwnbKa NpunoXeHus, a AnA NOTEHLMANbHBIX HapyLLNTe-
neli CKpoeT GaKT 3aLLuT.

Bbizos
3awuuieHHoro
npunoXxeHuns

Mposepka npas
3anycka
npunoxeHus

Mepexsat
ynpasneHus
X-koaom

Banyck pasp H?

Peructpauus
3anycka
3aWnUTHbIM
moaynem

Bblaaua
coobLeHus
nonb3oBaTento

Bosspar
ynpaBneHus
6asosomy
NPUMOXEHMIO

3aBeplueHve
paGoThbl
NpuUnoXeHus

é

PucyHok 1 - luazpamma 0esmenosHocmu cucmemsi 3a-
wumer M1

C uenblo NOBbIWLEHUA HAJEXHOCTI, cucTemMa Obina
CHabxeHa NPEBEHTUBHbIM  MEXaHU3MOM  AIarHOCTUKK
HapymeHm?l B cncreme 3alliutbl. AJ'IFOpI/ITM pa60TbI noa-
CUCTembl HPEBEHTMBHOVI ANArHoCTKN 0CHOBAH Ha npume-
HEHUW NnapameTpuyeckoro KOHTponA. CyTb npeanaraemoro
MeTo/la NapaMeTpuyeckoro KOHTpOnA 3dKniYaerca B

aiegylowem. Kaxpomy i-My KpUTepmIo 3aLLUTbl CTaBUTCA B
CO0TBETCTBME 3afaHHblii KoadPuumeHt (KSi), xapaktepu-
3yl CI0XKHOCTb B3M10Ma (CTOIKOCTb) JAHHOTO KpuTe-
puA. BmecTe ¢ nuueH3nel nonb30BaTenio BbIAAETCA «Kpe-
ANT [l0Bepus» — KoIhOULMEHT, XapaKTepusyloLuii noge-
AeHue nonb3osatena (KD), npu nepsom obpaleHnm knu-
€HTa PaBHbIil HEKOTOPOMY HauanbHOMY 3HaueHuto KDo. Ha
0CHOBE UHOPMALMN 0 TUNE NULEH3NM ANA KaXKAOTO Cy-
yaA TeHepauuu NNLEH3UM PacCUMTBIBAETCA MOPOTr ee
B3N10Ma — KOIQGULMEHT B, KOTOPBbIN paccunTbIBAETCA Kak
CYMMa CTONKOCTEI MCMONb3yeMbiX KpUTepues:
B= 2KS,,i-

rZie N — YNCN0 KpUTEPMEB UCMONb3yeMbIX B INLIEH3IN.

lopor nuueH3MN XapakTepusyeT MakcMManbHoe
BO3/€NCTBIE HA MeXaHu3Mbl 3awmTbl M1, npu KoTopom
MPOAYKT 0CTaeTCA rapaHTUPOBAHHO 3aliMLLieHHbIM. Koraa
ucTemMa  0OHapYXMBaeT MOMbITKY B3MOMA HEKOTOPbIX
KpuTepueB, TO BbIYNCNAGTCA YPOBEHb MOTeHLUANbHON
yrposbl (a):

(2)

ILn,

a= XKS,, i-Tm, (3)
rZie M — YUCI0 KPUTEPUEB NOABEPraeMblX B3NOMY.

B cnyuae, eam (B — a) > KD, To cuctema Bbigaet
npedynpexaeHue nonb3oBaTenio «0  MOTeHLNANbHOI
yrpo3e B370Ma ¥ BO3MOXHOM OTKa3e B MCMOMb30BaHUM
npunoxenna». Ecwm (B — a) < KD, To cuctema bnokmpyet
paboty 3awmiaemoro npunoxeHus. Mpu nonbiTke B3noma
TaKXe OMOBELLAeTCA LieHTpanbHaA 0a3a AaHHbIX, XpaHA-
Waa UHOOPMaLMI0 O 3aLUMLLEHHBIX MPUNOXKEHUAX, U B
JanbHeliLeM Npu BblAaue NMLEH3UM NONb30BaTeNb NoMy-
YT NOHIKEHHDIN <KPeAUT AOBEPUSY.

Kak Obino onpefeneHo paHee, OBHUM W3 BaXHbIX
(BOWCTB CUCTEMbI 3aLMTbl ABNAETCA €€ BO3MOXKHOCTb
NPUMEHATBCA B PA3NMUHBIX YUI0BUAX ANA PasNnNyHbIX
BMJO0B MpOrpaMMHoro obecreyeHns. ITu TpeboBaHuA
6binn opHUMI U3 6230BbIX MU pa3paboTke NporpammHo-
ro Komnnekca 3awutbl. [Ina JOCTUXEHNA NOCTaBNEHHON
3aZlaum B cucteme ObnN peanu3oBaHbl ledytolmne (BOiA-
(TBa: MCMONb3YeMblii MeXaHU3M 3aLiuTbl NPUMEHNM K
OONbLNHCTBY NporpamMmHoro  obecneyeHus, Hanuuue
TMOKOA CMCTeMbl HAaCTPOWKI KpUTepUeB 3aLuTbl, MIAHU-
ManbHaA 3aBUCUMOCTb OT Cpefbl (MaLLMHbI) MCNONHEHNA.
B03MOXHOCTb MpUMeHeHUs MeXaHU3Ma 3alluTbl K pas-
NIMYHBIM TUNAM MPOrpamMmHoro obecneyexns obyciosneH
TeM, 4To NpUHLMN paboTbl BCeX UCMONHAEMbIX (aitno Ans
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nnatdopmbl Win32 eauH, 1, Kak CnefcTBue, eCTb BO3MOX-
HOCTb YHUGULMPOBATL METOAbI 3aLUTbl W pacnpocTpa-
HUTb UX Ha Bce Win32-npunoxenna. Ha gaHHom >Tane
NAeT MccnefoBaHne paboTbl MexaHM3ma Ha 64-OMTHbIX
nnatgopmax. Kak yxe ykasblBanocb paHee, cucrema 3a-
WuTbl 06nagaeT BO3MOXHOCTbIO YCTaHaBAMBATb Pa3nny-
Hble KpUTepUN 3aLMTbl U UX KOMOUHALMNK, 4TO NO3BONAET
rnbKo HacTpauBaTb ee Ha HyXAbl Monb3oBaTena. 3a cuer
OTCYTCTBUA [ONOSHUTENbHBIX PecypcoB, KOTopble MOryT
ObITb 3aBMCMMbI 0T paboyero Mecta, pa3pabotaHHaa cuc-
Tema 3aLynTbl MUHUMU3NpYeT TpeboBaHNA K Cpefe ucnon-
HeHuA.

OCOBEHHOCTU PEAJIU3ALIA NPOTPAMMHOIO

KOMMEKCA 3ALLUTBI NPUNOMKEHMI

Pa3pabaTbiBaeMblii UHTerpupyemblii KOMNNEKC 3a-
WMTbl MPOrPaMMHbIX MPOAYKTOB peanu3oBaH B Buje
nporpammHoro komnnekca «License Control» (LcCtl), koTo-
PbIii COCTOMT U3 UTEAYIOLMX MOAYTIEN:

o [(tl (XCode) — mopynb npoBepku, NpescTaBnset
coboii nCNoNHAeMbIii KOfi, KOTOPbIA BHEAPAETCA B 3aLuu-
waemoe npunoxenue. Kog ICtl opranuzosaH B Buge Jo-
MONHUTENbHON CeKLMN KOAa U COfepXuT B cebe BCe AaH-
Hble, HeobXoaMMble ANA ero HOPMaNbHOTO GYHKLMOHMPO-
BaHMA. YacTb JaHHbIX, HAXOAALLMXCA B ceKumm, popmupy-
€A UHAUBUAYANbHO, B 3aBUCUMOCTI OT KOHKPETHOrO
3aWMiLaeMoro (aitna, Bo BpeMs BHepeHna Koaa.

o [cCtl (Injector) — Mmomynb 3awWuThl, 0becneunsaet
BHeapeHue Koaa ICtl B Teno 3awmwiaemoro npuaoXKeHusa.
[Jletanu peanu3aummu MoryT BapbupoBaTbCA B 3aBUCUMOCTH
0T MCNONb3yeMOii NNATGOPMbI U TEXHUYECKUX XapaKTepu-
CTUK paboyeli CTaHLN IMLLeH3MPOBAHMA.

o [cCtl Admin — momynb afMWUHUCTPUPOBAHMA,
npeactasnAetr coboli npunoxeHue, obecneunBaioLlee
YAOOHDII MHTepelic ANA HACTPONKI 3aL4UTbI POAUTENb-
CKOTO MpUNOXeHNA (BbI6OP poaUTeNbCKOTO NPUNOXKeHUs,
BbIOOP KpUTEpUEB U T.1.).

o [clnstall — momynb wHCTannATop, NpeacTaBnset
coboii MpunoXeHue, MNO3BONANLLEE YCTaHABAMBATL U
KoHdurypuposatb komnnekc LcCtl Ha KomnbloTepe KoHey-
HOro NoIb30BaTeNA B aBTOMATUYECKOM pexume.

(xema B3aMOZelCTBIA ONMCaHHbIX MOAYNeil npea-
(TaBJleHa Ha pUCYHKe 2 B BiAe AMarpaMmbl pa3BepTblBa-
HUA.

[aHHble 0 nuueHsnm

LcCtl Admin

—
MaHHble o PE daiine

ICtl

LcCtl K—Kon KoHTpongM
21}
@ rBHS.ElDEHVIe
Sawuuaemsii o
% PE dann

3awmuwenHbii PE dainn
Bawwnwaemblt | Kog
PE dann ICHl
_
MpoBepka ycrnosuit
Ucnonb3oBaHua
@ PeecTp
% knuentckoro MK
a)
JaHHble 0 NUUEeH3Nn——>
————— LcCtl Admin
JHaHHble o PE danne
ICtl
LcCtl K—Kop KOHTpOnﬂM
2 B,
S A
. I rBHenpenm%
V Bawumwaemblin KowdurypuposaHnue
PE daiin MoAyns UHcTanauuu
NA1
BawumwerHbln PE dain Lelnstall
Bawmwaembli Koa
PE daitn Ictl [No6aeneHue knioyeil 8 peectp
Mposepka ycnosuii
MCnonb3oBaHNs
@ Peectp
% knuenTckoro MK

PucyHok 2 — Cxema 83aumodelicmausi MoOysieli cucmembl:
a) nepebili eapuaHm ycmaHosku 1; 6) emopoli eapuaHm
yCMaHosKu.

(nctema No3BONSET HACTpanBaTb UCMONb3yemoe Mpo-
rpaMMHoe obecrieyeHme pannuHbIMi criocobami. KoHdury-
paLys 3aLWTHBIX OrpaHIYeHNiA CUCTeMbl MPOU3BOANTCA 110
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3Tana YCTaHoBKM 1 JKCMyaTaLlu. YCTaHOBKA CUCTeMbl BO3-
MO>XHa B f1ByX BapuaHTax. [lepBblil noaxoa npeaycmatpupaet
KOHQUrypupoBaHue CuCTeMbl, BHEpeHUe WCNONHAEMOrO
koga ICtl B 3alwmiaemoe NpUROXeHNe 1 reHepauma Kityei
Ana actemHoro peectpa Windows, cogepxaluye faHHble,
HeobXoaumble A NOSHOLEHHOrO (YHKLMOHUPOBAHUA CUC-
TeMbl. [1pn TakoM NoaXofe ecTb BO3MOXHOCTb UCMONb30BaTb
C0OCTBEHHDbIN MaKeT YCTaHOBKM, AONONHEHHbIA HeobX0AMMbI-
MU Kntoyamu (cv. puc. 2a). Bropoii noaxoa B otamume ot
NepBOro OCHOBaH Ha KOHGUIypUpoBaHUN MOAYNA UHCTanNA-
umn Lelnstall, kotopbiii B AanbHeiiem no3BoaseT NPou3Bo-
AUTb VHCTANNALMIO 3aLLMLLEHHOT0 MPOAYKTa W HACTPOIAKY
KOMMbIOTEPa KOHEYHOTO KIEHTa B aBTOMATUUECKOM PeXxiMe
(cm. puc. 20).

Mockonbky cuctema o6nagaer LWMPOKUMU BO3MOX-
HOCTAMI MO KOHPUIYpUpOBaHMI0 U NpeaocTaBnAeT cpen-
(TBa 1A 3aLUMTbl Pa3NIMYHOr0 MPOrpaMmHoro obecneye-
HUA AnA 60bLLIOro YMCNa Nonb3oBatenei, 370 Npeanona-
raeT xpaHeHue n 06paboTky 60nbLKMX 06bEMOB faHHbIX. B
peann30BaHHOM MPOrPaMMHOM KOMNJeKCe BCA MHQOP-
MaLyA 0 KINeHTax, UCNOMb3YI0LLKX 3aLLMLLEHHbIe MPOAYK-
Tbl, 3aLMLLAEMbIX NPOJYKTAX, a TAKXKe (BeAeHUsA 0 KOHU-
rypaumun KaXgoro npoAykTa XpaHatca B 6ase AaHHbIX. B
COYETaHNM CO BCTPOEHHOI CMCTEMOIA 0TUYETOB, 3TO N0O3BO-
nAet 3QdekTBHO ynpaenATb paboToilt komnnekca. [ns
obecneyeHns MakcMManbHOro ObICTPOAEICTBUA CUCTEMbI
npu BO3MOXHbIX 00MblWKMX 00bemax AaHHbIX Obina Bbl-
nofHeHa paboTa no onTMMuU3aumMn Moayna 6asbl faHHbIX.
B npouecce ontumn3awum 6bina cnpoekTUpPOBaHa COOTBET-
CTBYIOLLAA BHYTPEHHAA CTPYKTypa 0a3bl fJaHHbIX 1 nog06-
paHbl TeXHNYeCKue CpeAcTBa eé peanusaumim.

BbiBOAbI

B npouecce co3panua Komnnekca 6bin pa3paboTaH u
MPOrpaMMHO Peaniu30BaH MeTOZ BHEAPEHNS 3aLLUUTHOTO

JINTEPATYPA:

Koda B MCMONHAEMbIA (Gaiin ANA OpraHM3auumn pasrpaHi-
YyeHus goctyna.

B pabote Obinu nonyyeHbl cnepytoLme pesynbTatbl:

® [JOCTUTHYTa NONHAA UHTerpaLmna KoAa 3aLlUTHOro
MOAYNA 1 POANTENBCKOTO NPUNOXKEHIA, UTO CyLLeCTBEHHO
YMEHbLUAET BO3MOXHOCTb MOTEHLMANbHOTO B3N10Ma;

® NpejnioxeHa ABOIHAA CUCTEMA 3aWUTbI MHOP-
MaLuu 0 BbIAAHHON NNLIEH3NM, UTO NPAKTUYECKN MCKMI0-
YaeT BO3MOXHOCTb B37I0Ma U U3MeHeHA 3TOil MHHOpMa-
umn. Mpn ycnoBum, Yto cama NNLEH3MA COREPKUT MUHI-
MaNbHO BO3MOXHbIil MONHbII Habop MHPOpMaLMK, N03BO-
NAKLLWIA FapaHTUPOBATb 3aLLUTY NPUNOXKEHUS;

® NpeAnoXeH MeXaHN3M Ierkoro UHTerpupoBaHua
MOAYNA AAMUHUCTPUPOBAHUA B Pa3NINuHble NPUIOXKEHNS,
yTO MO3BONAET C03AaBaTb MHTEPAKTMBHbIE pacnpedeneH-
Hble CUCTeMbl YNpaBneHnA NPUNOXeHNAMY;

® BbLINONMHEHA ONTUMW3ALMA BHeApAeMOro Koga
MOZYNA 3aLLKTbI, YTO N03BOAAET MUHUMI3NPOBATL BpeMA
3a/lepXKKn NpU 3arpy3ke NpUNoXeHuA, KoTopoe Heobxo-
AUMO A NPOBEPKM KpUTEPHEB;

® npeanoxeHbl rubkue cxembl (GOPMUPOBAHUA
KpUTepueB 3aluuTbl Ha WCMONb30BaHNE POAUTENbCKNX
MpOrpamMMHbIX NPOAYKTOB, a TaKXe Pa3NnyHble BapUaHTbI
WHCTANNALMM CUCTEMbI 3aLLMTbI, KOTOpbIE NPeaoCTaBnAT
BO3MOXXHOCTW ANA NPUMEHEHNA NPOrPaMMHOT0 KOMIeK-
ca LcCtl B pa3nnuHbIx ycnosmax.

[peanoxeHHas cuctema 3awynTbl MHPOPMALMOHHBIX
wctem «License Control» pewaet 3ajauy obecneyeHus
NHTeNNeKTyanbHoil CoOCTBeHHOCTM pa3paboTumka npo-
rpaMMHOro obecneyeHns 1 NpeoTBPALLEHNA HECAHKLNO-
HUpOBaHHOro ucnonb3oBaHuA M. B xofe KOMNbIOTEPHbIX
3KCNepUMEHTOB  Obin  NOATBEPXKAEHbl  BblABUIaeMble
rUnoTe3bl 0 HAAEXHOCTI Npeanaraemblx pelueHuit. Mexa-
HWU3M CaMOJMArHOCTUKI CUCTEMbI 3aLUNTbl HAXoAUTCA B
CTafiM OMbITHON KCMAyaTaLUn rpynnoil He3aBUCUMBIX
cnewmanucros no s3nomy .
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