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Annomayusa. B pabote paccMOTpeHbI OCHOBHbIE ITPOOJIeMbl NH(POPMAMOHHON 0€30I1aCHOCTH
Cpelbl BBIMOJIHEHUS OMepaliMoHHoi cuctembl Android, chopMysrpoBansl TpeOOBaHHS K CHCTEME
ayaMTa cpellbl BBINOJIHEHHS. B Xolle sKkcnepruMeHTalIbHBIX HCCIEIOBAHUN MPOU3BEICHA OLIEHKA
2178 ysa3Bumocreit OC, a Taxke NpoaHanu3upoBaHbl 659 mnpuiokeHuil Ha 20 MOOMIIBHBIX
yCcTpoiicTBax Ha Hanu4ue aeeKToB 6e30macHoCTU. Pe3yabTaThl IpoAEeMOHCTPUPOBAIN KPUTHUECKH
HU3KUI YpOBEHb 3aIUThI cpebl BoinoaHeHnss OC Ha BceX TECTUPYEMBIX YCTPOWCTBAX.

Abstract. The paper considers the main problems of information security of Android OS
execution environment and defines basic requirements to execution environment audit system.
During experimental studies assessment of 2178 OS vulnerability assessment was made, also were
analyzed 659 applications of 20 mobile devices for the presence of security defects. The results
have shown a critically low protection level of OS execution environment on all tested devices.

Kniouesvie cnosa: cpena Boimonnenus, Android, ys3BUMOCTb.

Keywords: execution environment, Android, exploit.

Cpena BBINIOJHEHUS OTICPAIIMOHHON CHCTEMBI SIBISICTCS OTHUM M3 KIIFOYEBBIX JJIEMEHTOB
0001  ONEpPallMOHHOW CHCTEMBI, TPEIOCTaBIsAs BO3MOXKHOCTH BBIMOJHEHUS TPHIOKCHHH,
HE3aBHCUMO OT SI3bIKa TPOTPAMMHPOBAHHSI, HA KOTOPOM OHH OBLTH peaTi30BaHbI.

Kaxmoe mpunoxenuss 8 OC Android ucmonssyer cBoto cpeay BeimoiaHenus (CB OC),
3arpy’kaeMylo B NaMsATh YCTPOWCTBa B mporecce 3amycka npuiokenus. CB OC ocymecTsiser
MOJITOTOBKY K BBITIOJTHCHUIO M BBITIOJIHEHUE TPUIIOKEHHS Ha YCTPOWMCTBE, B XOJ€ KOTOPOH MOXET
OCYHIECTBIIATLCS ONTUMH3ANUs U KoMmwisiius koxa. Takxke k ¢ynkuusim CB OC ortHOCHTCS
yYCTaHOBKa MPHWIOKEHHS Ha yCTpoucTBO. [lo Mepe pasBuTHs omepaioHHOW cuctembl Android
MeHs1ach apxurekrypa CB OC:
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—B OC 1o Bepcuu 2.1 ucnonb3oBaiach BEHICOKOypoBHEBass BM, uHTepripeTupyromas 6aiT-Koa
(Dalvik);

—B OC 1o Bepcuu 4.4 ucnonbp30Baiack BEICOKOYpoBHEBas BM, uHtepnperupyomias 6aiiT-kozq
C OIHOBpeMeHHBIM ucnonb3oBanueM JIT kommusuu (Dalvik);

-8 OC gm0 Bepcum 6 HCMOJIB30Bajach HHU3KOypoBHeBass BM u Habop NOIKIIOYAEMBIX
oubmmorek ¢ monHor OAT kommussiimii 6anT-koma (ART);

—B coBpeMeHHbIX Bepcusix OC npuMeHeHsieTcsi Hu3koypoBHeBas BM 1 Habop nmoJkIiIrouaeMbIxX
oubmmorek ¢ yactuyaoit OAT kommusnueit 6aiiT-koaa ¢ npumenenuem Jl T-kommuisitopa (ART).

[Ipu aTOM caMm mporecc 3arpy3Ku CpeJibl BHITOTHEHUS OCTAETCS HEU3MEHHBIM.

Ha coctosaue 6e3omacHoct CB OC cyliecTBEHHOE BIUSHUE OKAa3bIBAIOT OCOOCHHOCTHU
MOOHJIBHBIX YCTpO#CTB Ha KoTopbix mcnonbdyercss OC Android [1], Takue kak MUHUATIOPHOCTB,
MOOUJIBHOCTb, ~ OTPAHMYEHHOCTh  BBIYUCIUTEIBHBIX  PECypcOB, a  TaKkKe  BHOCUMBIC
MIPOU3BOAUTEISIMU MOOMIIBHBIX YCTPONCTB MOAU(PHUKAIIUHN ONIEPALIMOHHONW CUCTEMBI.

Ataku Ha CB OC peanusyrorcsi yepe3 YsI3BUMOCTH MOJIb30BATEIbCKUX TMPUIIOKEHUN U UX
BHEIIHUX KOMIIOHEHTOB, KOTOpPbIE B OCHOBHOM BBI3BaHBI HHU3KHM KadeCTBOM pa3pabOTKU W
TECTUPOBAHUS MOOWIBHBIX TPOAYKTOB [2], @ HWMEHHO: HEKOPPEKTHBIM HCIIOJIb30BAaHUEM
w1arGopMbl, HeOE30MaCHBIM XpaHEHUEM U Tepefadyell JaHHBIX, HeO0e30macHON ayTeHTHU(PHUKAIUI U
aBTOpH3aIUii, UCTIOJIH30BAHHEM AJITOPUTMOB C HU3KOM KPUOTOrpadUUYecKOi CTOMKOCTHIO, HU3KUM
KaueCTBOM, HaJMYMEM CKpPBITBIX (yHKOMHA. MHOXECTBO NPEACTABICHHBIX  yS3BHMOCTEH
paccMoTpeHbI B pabotax [3-4].

Jliia peanu3zanuu yrpo3 B psije cliydaeB Jlake He HYXeH JOCTYIl C YPOBHEM aIMUHUCTPATOPA.
Takue omepanuu Kak ycraHoBKa apk—daiiioB, coiepkaiiux BPEAOHOCHBIH KO, MEpEyImakoBKa
neranbHbIX apk—daiinoB, 00xoq moAMHMCEH MPHUIOKEHHH W HCIHOIB30BAaHHUM H30BITOUHBIX
pa3penieHnii MOTYT OBITh BBIITOJHEHBI C UCTIOIB30BaHHEM TIOJTHOMOUUH PSAOBOTO TOJIH30BATEIIS.

B CB OC perymsipuo BwisBIsitOTCS omuOku. Hampumep, ¢ cpeau Hanboliee KPUTHUHBIX
YA3BUMOCTEH MOXKHO BBIJICIHUTD:

—ysi3eumoctb CVE-2017-0780 [5], xoropas MO3BOJISICT 3JIOYMBIIUICHHUKY —BBI3bIBATh
3aBHCaHUE MPHUIIOKEHUS TIPU €TO BHITOIHEHNUH C TIOMOIIBIO CIIEIMAIFHO CO3JAaHHOTO (haiina;

—ysi3Bumoctb CVE-2017-13309 [6], xoTopas MO3BONSET MOIYYUTh [OCTYNl K JAHHBIM,
OTKPBITBIM TOJIBKO JJISi YCTAHOBJIEHHBIX Ha YCTPOWCTBE MPHUJIOKEHUH, KOTOpble 007aaatoT
HEOOXOIMMBIMU pa3pelIeHHUSIMHA;

—ysi3eumoctb CVE-2017-13176 [7] u CVE-2017-13274 [8], xoTOpbie MO3BOJISIOT OOOWUTH
TpeOOBaHUS K B3aUMOAEHCTBUIO C IMOJb30BAaTENEM M TMOIYYUTh JOCTYN K JOHNOJIHHUTEIbHBIM
pa3peLIeHusIM;

—ysi3eumocTb CVE-2016-6703 [9], xoTopasi mO3BOJISICT BBIMOJHITH MPOU3BOJBHBIA KO B
KOHTEKCTE HETPUBUIICTMPOBAHHOTO MPOIECCa C MOMOIIBIO CHCIUATBHO CO3aHHBIX JaHHbBIX).

B OC Android peanuzoBaHa MHOTOYpOBHEBasi CHCTeMa O€30MACHOCTH, pealn3yroIasl
MIPUHIIMI TPEIOCTaBICHUS MUHUMaNbHBIX mpaB. 3ammTta CB OC nomonnena texHonorusmu DEP
(mpemoTBpaliieHHe BBITOAHEHUs MaHHBIX, Data Execution Prevention) u ASLR (mpenotBpaiiieHue
BBIMOJIHEHHSI KOJIa U3 HEUCITONMHAEMBIX oOmacteit mamsitu, Address space layout randomization).

OcnoBuble mporeccsl CB OC, BO3MOXHBIE Yrpo3bl M MEXaHM3Mbl 3aIllUThl OT HHUX
npencrasieHsl B Tabnure 1.

Ilon aynurom wuH(pOpMaMOHHON Oe3omacHOCTH OylneM TIOHMMaTh OLEHKY TEKYILEro
COCTOSIHUSI CHCTEMBI MH(POPMAIMOHHOW OE30MacHOCTH, YCTAHABIMBAMOIIYID YPOBEHb €€
COOTBETCTBHSI ONPEIEICHHBIM TPEOOBAHUSAM U OTPAHUYCHUSIM.
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Tabimna 1.

OCHOBHBIE MEXAHU3MBbI 3AIIUTHI CB OC

Ilpoyecc

Yeposzwv

Mexanusm 3auumol

3arpys3ka CB

Tpebyemsblil ypoBeHb nocTyma «root»: gpopcupoBanne
npuMeHeHne Mexanusma fork; n3MeHeHue 3arpy304HbIX
00pa3oB cpe/ibl BBIIIOIHEHUS

3anpeT paboThI ¢ mpaBamu root,
ASLR, KoHTpOJb 3arpy3KH
kommioHeHTOB OC, KOHTPOJIb
IIETTOCTHOCTH 00pa3oB

YcranoBska u

TpeOyeMelit ypoBeHB TOCTyIa «00t): N3MEHEHHUE

necovyHura, NpoBEpKa MmoAnmncu

OOHOBJICHHUE COJEP>KUMOTO JIETaJbHBIX (PaliIoB MOCIE PaCcTIaKOBKH; MPUJIOKEHUH, IPOBEPKA HA
MPWIOKEHUH  Tepe3anuch (aiina platform.xml BHPYCHI, CTATHYECKUH U
TpeOyemsrit ypoBeHs noctyna «lloap3oBarensy: JUHAMAYECKUN aHaIU3 KoJa,
yCTaHOBKa (haiiyioB, COACPIKAIIUX BPEIOHOCHBIN KO Google Play Protect
M3MEHEHUE U MePEeyIaKoBKa JIeTadbHbIX (haiiioB; 00Xox
TOJIMUCH MPUIIOKEHUI; 3aITPET YCTAHOBKH MPHUIIOKEHUN
Ucnomunenne  TpeOyewmslit ypoBeHB HOCTyMA «00t»: 3aMeHa WK MECOYHMIIA, KOHTPOJIb
NPUIIOKCHUI  BHEJIPEHUE BPEJIOHOCHOTO KOJIa B UCTIONHsAEMbIe (Baiiinbl  paspemenuit, Binder IPC,
TPUIIOKECHUS OJIOKMPOBKA OMACHBIX
TpeOyemsrit ypoBeHb noctyna «lloap3oBarensby: CHUCTEMHBIX BbI30BOB, DEP,
(hopcupoBaHUE HCITOJIL30BaHUS PECYPCOB; ASLR, KOHTpOJIb 11EJTIOCTHOCTH
OCYIIECTBIICHUE CTOBOPA, UCTIONB30BaHHE YSA3BUMOCTEH  HCHONHAEMBIX (HailiioB
YUTH M30BITOYHBIX pa3pelleHHUil JeraJbHbIX IPUIOKEHHH  3arpy30YHBIX 00pa30B
OcnosHnas yenv npoeedeHus ayouma — IOUCK BO3MOMKHBIX WM PEAbHBIX HAPYIICHUN
0€30IacHOCTH.

Ay,Z[I/IT MOKET OCYLICCTBIIATHCA B PEIKUME PEAJIbHOTI'O BPEMCEHU U B ITAKCTHOM PEIKHUME.
OCHOBHBIE 3TaMbl ayauTa U NX B3aUMOCBs3b ITPUBCACHBI HA PI/ICYHKC 1.

leHepauMa AaHHBIX
ayauTa BezonacHocTH

zincludes

MNpocsoTp ayauTa BesonacHocTH «includes

AHanuz note HUHaNEHOTD HapyIlEHWA

BriseneHue aHOMANWIA

cincludes

Ananus ayanTa Ge3onacHocTH

zincludes
Mons3osatens

ABTOMaTMUECKARA peakilMa
AYANTa besonacHoCTH

"POCT&H IEPUCTHHE aTakKH

CnowHan IEPHCTHU KA aTaKH

XpaHeHwe gaHHbIX ayanTa
Gez0NacHOCTH

Pucynoxk 1. DnemeHTs! aynuTa HHPOPMALIMOHHON O€30MIaCHOCTH.

Hcnonp3oBanue MexaHu3moB 3amuTel OC IMO3BONISIET MUHUMHM3UPOBAaTh PUCK NPOBEIEHUS
u3BecTHbIX atak Ha CB OC, HO He UCKITIOYaeT BhISIBJICHHE HOBBIX YI3BUMOCTEH.

VYa3BUMOCTH MOTYT OBITh BBISBJIEHBI ITyTEM CpaBHEHUs KoHpurypamuu ycranoBieHHoi OC ¢
ee ITaJIOHHbIM oOpa3uoM. J[aHHBIH moxxon He TpedyeT root-mocTyma K yCTpOMCTBY, OAHAKO HpU
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B3JIOME MOOWJIBHOTO YCTPOMCTBAa CTAHOBHUTCS HEdPPEKTHUBHBIM, TaK Kak HHQPOpPMAIUU O
xapakrepuctukax OC B JaHHOM CITydae MOXKET ObITh U3MEHEHA.

VSI3BUMOCTH, CBSI3aHHBIE C MEPEYNAaKOBKOM NPUIOKEHHH MOTYT OBITh BBISABICHBI ITyTEM
BBINOJIHEHHS TIPUJIOKEHUHM B MECOYHULE. XapaKTePUCTUKHM IPUIOKEHHs, T10CJI€ €r0 YCTaHOBKHU B
[IECOYHHUIIE, MOTYT CPaBHUBATHCS C 3TAJOHOM, XPAHALIETOCs B 3alIUIEHHOM MecTe (Hampumep, B
Google Play winu B myONMYHOM WIIM YacTHOM JIEMO3UTapuu). B gaHHOM ciyuae BO3MOXKHO
UCTOJIb30BAaHUE TIOJIHOTO TOOMTOBOTO CpaBHEHMS, OOHApY)KEHHE PpACXOXKJIEHH Ha OCHOBE
HEUeTKOI0 XEHIMPOBaHMs, OOHApy)KEHHE pacXOKICHMH Ha OCHOBE TIpada IpOrpaMMHBIX
3aBUCUMOCTEH, OOHapy)XeHHE pacXOKICHMH Ha OCHOBE XEUIMPOBAaHUSA (QYHKUUI, OOHapyKeHHe
PacXoXKJIeHUH HAa OCHOBE JMHAMHUYECKU BHEAPEHHOTO KO/ia, OOHApY)KEHUE PACXOXKICHUI HAa OCHOBE
HCII0JIb30BAaHUS BOJSHBIX 3HAKOB.

VSI3BUMOCTH, CBSI3aHHBIE C BHEJPEHUEM BPEJOHOCHOIO KOJa MOTYT OBITh BBISBIEHBI
METO/laMH, OCHOBaHHbIMM Ha HJEHTU(UKAIMMU 3j10ynoTpedneHuil (aHomanuii). Meromsl,
OCHOBaHHbIE Ha BBISIBICHUM AaHOMAJIUH, IPEANOaraloT pa3padOTKy MoJesel JIETHTUMHON
¢dyukmuonansHocTH [10]. OgHAaKO Tako# MOIXOM SIBISETCS 3aTPYIHUTEIHHBIM B PEANM3AIMH, TaK
Kak TpeOyeT ydera MHOXKECTBa MIA0JIOHOB HOPMAJILHOTO COCTOSIHHS W TTOBEICHHS TPUIIOKCHHS,
KOTOpBIC B OCHOBHOM pa3padarsiBaroTcsi BpyuHyto [11].

VS3BUMOCTH, CBfI3aHHBIE C TPUBWIETMSAMHM MOTYT OBITh BBISBICHBI IIyT€M aHalIM3a
nHpopMauu U3 MaHuecTa MPUIOKEHUH. JJaHHBIA TOX0 MpeanonIaraer:

—COIOCTABJICHUE  KOHQUIYpallUM  AHAJIU3UPYEMOTO  MPWIOKEHUS C  MHOXKECTBOM
HpeIonpee/ieHHbIX MpaBui [12], ONKMCHIBAIOIIMX «OMACHBIC» KOHQHUIYpAllMU PUBHICTHIA
OOBSBICHHBIX B MaHU(DECTE MPUIIOKEHUS;

—IIPOBEPKY COOTBETCTBHS 3alpalllMBAEMbIX IPUBWIETHH IPEIOCTaBICHHOMY OIMCAHUIO
npuioxenus [13];

—COIIOCTABJICHUE 3alpalllBaeMbIX MPUBWIETUN C MPUBHIETUSIMU H3BECTHBIX BPEIOHOCHBIX
HPUIOKEHHUH, TIOMCK XapaKTePHBIX JUIsl BPEIOHOCHBIX mporpamm APIl-Bbi30BoB [14].

Aymutr MoxxeT OBITb OCHOBaH Ha BHEIPEHHWU CHEIHMAIbHOTO KOAAa B IMaMATh Mpolecca
npuioxkeHus. [Ipu 3ToM cieyeT yuuThiBaTh, YTO BHEAPEHUE KOJA C OJUHAKOBBIM YCIIEXOM MOXKET
OBITh HCIOJIB30BAHO Kak JJisi MOHUTOpUHTa paboTel CB OC, Tak u Juis aTaky Ha Hee.

Tak>xe He0OXOAUMO BBISBIIATE YSI3BUMOCTH, CBSI3aHHbIE ¢ HeperyasipHbIM oOHoBIeHHEeM OC.

XapakTepucTuka wucnonb3oBaHus pecypcoB CB  OC Moxer ObIThb TmOIy4YeHA C
UCIIOJIb30BaHUEM CPEJICTB pa3paboTKu, HarpuMep, nHcTpymMeHnTapus Android Debug Bridge (ADB).

Apromarmzanus aynuta CB CO cBomutcs Kk ympasiaeHuto KoHgurypamueir CB OC,
MO3BOJISIOIIEH COMIacOBaTh €€ COCTOSHUE ¢ TPEOOBAHUAMM MOJIUTUKU O€30MaCHOCTH OpraHU3alluu.

B OonblinHCTBE TMOAXOAOB [JIs TPOBEIEHUS ayAuTa HEOOXOAMMO o0siajarth IpaBaMu
cyneproib3oBatrens (root moctym). CremyeT y4HTBIBaTh, YTO TMPH PEaATU3AIMM MPOTPAMMHBIX
CPEACTB ayIuTa HAJIWYUE Yy OTUX MPWIOKEHUH IIpaB CYIEPIIOIb30BaTelsd, MOXET CO3JaThb
JONOJTHUTENbHbBIE yA3BUMOCTH. IloaToMy cucrema aynauTa JO/DKHA peliaTh OOJBIIYIO YacTb
MOCTaBJIEHHBIX 3aja4 (ONMTUMAJIBHO — BCe 3a/1a4M) 0e3 mpenocrapienus root—nocryma k OC, T. €. ¢
IIpaBaMM rOCTEBOTO NMPUIIOKEHUS WIH [TpaBaMH aIMUHUCTpaTOpa KOHPUTYpALIUH.

Haubonee 3¢ppekTHBHBIMU U OBICTPO peann3yeMbIMH MEXaHU3MaMH ayluTa B JAaHHOM cilydae
MOTYT OBITH CIEAYIOIIME: IpoBepka Ha Haiudue root—mgocryna k OC; MOUCK M OLIEHKa U3BECTHBIX
ysi3BuMocTei! CB OC; BbIsIBIEHHE U OIIEHKA BO3MOXKHBIX 3JI0YNOTpeOIeHH (aHOMaINii); KOHTPOJIb
L[EJIOCTHOCTH HUCIIONIb3YeMbIX (ailsioB.

B pa6ore aymur CB OC mnpoBoauics ¢ NOMOIIbI pa3pabOTaHHOTO IMPHUIIOKEHUS.
[TpunoxxeHne UMeeT KIMEHT-CEPBEPHYIO apXUTeKTypy (PucyHOK 2):
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—Mo6uibHOE YCTPONCTBO OCYIIECTBIsIET COOp MJAaHHBIX U BBIBOJA PE3Y/IbTaToOB ayduTa.
OcHOBHOW peXuM pabOThl KIMEHTCKOrO MpujokeHuss — QoHoBbid. [lpm momydeHus
PEKOMEHIalM, BBIBOIUTCA BCIUIbIBarOUlee yBegomiieHHe. [IomnHbl oTUeT mo pesynbraraM ayauTa
JOCTYTIEH Ha CepBepe.

—CepBep ocyliecTBisieT 00paboTKy COOpaHHBIX JAaHHBIX, (pOpMHUpPOBaHHE PEKOMEHAAIMH MO
pesynbratam aynuta. O0paboTka JaHHBIX U (GOPMHUPOBAHUE OTYETOB OCYIISCTBISICTCS arcHTaMmH,
KOTOpBIE 3aITYCKAIOTCA M0 paciucanuio. JlocTym K oT4eTaM IPYTUx yCTPOMCTB HEBO3ZMOXKEH.

bnaromapst Takoit apxurtektype pazpaboranHoe I[IO Moxer OBITh HCIOJNB30BAaHO B
OpraHu3alusax U Ha npeanpustusax B pamkax MDM-pemenwuii (Mobile Device Management).

Mo6UNLHOe YCTPOMCTEO D Cepeep D

e CGOp AaHHbIX — @ OTnpaska AaHHsIX —_ Monyyexue AaHHbIX — ° OB6paboTka AaHHbIX

|

a x I & ) ) 1
§ : o AOMUHUCTPATOP O AHanNU3 AaHHbIX

@ Bpems @ Monbaosarens : l

' @ MpocMoTp oTyeTa @ DOpPMUPOBaHUE OTUETa

; | l

@ MpocmoTp oTyeTa :'(—f W3sneyenne otyeta «—> @ XpaHeHue oTyeTa

PucyHok 2. ApXUTEeKTypa OIPUI0KEHUS aBTOMATU3UPOBAHHOTO ayIUTA.

AJITOpUTM TIPOBEICHUS ayIuTa MPEANOJIaracr:

—I[Tonmy4yeHue OlEHKH 3alMIICHHOCTH. [Ipu pacdyere OIEHKH 3alUIICHHOCTH HCIIOIb3YOTCS
napameTpbl KOH(UTIypallMu yCTpoicTBa, KOTOpas 3aBHCUT OT IPOWU3BOIMTEIS yCTPOWMCTBA, THUIA
UCTIONB3yeMOM TIaTopMbl, Bepcun ycTaHoBieHHOH OC, a TakKe MOCIEIHEr0 YCTaHOBJIEHHOTO
ooHoBnenus OC. Jlng onucaHus KOHQUTYpallid MOXKET OBITh HCIIOJIb30BaH IEPEUYCHb
obmensBectHrix wiargopm (Common Platform Enumeration, CPE) u nepedeHsb 0OIIEH3BECTHBIX
koupuryparuii (Common Configuration Enumeration, CCE). [lns onucaHusi yI3BUMOCTEH MOTYT
OBITh UCIIOJIB30BaHbI CBeACHUs, cofepskamruecs B Common Vulnerabilities and Exposures (CVE),
Common Weakness Enumeration (CWE), a rtaxxe mnyomukyembie @CTOK P® cBenenus 06
YA3BUMOCTSIX. Pe3yibrar OLEHKH YpPOBHS 3alUIICHHOCTH — BbIJa4a MNPEAYNPEIkKICHHS
MOJIH30BATEIIO (aIMUHHUCTPATOPY) C YKa3aHWEM Ha HEOOXOIUMOCTh mpoBeaeHus: ooHosienus OC, B
TOM CJIydae eCiii 3Ha4eHUE PE3YIBTHPYIOIIETro MoKa3aTesst OyAeT MOJ0KUTEIbHBIM.

—BbisiBnieHuss 1eeKTOB  0E30MACHOCTH TNPWIOKCHHN (CHUTHATypHBIA aHanmu3). llenbro
MIPOBEPKH SIBIISICTCS BBIABICHUE Ae(PEKTOB 0€30macHOCTH (B T. 4. MPEIHAMEPEHHOTO XapakTepa).
[Tpu3HakaMu BO3MOXKHOTO MPUCYTCTBHUS Je(PEKTOB OE30MaCHOCTH B MPHJIOKEHHSX, KaK MPaBUIIO,
SIBIISIIOTCSI:  OOpallleHUue K 3alpelleHHbIM O0OBEKTaM; HCIOJb30BaHUE YCTapeBIIMX QYHKIUH |
QJITOPUTMOB; OIIMOKK pa3paboTYMKa, HAIPUMEP, XPaHCHUE BPEMEHHBIX (ailjioB B 0OIIEIOCTYITHOM
MecTe, BeleHUE JKypHajlla COOBITMH, OTKa3 OT HCIIOJIb30BaHUS KOH(UTypaluu CceTeBOi
0€30MacHOCTH, HCIOJIb30BAHUE JKECTKO MPOMHCAHHBIX B KOAE M KOH(UIypalMOHHBIX (aiiiax
napoieid. Pesynprar oreHkn — cooOumieHue 00 YpOBHE ONACHOCTH YCTaHABIMBAEMOTO
MPUIIOKEHUSI.
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—BrisBrnenus nedekToB 6€30MacHOCTH MPWIIOKEHUH (aHanmu3 npuBmiIeruil). Llensio mpoBepku
SBIISIETCS BBIABICHUE Ie(eKTOB Oe30macHOCTH (T. 4. TMPEIHAMEPEHHOTO XapakTepa), KOTOphIe
CBSI3aHBl C 3alpallMBaeMbIMUA TNPHUBHICTUAMHU. JlaHHBIE O 3ampalIMBaeMbIX MPUBUIIETHIX
comepkarcs B (aitme AndroidManifest.xml mposepsemoro npuiaokeHuss (MPH HAJHMYUU IIPaB
cyneprnoin3oBarenss — packages.xml, platform.xml). IIpu3sHakamMu BO3MOKHOTO MPHCYTCTBUS B
KIMEHTCKUX TPWIOKEHHUAX Ae(eKkToB O0e30macHOCTH, KaK MpPaBUIIO, SBISAIOTCS 3alpalinBaeMble
NPUIIOKEHUEM TPUBUIIETUH, KOTOPBIE SABISIOTCS M30BITOYHBIMH JUIS pealu3alud ero (yHKIUH,
OTPaXEHHBIX B JOKyMEHTalUuu. Pe3ynprar oOIeHKM — cooOuieHne o0 YpOBHE OMACHOCTHU
YCTaHaBIIMBAEMOTO MPUIIOKEHUS, C TOUKU 3PEHUS 3alpaliiBaeMbIX PUBUIECTUH.

—IIpoBepka IEIOCTHOCTH 3arpy30uHbIX 00pa3oB. Llenbio MPOBEPKU SIBISIETCS BBISBICHUE
NOAAENIKHU 3arpy3ounbix obpazoB CB OC u npunoxenuil. B mpouecce KOHTpoisiss HE0OXOIUMO
OCYUIECTBIIATh MPOBEPKY IEJIOCTHOCTH (ailioB, PACIONIOKEHHBIX B Karajore s BPEMEHHOIO
xpanenus (aiinos oubmmorek CB OC («/data/dalvik-cachey), daiinoB, pacmonaokeHHBIX Karajaore
UCTIONHAEMBIX (DalJIOB MPUIIOKEHUS M O0pa3oB B MaMATH Iporecca npuiokeHus. IIpoBepku
nojuiexar Qaiier .0dex, .vdex, .art, .oat, .dex, pa3memniecHHbIC Ha MOOMJIBHOM YCTPOWCTBE, U HMX
00pa3bl B €ro orneparuBHON namatu. Mcrounnkom nHpopmannu o6 3TaloHHBIX (aiiinax MoryT ObITh
¢aiinbl, pa3MelIeHHbIE HA STaJOHHOM ASMYIATOPE YCTPOWCTB Pa3MUYHBIX IUIATGOpPM, TAKUX Kak
Mips, Mips64, X86, X86 64, Arm, Arm64. HeoOXoquMo Y4YHTBHIBaTh, YTO HEKOTOpbIC (ailioB
SBJISIETCS YCIIOBHO HEM3MEHSAEMBIMU (MX HW3MEHEHHE OOBIYHO CBSI3aHO JHOO C OOHOBICHHEM
cucTteMbl, 100 OOHOBJICHHWEM mpuiokeHus). [lpyras dyacte (aiiJloB MEHSETCS pPETYISPHO.
V3meHeHus BbI3BaHBI ONTHUMH3AIMEH MpHokeHUil U oOHOBIeHUs MU KommoHeHTOoB OC. OOpa3sl
(baitioB B ONepaTHUBHOM MaMATH MOTYT OBITh MOJMYyYEHBI U MPOAHATU3UPOBAHBI C UCIOIB30BAHUEM
unrepdeiica «/proc/self/maps» (npu Hamuuum root—mocryma). Pe3dynbraT ONEHKM — BBIIACTCS
COOOIIEHNE O BBISBJICHHBIX PACXOKICHUSIX.

B xonme uccinenoBanuii npousBeneHa oueHka 2178 BeiaBieHHbIX B OC ysS3BUMOCTEHR MO
coctossHuio Ha wioHb 2019 roma. IlpoanammsupoBanbsl 659 npwiokennit Ha 20 MOOMIIBHBIX
YCTPOUCTBAX.

B pesynaprare OSKCIEpHMEHTAIBHBIX HCCICAOBAHUHA TPOJEMOHCTPUPOBAIN  KPUTHYECKH
Hu3kuil ypoBeHp 3amuTel CB OC Ha Bcex TecTHpyeMBIX ycTpoWcTBax — 12 IpOBEpEHHBIX
YCTPOUCTB UMEJH MOKa3aTellb Ha YPOBHE — KPUTHUYECKUI PUCK, OCTAIbHBIE — BBICOKMI PHUCK.

[Toka3arenbHbIe pe3yNbTaThl Jajia MPOBEpKa Ha HAIWYHE NePEKTOB: CUTHATYPHBIN aHaIN3 U
aHaJIU3 MPUBUIICT .

CurHatypHbIii aHaJaM3 MOKa3al, 4YTo KpUTH4YecKuil ypoBeHb umeer 107 mpunoxenuit (16,23%
OT 0011ero KoauuyecTsa), BeICOKuii — 226 (34,29%), cpeanuit — 306 (46,23%), nuskuit — 20
(3,03%). Ha Pucynke 3 mnpeacTaBicHbl JaHHBIC O BBISBICHHBIM YSI3BUMOCTSIM B pa3pes3e
KJIFOUEBBIX MOKa3arene nHGOpMalmoHHON 0€30MacHOCTH.
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Pucynox 3. Pacnipenenenue ys3BUMOCTEH B pa3pe3e KIIOUeBhIX mokazateneit Ub.
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B pesynabrare aHanmmza paspemieHui ObUIO TMPOAaHAIM3UPOBAHO OBUIO BBISBIEHO, YTO
KpuTHyeckuii ypoenb umeer 10 mpunoxenuii (1,51% ot obmiero xonuyectsa), Boicokuii — 240
(36,4%), cpemumii — 297 (45%), nuskuit — 112 (16,9%).

Pesynsrarel coBmectHOro anamu3 aedexkroB Wb mpuinokeHuid ¢ NpUMEHEHHEM MeToja
CHTHATypHOTO aHaJIM3a U METOJIa aHaJIM3a pa3pelieHnid peacTaBieHsl B Tabmure 2.

Tabnuua 2.
PE3VJIbTATBI CBOJJHOI'O AHAJIM3A BBISIBJIEHUS JE®EKTOB
Vposenv onacrnocmu Yposenv onacnocmu (cuenamyphulil ananu3s)
(ananus paspewenuii) Kpumuueckuii Buicoxuii Cpeonuii Husxuii
Kputnueckuit 2 50 48 7
Bricokuii 6 121 84 15
Cpennuit 2 67 155 82
Huzkuii 0 2 10 8

Pesynbrartel MccaeIOBaHUS CBHUICTEIBCTBYIOT O HHU3KOM YPOBHE O€30IaCHOCTU CpEJbl
BoinosiHeHust OC. Takum 00pa3oM MpeAcTaBisieTcs aKTyalbHbIM —pa3paboTKa MeETO0B
aBromarnyeckoro ayaura CB OC. B opranmzanusx neiaecooOpa3HO YCHUJIEHHE KOHTPOJIS 3a
UCIIOJIb30BaHHEM COTPYIHHUKaMU MOOWIBHBIX ycTpoicTB Ha 6aze OC Android, BBumy Hamu4us
OO0JIBIIIOTO KOJIMYECTBA YI3BUMOCTEH, KOTOPbIE MOTYT OBITH MCITOJIB30BAHBI 3JIOYMBIIIJICHHUKOM JISI
MOJIy4EHHUs JOCTyNa K KOHQHIEHIIMAIbHON HH(OpMaLHH.
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