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ABSTRACT

RFID (Radio Frequency | dentification) tagsuselightweighted secur ity methodsbecauseof cost congtraints.

In thispaper alightweight security method isinvestigated and proved that it significantly lacksin

protecting RFID tagsagainst smplecloning attack. In order to protect RFID tag from cloning attacksa

novel security method is proposed in thispaper. The proposed security method provides high level

computational difficulty againg thethreebasic attackingtechniques, i.e. eavesdr opping, replay and man

inthemiddle. In order tocloneatag, attacker eavesdr opsthetagresponsesand createsareplicaof the

tag. Thenovel security method presented in thispaper increasesthe hardnessto avoid guessingtag

secretsresultingin aconditional nonecloneabletags. Theproposed security method isalso evaluated

using propositional logic proofstodemonstratethelevel of security it can provide.
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1 INTRODUCTION

n RFID system, tagshave ability to digitizeinformation

and make it available, as these are very distributed

and pervasive sourcesof information. Theinformation
RF (Radio Fregquency) tag provides is the location and
time of a physical object to a database system. EPC
(Electronic Product Code) network that makes the most of
the RFID technology has defined and specified the
services for global implementation of RFID based SCM
(Supply Chain Management) system. The middlewarefor
RFID based distributed systems is based on the EPC
Network [1]. An RFtagisapowerlesssource of information
in the EPC network. It gets power from an RF signal sent
by areader. The communication channel between an RF
tag and areader iswireless[2]. An RF tag as a source of
information must be checked if it isareliable and authentic
source, as any intruder can also send fake information.

RFID Security, RFI D Attacks, CloningAttack, Lightweight Security M ethod.

The tag has very little processing power and memory,
which cannot be significantly increased because of the
tag's manufacturing cost. The tags are attached to the
physical objects that could aso lead to personal privacy
invasion for onewho ownsthe physical object. Therefore,
for successful and scalable deployments of RFID
technology in SCM, inventory control etc. it needsto be
assured that atag may not be a source of information for
an unauthorized entity.

In order to avoid above described issues, there is a need
of a mechanism/method between the tag and the reader,
which not only mutually authenticates the reader and the
tag, but also prevents any leakage of information and
avoidstracking of atag [3-4].

* Assistant Professor, Department of Software Engineering, Mehran University of Engineering & Technology, Jamshoro.
* % Assistant Professor, Department of Computer Systems Engineering, Mehran University of Engineering & Technology, Jamshoro.

Mehran University Research Journal of Engineering & Technology, Volume 31, No. 3, July, 2012 [ISSN 0254-7821]



A Novel Security Method For RFID Tags

Though a number of security and privacy methods are
proposed, but there is no single method that protects the
tag information against all known attacks. The methods
available in the literature are aimed to protect certain
attacks but not all. This work is focused at cloning
attacks.In order to protect tags against cloning attack a
method [5] is proposed. In this paper we prove that this
work [5] isvulnerableto cloning attack. It isalso proved
that the security method is not scalable by analysing a
number of scenarios. Beside, depicting asuccessful attack,
we also propose an improved version of the security
method that is more secure than [5].

2. RELATED WORK

In order to address the security and privacy requirements
of RFID system, anumber of security methods have been
proposed. But in the context of this paper we only discuss
the[5] asthe shortcomingsof thismethodsare highlighted
and an improved version is proposed. For a thorough
analysisand review of these proposed methods, [6-9] can
bereferred.

A very simple and straightforward algorithm is proposed
to provide scalability [5]. In this work authors refer
scalability, as:

"higher level security ispossiblewith more computational
facilities'.

The algorithm suggests a secret C shared between tag
and reader, a tag just needs a multiplication operation.
The tag replies to the reader E=R*C+1, where * is a
multiplication and + is an addition operator whilst Risa
random number, | isatag identifier. The reader identifies
and authenticates atag by calculating 1=E%C.

In order to clone a tag using this method, an adversary
can easily launch an eavesdropping attack to get E and
clonethetag attimet . Later at some other timet,, cloned

tag can easily get anillicit identification and authentication
by just sending the eavesdropped response E of the
genuine tag.

However, this cloning or spoofing attack is not possible
against the method when Ris also sent along with the E.
Though it is not clear in the proposed work whether the
tag or reader generates R. In order to discuss the method,
all the scenarios are analyzed i.e. tag generates R and
sends both R and E to the reader or the reader generate R
and sends it to thetag. In fact it is not important where R
is generated, but its more important that whether its
transmitted over the wireless channel or not. Hence, if
reader generates R then it must be transmitted. There can
be two more scenarios if tag generates R, either it is
transmitted over thewirel ess channel or not. An adversary
capable of eavesdropping can get the secret C from atag
in a scenario when atag generates R and transmitsit, by
just recording two sessions. Adversary can record the
responses to get two equations of type E=R*C+1, where
| and C are constants and adversary knows the E and R
for thetwo equations. Thisenablesan adversary to simply
solve the two equations simultaneously to get the secre C
and identifier |. This proof holds for a scenario when a
reader generates R and sendsit to atag, as adversary can
still get the similar two equations of type E=R*C+1 and
solve them simultaneously. Therefore, this proof reveals
that the proposed work is not secure at al. If R is not
transmitted by either of the parties in an authentication
and identification session, the authentication and
identification overhead will be very high compared to that
of an adversary's that tries to guess the secrets.

3. PROPOSED SECURITY METHOD

Security and privacy methods of RFID systems may have
different requirements depending on applications and
system entity requirements. The hash tree methods [10]
are aimed toward a deterministic authentication server
behavior while tags have some memory to store keysand
encryption or one-way keyed hashing capability. Although
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there are a number of applications where a tag may be
restricted to very limited capabilitiesi.e. it may have some
memory and it can only perform very few arithmetic and
logical operations such as +,*,® etc. The authentication
server may need to use bruteforce or exhaustive searching
whilst identifying and authenticating atag.

A simple RFID security and privacy method [5], which
requiresminimal tag capabilities(i.e. basic arithmetic and
logical operations) proposesthat atag and authentication
server share secrets C and tag ID 1. In an authentication
and identification session thetag repliesto areader'shello

message as.
E=RC+1
Where Risarandom number generated by atag.

The authentication server finds a tags from its database
by calculating | as:

| = E%C
Theflawsin thismethod are discussed in previous section.

In order to overcome the deficiencies of this method, a
very lightweight method is proposed that does not require
a significant increase in tag capabilities. However, the
proposed method uses only one morelogical operation as
compared to the method in [5]. Therefore this method is
termed asALGCAL (ALGebraic-LogiCAL).

\

~

In this method, a tag and authentication server share two
secrets C and D instead of just one secret C. Thetag ID |
issame asin [5]. As a part of enhancing of the method
there are certain issues regarding the shared secrets that
should be taken into account while initializing tags. The
length | of the shared secrets C and D has to be large
enough that an adversary may not able to compute the
shared secret C D, andtag ID | from atransmitted message
over an unsecured wireless channel. The length of ID
such as an EPC may be not increased because its length
and data structure is awell-defined standard [11], so the
difficulty to compute it also depends on the size of the
secrets. The security method operations are shown in
Fig. 1 and explaininfollowing section.

3.1  Protocol Operation

A reader initiates an authentication and identification
session with a hello message. A tag in reply generates a
random number R, and to send areply to thereader device,
atag computes E as:

E = (R*C+l) @ (R*D+1)

A tag'sresponseis delivered to the authentication server
as (E,R). As the authentication server shares C and D
with a tag, so it computes and performs a check find a
match for atagwith ID | as:

E,= R°C+ landE,= R*D + |

-

@

~

Reader
Find for I: E,=R*C+I, E,=R*D+]

Tag P Hello
Generate R:
E=(R*C+I)®(R*D+I) £
C,=F,% C, D, ~F.%D |
if (R*C+C,,,==F)update C
if (1 Jup FF

if (E,® E,) tag found

F,=R*C+C,,, F,=R*D+D,,,

A

if (R*D+D==F )update D

N /

o /

FIG. 1. ALGCAL SECURITY METHOD
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if (E,® E,) tag is found with an ID I. When the server
authenticates a tag, the shared secrets for the tag are
updated with F , F.,.

F,= R“C+C_,and F,= R*D+D_,

Onreceiving F,F, the tag updates the secrets recovering

Cran Doy 85

e
C.,=F%CandD_ = F,2%D
if(RC+ C_, = =F) updated C
if(R"D+ D, = =F,) update D

The tag sends an acknowledgment to the server that it
has updated the secrets. The ALGCAL method proposed
in this paper provides the same or even increased level of
security and privacy against active attacks asin [5].

This method provides enhanced security against
passive eavesdropping and soft cloning or spoofing
attacks. However it requires slightly more memory to
store an extra secret and a @ operator is also used in
the tags. The authentication server uses the same
searching technique: brute force search. Overall, this
method does not require a significant increase in tag
capabilities and provides an enhanced security and
privacy for an RFID.

Following is the proof of correctness to show that this
proposed method provides a secure identification and
authentication scheme for RFID tags.

3.2 Pr oof of Correctness

For an RFID tag, authentication means a unique validity
and verification of an encrypted string while maintaining
the integrity (i.e. an encryption scheme needs to be
collisionresilient). In the proposed authentication method
the encryption is done as given in Equation (1). A false
detection of two tagsis possible:

Suppose the secrets C,, C, for two tags are related as:

C.>C @

1 2

then C, can be expressed as with some m,n relation bit
strings or integers:

C,=mC,+m €)
From equation (1):
G,=R+C+I, @

Solving the above equations for an R, we can have:
G,=n*R*C + 1, ©

This will decrypt G, as atag I,. Similarly, this kind of
decryption may occur for two D,,D,. In order to avoid the
impact of thiscollisioninthe E=E, @ E, one of therandomly
generated secrets C or D can be assigned monotonically
arranged I's such that:

if (I,>1)then C,>C, ©)

Thereforewith this condition applied in the server results
inacollision resilient encryption method.

4. ANALYSIS OF MEMORY OVERHEAD

The overhead of a security method is calculated in terms
of permanent memory requirement.

The proposed security method ALGCAL, improvesthe
[5], hence comparison be- tween the two methods are
compared for the analysis. The permanent memory
required for [5] is 2l-bits, while the proposed ALGCAL
security method requires 3I-bits. The additional I-bit
are need to store an extra secret. However, this
additional requirement of the memory isjustifiable as
the proposed security method ALGCAL provides
additional security against the algebraic attack that can
be launched against [5].
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5. SECURITY ANALYSIS

Exposing RFID tags to an open environment, leads to a
common threat model where anumber of attacks may be
launched using attacking techniquesi.e. eavesdropping,
replay attack and man-in-the-middle. Therefore strength
of the proposed security method iseval uated against these
basic attacking techniques.

In the proposed AL GCAL method, atag can beidentified
and authenticated using the shared secrets C,D and tag
IDI.

The proposed method isconsidered secureif thefollowing
proposition holds.

Propostion-1

The proposed security method is secure if it protects the
shared secrets C,D and | against eavesdropping, replay
and man-in-the-middle attacks.

Proof-1

Aneavesdroppingattackispossi bl eifanadversarycanget
C,D,Dnew,Dnew or | fromthemessagesE, F, F, and ack.
In order to find C,D from E=E, @ E,, the computational
difficulty is 2'x2'=2?, and finding the C and D
simultaneously the computational difficulty is22x22=24,
Similarly,thecomputationaldifficultytofindC_ , D, from
F1, F2,is 2' x 2' = 22, Therefore, it is proved that
Proposition 1 holds for an eavesdropping attack.

End of Proof-1

Proof-2

A replay attack on server isnot possible, if secretsof a
security method are updated securely in each
authentication session. In the proposed method secrets
C,D are updated in each session and by Proof 1 an

adversary cannot feasibly extract the secrets. Hence a
replay attack isresisted on a server. An adversary may
launch a replay attack on tag by resending F,F,
captured from a previous successful authentication
session i of the tag. This attack cannot be successful
because the tag has already update ditssecret
sintheauthentication sessioni asC «-C_, D «-D_ .
Whereas, the replayed F ,F, have un-updated C,D,
hence the tag resists this attack and does not update
its secrets. Therefore, it is proved that Proposition 1
holds for replay attacks.

End of Proof-2
Proof -3

In a man-in-the-middle attack on server an adversary
modifiesor creates E by choosing correct secrets C,D and
| for atag. From proof 1, the computational difficulty of
choosing correct secret is 2'. Choosing each secret
correctly are three independent events. This increases
the computational difficulty of an integrity check to pass
in server to 2%. Hence, a man-in-the-middle attack is not
feasible on server. Similarly, finding the correct secretsto
modify and construct F ,F, isnot feasible. Thereforeitis
proved that Proposition 1 holds for man-in-the-middle
attacks.

End of Proof-3

In order to protect the shared secrets and tag ID, the
proposed security method provides the computational
difficulty in the order of 2' that isnormally considered as
an acceptable security method. The appropriate length of
thel, i.e. length of the secrets can be adapted to provide
required level of security in atag and server.

6. CONCLUSION

In this paper, a light weighted security method is
investigated to evaluate its security strength. A formal
proof to show that an attacker can easily launch attacks
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against the existing security method. Thisisfollowed by
the design of a novel security method that improves the
security and privacy of RFID tags. The proposed security
method is more secure, however it requires slightly more
memory whileimplementing on RFID tags. Thisisjugtifiable
with theimproved security. A formal security evaluationis
also done using propositional logic prove and depict the
level of security provided by the proposed security
method.
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